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Abstract 

The focus of this project is on the creation of an anti-phishing interactive educational tool. 

Information on the importance of phishing education resources is noted within the introduction 

and the resource limitations are described within the background research, alongside phishing 

email common identifiers and existing teaching methodologies that impact a user's learning. 

The design of the tool is explained and justified against e-learning principles explored in the 

research stage, alongside the reference emails used to construct the example phishing emails. 

Additionally, the implementation was completed unifying JavaScript, HTML and CSS to create 

a responsive mailbox for users to operate. The project was successful in the creation of an 

interactive anti-phishing educational tool however was tested on applicability and not tested by 

participants and as such, there has been no concrete evidence that this tool improves a user's 

learning. This factor is described in the future work section which details recommended uses 

of the tool for future development. 
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1 Introduction 

1.1 Preface 

Phishing attacks on organisations have risen since 2016 and become one of the most prevalent threats 

on the internet. It is recognised that over 70% of data can be lost to even one successful attack on an 

organisation[1]. As well, the cost of these attacks can be significant with a single data breach averaging 

at approximately £3.86 million[2] Subsequently, it is vital that people take sufficient precautions and 

implement security measures in order to protect themselves and their institutions from a phishing attack. 

The organisational impact for phishing can be catastrophic with many companies incurring substantial 

damage and loss to their sensitive/confidential data.  

Whilst in many years' security measures like anti-virus and anti-malware tools that protect a company's 

internal infrastructure from the impact of phishing has seen a substantial growth and development, it is 

employees that appear to be a significant factor in an organisational susceptibility to a phishing 

attack[19][64]. Employees have been recognised by multiple companies as one of the biggest risks to their 

security measures. Access controls without proper classification can give employees administrative 

privileges that enable them to freely disable security features on their computer[3]. This opens their 

device up to exploitation, including all devices connected on the same network, and can be detrimental 

to an organisation if a breach occurs. User's behaviour, including a blasé attitude towards security, can 

be contributed to an individual's awareness of online threats including but not limited to malware, trojan 

horses, worms, viruses and of course, phishing.  

As users can pose a prominent risk to an organisation, phishing is often most effective within 

organisations as it exploits the user vulnerability relying on their trust and responsiveness to spread and 

compromise/corrupt internal data. Anti-phishing educational resources are important to keeping an 

organisation secure and mitigate human error when it comes to their behaviour online. Existent online 

educational resources for phishing and phishing awareness are deemed an effective means of mitigating 

the vulnerability that humans possess. With appropriate tools and materials, users are more aware of 

phishing and can respond appropriately with more self-awareness and confidence. [4  As a result, it is 

essential that people within the workplace are taught to recognise these attacks to prevent them from 

causing unintentional harm to company and personal resources and sensitive data. Often times we find 

that people learn better through experiences and by "doing". This would mean that someone would need 

to be faced with a phishing email and have responded incorrectly to then be able to learn from that 

experience. Needless to say this is not the safest method of education and as such, a tool is required to 

simulate these emails in a safer environment but that is still similar to a person's standard email mailbox 

to effectively learn by "doing".  

This project surrounds the creation of an anti-phishing educational tool which teaches how to identify 

phishing emails within a professional context. The tool is essentially a simulation of a standard mailbox 

whereby a user determines if an email presented is likely to be phishing or not phishing. Once all emails 

have been categorised by the user, they are presented with feedback showing if they were correct or 

incorrect in their choice as well as shown the elements within the phishing emails that indicate its nature. 

This report explains the implementation journey of this tool from research to conclusions, discussing 

any future work or adaptations that could be done as an extension of the project. 

2 Aims and Objectives 

2.1 Main Project Aim 
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Aim: Create an interactive educational tool using JavaScript and HTML that can be deployed online 

to companies. 

 

a. The tool will be a phishing awareness quiz which will display phishing emails to a user, take 

in their responses, and generate on screen feedback after each question(email). 

b. At the end of the awareness quiz, the tool should present the user with a final (on screen) 

report which identifies which emails the user is most likely to be susceptible to, and indicators 

misses of these phishing emails. This information should be shown on each particular email 

they are more likely to be susceptible to explaining any identifying techniques the user should 

be aware of. This area should be used to educate the user in identifying phishing emails. 

2.2 Core Objectives 

1. Establish an understanding of phishing   

a. complete research into phishing and typical phishing identifiers to ultimately ascertain 

a publicly available dataset to use as reference for my phishing email examples. 

2. Understand the limitations of current anti-phishing resources. 

a. explore the limitations of anti-phishing educational resources and explain how the tool 

will be addressing these  

3. Understand educational tools and learning styles  

a. complete research into existent design and usability traits of various phishing tools and 

educational tools which can be used in design. 

4. Create a list of functional and non-functional requirements  

a. from the research regarding the tools and phishing, define a list of non-functional and 

functional requirements of the tool. Make sure to list the purpose and why each 

requirement meets usability, applicability and functionality traits. 

5. Create user journey and test cases 

a. create test cases for the project to test the tool against for evaluation purposes  

b. create user journey to depict the activity flow of how the quiz pages link together, and 

how the user will progress through the tool. 

6. Create concept design of tool 

a. Create user interface designs showing the aesthetic of each website frame.  

b. Include justification within the design of each interface and explain any design 

principles utilized 

7. Code the tool  

a. Using JavaScript and HTML code the tool which should meet the design specifications 

and functional/non-functional requirements defined prior to implementation.  

b. The quiz should have a feedback report which shows what types of emails the user is 

likely to be susceptible to. 

c. The feedback should also include a summary of phishing indicators found within the 

example phishing emails that the user has missed. 

8. Evaluate the tool against defined criteria and test cases 

a. Using the criteria defined, I will evaluate how the tool meets each criteria and record 

how well it functioned. 

 

2.3 Desirable Objectives 

1. Create graphical representations of users results  
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a. Create a graph out of the user's responses that is displayed at the end of the session 

showing how well they did. 

2. Level variations depending on company requirements  

a. Depending on the company using the tool, create levels which each user should pass in 

order to meet the companies determined level of phishing awareness 

3. Statistical Analysis based on the emotional response of the user to be used by the 

manager/security team to determine the success of a phishing email. 

3 Research 
In order to understand what makes an effective online educational tool and the elements that need to be 

considered within the tool, research has been completed into e-learning methodologies and anti-

phishing resource limitations. Below discusses the existing gaps within educational resources most of 

which the tool aims to address and will aid in the justification of specific features within said tool. 

Additionally, phishing attack examples and indicators are discussed which will help to determine the 

indicators that are going to be focused on when constructing a feedback report for a user, as well as be 

used as a reference when creating the examples that are to be included within the tool.  

3.1 Phishing Attack Examples and Categories 

A significant factor in developing an anti-phishing educational tool to be deployed in an organisation 

is to include examples of phishing attacks that people are likely to be faced with. Whilst there are a 

number of attacks that have a possibility of being performed on an organisation, and it is important to 

include a variety, it should also be ensured that email examples used are relevant and emulate those 

which are likely to appear in an employee mailbox. This tool will contain 8 emails 6 of which are 

phishing emails. There are a couple of reasons behind this choice of email quantity one of which being 

time scale of the project: due to the time constraints of the project it has been deemed best to focus on 

creating a small number of quality phishing email examples than introducing an overwhelming number.  

Additionally, as the tools aim was to help the user to distinguish between likely phishing emails and 

non-phishing, it was considered important to add in a select few non-phishing emails. It has been 

decided that 2 non-phishing emails are to be used within the tool as this would allow more focus on a 

wider set of phishing emails to be displayed. The more emails the user can be exposed to, the broader 

their perspective will be on phishing emails enabling them to identify them better in numerous 

conditions outside the tool. 

Additionally, to be able to draw relevant and useful statistics from the tool, the emails need to be 

separated into categories. For this anti-phishing tool, only a few phishing types are going to be used for 

quantifying user phishing susceptibility:  

• Emotive - sad, urgent/shocking and happy  

• Legal and financial emails  

• Authoritative - managerial/ hierarchical  

 

3.1.1 Emotive Emails 

Emotive emails has been chosen as one of the phishing categories as studies have shown that emotion 

plays a part in users' susceptibility to phishing emails[31]. The idea behind this is that typically our 

decision making process is driven by our emotions and many attackers will take advantage of this fact 

by attempting to invoke an emotional response from a person that leads them to sharing 

sensitive/personal data. This has been highlighted significantly during the COVID-19 pandemic where 

buzz words such as "quarantine", "mask", "COVID" have been referenced within phishing emails all in 
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an attempt to invoke panic within a person and get them to click on the attaching medium[32]. Typical 

emotive phishing emails can be emails alerting the employee that their account is being deactivated, 

credit card compromised, a promotion or job offering announcement, or an urgent request from a 

colleague to help on a task of some nature. Emotive emails can also be separated in the emotional 

response they attempt to attain from the recipient. Common emotional categories that will be being used 

are happy, sad, angry, and shock.  

Emotive Email Examples: 

 

Figure 2 - COVID-19 Phishing scam alert [33] 

 

 

 

 

 

 

 

 

 

Figure 1 - Microsoft Phishing email [34] 

Figure 3 - Fake Charity COVID Scam [35] 
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The emails above I have deemed as an example of emotive emails due to the language and words used. 

The words used in the Microsoft security alert such as "suspend", "safety", and "losing" all connote 

feelings of danger and failure. I feel that the language used invokes a sense of urgency within the user 

as it states that without action, the recipient will become unsafe. Additionally, the COVID-19 email 

example from John DeFranco[33] utilizes a similar technique by playing on people's fears of getting 

COVID. The language here uses phrases like "protect your friends" and "75,000 infected" implying 

again the sense of urgency to follow the link within the email. As well, the email attempts to manipulate 

the user by pulling on their moral obligations to protect their friends: through not clicking on the link 

provided, they are doing the opposite of what has been stated within the email which is to protect their 

friends. Language and tone play a significant part in phishing emails and is an important indicator which  

will be displayed in the example phishing emails within the tool. 

As studies have shown that emotions play a significant part in phishing emails, it has been decided to 

use 3 emotive emails within the 6 phishing ones that will be implemented. Due to the commonality of 

emotive emails within phishing attacks, I felt that it was best to add in more emails of this category as 

it would better reflect the emails users are more likely to receive in real life cases.  

3.1.2 Legal and Financial 

Legal and financial has also been chosen as a phishing email category as phishing emails surrounding 

money requests or employee payment failures have been prevalent within my research. These emails 

encompass those that ask for financial details or request the recipient to click on an invoice/attached 

notice to view financial information on their account. They can be very convincing when they appear 

to emanate from people who work alongside the recipient or from the correct department thus, having 

a few example emails within the anti-phishing tool would better highlight how to indicate them. As It 

had been decided to provide 6 phishing examples 3 of which resided in the emotive category,  it was 

deemed necessary to provide 2 legal and financial emails. Likewise with emotive emails, phishing 

emails requesting the recipient look at a link for financial/legal reasons were a common occurrence 

hence the need to display more than 1 within the anti-phishing tool. Additionally, with 2 examples of 

legal and financial emails,  the sophistication of the emails could vary which would better highlight 

their convincing nature and display the ways to determine their illegitimacy despite this. 
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Legal and Financial Email Examples: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The above emails are examples of financial and legal emails as the attacker is attempting to obtain 

sensitive information from the recipient by acting as a reputable financial company/entity. One 

convincing feature of the top-left email is the confidentiality notice which supports the look of a 

legitimate professional email. It is these features which will be added to an example phishing email in 

order to show how even with this element, an email can still be phishing. With the bottom example, 

there is a good phishing indicator present in the shape of a generic greeting[16]. It has been identified 

that generic greetings such as "dear customer", "hello user" etc. are often an element of a phishing email 

as they can be sent out to more than one recipient in bulk thus increasing the chance of someone clicking 

on the attachment or link. That said,  the absence of one can also be an indicator of a phishing email as 

the top-right example displays. 

There can be multiple techniques that aid in determining the legitimacy of legal/financial phishing 

emails including following the methods that the company provide  financial and legal information or 

requests. Typically, no organisation will request sensitive information such as credit card numbers or 

account information through email.  Furthermore, 2 emails will be included in the tool that cover 

Figure 5 - Berkley Phishing HR example [14] 

Figure 4 - Berkley HR Phishing example [46] 

Figure 6 - GlobalPay Phishing Example [16] 
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financial/legal email examples and include the use of the greeting indicator as a way of identifying 

them.  

3.1.3 Authoritative 

Authoritative emails aim to get a recipient to interact with its contents through mimicking an 

authoritative figure within the company's email. This could be a manager, director or CEO of a 

company. This technique works best targeting companies as it utilizes the reputability and stature of the 

"sender" to get people to trust that the content of the email is safe and legitimate: often employees are 

less likely to question an email coming from their boss or seniority especially when they are told to 

hurry with a request[65]. As this type of attack is more likely to occur within a workplace,  it was 

considered best to add in an example into the simulation which would expose the user to such a case 

where a higher authority is requesting help or action from them. 

Authoritative Email Examples: 

 

 

Figure 8 - Berkley Chancellor phishing Example [47] 

 

The above emails are examples of an attacker emulating a managerial/authoritative entity  like a 

chancellor. The top example is a very sophisticated email which actually uses the  name of the recipient 

attained from harvested social networks[39]. This method has become more used which means that 

people need to rely on other identifying elements than a greeting indicator. Of course, it does depend 

Figure 7 - Boss Phishing example [45] 
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on how you communicate with your manager so it is important to note that what indicators the individual 

uses to identify the emails will somewhat change: this factor will be highlighted within the explanation 

section of certain emails remarking what makes each email phishing. In addition, the top email also 

does not come with a link/attachment but is actually a preface for another phishing email. The idea for 

this is that the recipient will trust the next email which has an unauthorised link/attachment  regardless 

of errors since the initial one references it and, emanates from a trusted source: ultimately the less time 

attackers will need to refine the succeeding phishing email.   

For these examples there are a few indicators that could be used to identify them as phishing. One point 

to make is that the top email requests a money transfer. It is suspicious that an immediate money transfer 

would be requested without giving further context of who the provider is and why it is needed on the 

day the email has been sent. Another aspect of the email includes the request to only reply to that email. 

A good way to determine if this is legitimate is to compose a new email and send it to the account that 

you have in your contacts for the true sender in order to validate its real: the request to only communicate 

on that email thread is strange in this circumstance. Additionally, the language used in the bottom email 

is also suspicious. The sender essentially refers to the document being sent in the third person which is 

an odd grammatical choice for someone of such stature as a chancellor[16][17]. Again, both language and 

grammar are indicators which will be included in the anti-phishing tool as identifiers for phishing 

emails. 

 

3.2 Phishing Email Indicators 

Having observed many emails to determine what types of emails exist nowadays, what indicators 

existed and how they were to be included in the example phishing emails was established. Below are a 

list of indicators which have been discovered in multiple sources that are prevalent within phishing 

emails to date[16][17][23][55]. 

 

Table 1 - Table of Phishing Indicators 

Indicator Description 

Grammatical & Spelling Errors[51][52][16] Phishing emails often have numerous 

grammatical or spelling errors. Be sure to check 

the grammar within professional and company 

emails. 

 

Language and Tone[17][53] Language indicators are things such as the tone 

of the email, as well as emotional cues that aim 

to trick you into sending money because you are 

shocked or sad about the message content It is 

important to examine the language used in the 

email and make sure that what is being said 

reflects what you would expect from the sender. 

Fake Domain/ Email Addresses[16][17][12] Domain indicators are things such as Legitimate 

companies contacting you through a @gmail or 

@hotmail account. Emails can also be faked and 

whilst at first glance look similar to a contact, 

may be misspelled or not match in another way. 
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An attacker can spoof an email address as well to 

make them appear legitimate - other indicators 

are necessary in this case to identify the phishing 

email. 

Suspicious Links or Attachments[17][54][55] Legitimate companies will refrain from 

requesting money or asking for sensitive 

information through a linked attachment. The 

links can also point to arbitrary html pages/sites 

that do not match the URL of the company they 

are pretending to be from. 

Generic Greeting [16][17][56] Legitimate companies typically will address you 

via your actual name. Be cautious of emails that 

have a very generic greeting such as 'hello user, 

dear valued customer, dear employee etc. 'These 

can be indicators of a phishing email 

 

The above indicators will be used in the tools example phishing emails differing how many are used 

per email and then quantifying how many are on each email. This will display to the user what types of 

indicators they are less attuned to in perceiving phishing emails and as such, what they should be aware 

of in the future. 

3.3 Anti-Phishing Resource Limitations 

Through the research conducted, it was discovered that many resources online for anti-phishing 

education  were identified as "textbook" courses with limited resources found that provide an immersive 

simulative experience[63]. Many online phishing resource hubs[57][58][61] often signposted to these courses 

which were a mixture  of video, poster, pamphlets and test mediums that attempted to communicate the 

concepts and theories behind phishing and susceptibility. Whilst these resources are beneficial in 

teaching these concepts, they are often constrained in their approach to teaching and aren't as effective 

at influencing user behaviour online.  Moreover, upon searching for phishing and anti-phishing 

educational resources existent within today's climate, search engines typically showed websites that 

provided resources like anti-phishing software and reporting tools[59][60] , instead of an abundance of 

educational resources, that addressed phishing on a technical level. These software's, although 

imperative as a remediation measure for security breaches and phishing attacks, do not address the 

human component that is predominant in phishing and as such, do not fully mitigate susceptibility to 

phishing. 

Ultimately, the lack of education surrounding phishing and awareness of it can contribute to people's 

online safety and susceptibility to phishing emails thus, there is a need to bridge this educational gap. 

In order to do this, tools need to be created to help effectively educate people on seeing phishing emails 

and recognising them in a safe environment.  The tool aims to address this educational gap through 

creating my anti-phishing simulation tool which will include a statistical summary of phishing 

categories and indicators within each email that have been identified. This will not only help tackle 

phishing attacks but also provide a basis on understanding why they were successful. Simulation e-

learning can help to increase retention of these concepts and theories through user experience.[7][15] They 

can provide a more immersive experience in which users are able to practice the act of responding or 

recognising phishing emails. In turn, users can better apply their knowledge in real world environments 

that reflect the ones they were faced with in the simulation. As phishing relies on a user's online 

behaviour, a simulation tool is most effective as it attempts to attune a user's behaviour by  employing 
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kinesthetics learning[8]. In addition, a study conducted in 2020 determined that visual and interactive 

measures for phishing education proved to have more of an impact on the information retained by 

participants[9]. Subsequently, resources need to have much more inclusion of interactive elements such 

that are likely to be present in simulations in order to aid users in memorizing the content being shown. 

This interactive property is the basis for the tool and the support behind the theory. 

Some recourses are existent within large companies who are able to provide anti-phishing courses and 

training to their employees regularly. However, this doesn't necessarily mean that phishing attacks and 

the problem of human awareness is fully combatted. In fact, putting aside the immediate problem of  

SME's budgetary constraints and the prominent expense of educational resources, there are other 

limitations existent tools pose. Many resources don't provide an effective enough personalisation or 

implement the story based instruction principle which allows a resource to simulate each company's 

corporate environment[5][21]. Without this inclusion, resources and tools can be ineffective in teaching 

individuals anti-phishing principles. The tool aims to address this factor in my tool including a 

personalization element to help engage the user and improve the simulation further to reflect their 

mailboxes. The personalization element will likely be applied through the use of the user's name. The 

plan for the tool is to have a section in which a person can type in their name which is then stored 

temporarily by the tool to be inputted into various email elements. These elements will include such 

this as the greeting of an email i.e. Dear [username] and be used in the "to" line within an email header 

emulating that of an email that has been sent to that individual. The story based principle explains that 

an effective form of teaching is allowing users to progress through a simulation or course following a 

story. In this case, this principle will be applied within the tool by providing a brief scenario to the user 

which will essentially immerse them in this fictional environment. The scenario will explain the 

fictional company they work for alongside what they need to do to traverse through the emails. Whilst 

the user journey will not be directly following a lengthy story, it will provide the concept through 

immersion and by creating the idea that they are a part of the story. Consequently, this will positively 

impact the user's retention of the information provided by the tool by being engaging and immersive. 

In conjunction with this, anti-phishing resources are limited by what they can use in respect to company 

logos, personnel names, emails etc., and as such, these tools are unable to capture a lot of phishing 

examples in which these factors are utilized in an attack. Without authorisation it is very difficult to 

achieve enough of the aforementioned personalisation within an educational tool. Phishing has become 

sophisticated, and hackers aren't generally concerned with legality including  stealing company logos 

or any personal data to perform a phishing attack whereas, developers for these types of tools are bound 

by company policies that restrict the use of these. This is a limitation with anti-phishing educational 

resources as without a company's authorization, the tool cannot use their logos or data that might breach 

privacy policies. Subsequently, the tools lack personalisation when it comes to fully simulating their 

workplace environment i.e. email interface. The aim of this project and the tool being created is to 

combat the problem of personalisation. Whilst likewise the tool cannot include a company's specific 

logo during the implementation phase of this project, the aim is to create a tool which uses other 

personalization techniques in order to combat this limitation and make the simulation reflect that of 

one's personal inbox. These features will likely include using the users name in certain phishing email 

examples and developing the interface to closely resemble the appearance of existing mailboxes such 

as Gmail and outlook. The existing design structure of these mailboxes will be utilized when designing 

the tool so that certain features are located in familiar places to the user. This familiarity will help the 

usability of the tool as well as support the immersive experience of the simulation.  

Another limitation of existent anti-phishing tool is that there isn't enough consideration to demographic 

factors. Factors such as age, gender and educational and employment play a significant part in how a 

user will behave online[6][24]. Whilst all demographic factors play a role in one's online behaviour, it is 

however important to note that tools should not attempt to meet every demographic as this will 



CM3203- Emma Hall                                                              

17 | P a g e  

 

ultimately make the tool much more complex and difficult for every person to use. It is vital then that 

developers simply focus on a few demographics in order to refine a target audience and thereby better 

consider the critical attributes of those people that can be accommodated in the tool. The employment 

demographic will be focused upon for the structure and context of the phishing emails which will 

ultimately encompass the age demographic typically found within the workplace. This is because the 

tool is intended to be deployed in a professional environment and as such, a major consideration for the 

email structure needs to surround the demographic of  employment. The biggest part about simulating 

the design of a mailbox is that there is not a significantly large range of typical design elements on 

existing mailboxes that pertain to specific demographics being often designed universally with each in 

mind. Subsequently, the design of the mailbox will be in line with the universal nature of existing 

mailboxes incorporating neutral colour palettes, font types, and displayed icons. In order to be unbiased 

within the tool and not be specific to a certain company, one aim is to create an email box and emails 

based upon a fictional workplace that whilst is reflective of a typical workplace that includes 

communication via emails, is not representative of any one specific company. This will improve the 

inclusivity of who can use the tool alongside incorporating the method of the mentioned story based 

principle by providing a fictional scenario for the user to follow alongside whilst learning. When 

considering the demographic of age within the workplace, learning methods have been explored briefly 

within the e-learning design principal section below in order to identify confirmed and effective 

techniques which can be utilised within the tool. As the main premise of the tool is to teach, it is 

important that the tool adhere to appropriate learning methods that align with the mentioned focused 

demographic of  age. Whilst the demographics in designing the tool and creating the example phishing 

emails will be considered, these will not be used for statistical purposes. As the core objective of the 

tool is to teach people in identifying phishing emails with a reflective review of the types of emails they 

are more likely to be susceptible to, it is not in the scope of the project to provide a way to analysis the 

susceptibility of phishing in relation to gender, age or educational background. That said, It is 

encouraged to adapt the tool in such a way to provide this capability if this would help in future studies 

of phishing. 

Furthermore, courses and resources can often be time-consuming and attempt to fill as much 

information as possible into the program. Many resources, especially written/readings ones, do not 

consider the integration of phishing courses into employee workflow. This is important as employees 

can become demotivated by lengthy courses that take them away from their productivity at work for a 

considerable amount of time. There is a lack of anti-phishing resources that require a short period of 

time from each user to complete[18][22]. That said,  with the abundance of phishing attacks existent ,  it 

is difficult to meet this desirability without feeling as though the resource cuts out too much information, 

and hence why many resources opt for a lengthier completion time to ensure they cover everything. 

Ultimately, the posed solution here is to develop a tool which requires less of a user's time to be 

completed, or at least maintains user engagement regardless of time. As factors such as physical 

environment are less easy to control through a virtual educational tool, the focus for the resource needs 

to be on employee engagement and how to engage and tailor the resource to maintain it. Whilst there 

will not be studies or evaluation conducted upon how well the tool integrate within employee workflow, 

usability heuristics will be considered within the design. This will help to ensure the tool is user friendly 

which will inevitably contribute to efficiency of use and therefore provide an insight into how well it 

could integrate within a typical workflow. 

With educational resources you want to be able to not only educate but also pull statistics from the tool 

in order to identify gaps or information that could help in an organisation. With existent anti-phishing 

resources, there isn't any identifiable tools or courses that provide this external feature or analytic 

capability. Through having the capability to record and assess the capabilities of its employees, the 

organisation can see any major gaps in their organisational knowledge that need to be addressed further. 

For example, the organisation can put more focus on further staff training for a specific topic or put 
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efforts into building a technical solution for gaps where human error is likely to be substantial. This 

would require an external database and storage of user data and is a current limitation which the tool 

aims to address as a desirable objective. This means that as it is not a fundamental component of the 

tool, work will only be conducted upon it if time permits it within the project. 

3.4 E-Learning Design Principles  

There are many capabilities and benefits through e-learning materials including the global accessibility 

of information, scalability, adaptability, and more. Designing these recourses for optimal learning is 

integral to ensure the resource is suitable for the topic is covers and its intended audience learning style. 

There are many principles which dictate how developers should design e-learning materials and what 

is to be considered[10]. Consequently, research on usability design principles has been conducted which 

will be utilized in the construction of the anti-phishing tool documented in the coming chapters. 

For the design of web and interaction tools, websites and applications,  Jakob Nielsen formulated 10 

usability design principles.  These principles are referred to as 'heuristics' and whilst they are not 

concrete guidelines for creating an interface, they are typically recognised as the best practices for doing 

so[11]. As such, I feel it important to align with these heuristics during the design phase and as such, 

each interface design will refer to them. As the general best practice of evaluating usability and 

conducting a heuristic evaluation is having the tool examined by subject matter experts in the field of 

HCI (human computer interaction), testing the tool against the principles after implementation will not 

be conducted. That said, the heuristics are still being utilized within the design process being considered 

upon each interface design in order to aid in increasing usability of the tool.  

 

Table 2 - Table of Usability Heuristics 

Heuristic Description 

Visibility of system status & feedback The system should always inform the user of its current 

state and what is required of them to use it. Appropriate 

feedback should be given upon an action in order to 

inform the user that their action has been completed 

successfully or unsuccessfully depending on the 

response. [11][41] 

Match between system and real world.  

(natural mapping) 

The design should explicate information in a human 

readable manner. Words, phrases and terms should be 

communicated to the user that are familiar to them. 

Concepts, images and icons should be displayed in 

natural and logical order. [40] This principle also refers to 

having a clear relationship between tool controls and the 

effect they have on the application[43]. 

Consistency and standards Refers to similar operations and similar elements for 

achieving similar tasks[41]. various elements should be 

consistent in their structure and function. Colour palettes 

should be consistently used within the application and 

industry conventions should be followed when 

constructing familiar elements. Meet user expectations by 

following industry standard positioning of buttons and 

messages. 
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Recognition rather than recall. This is the relationship between what something looks 

like and how it's used.  The functionality of all elements 

should be intuitive to the user. In addition, elements can 

be given signifiers which are any perceivable indicator 

that communicates appropriate behaviour to a person[41] 

Often times this can be a simple text label. to display what 

the element does.  

Error Prevention & Constraints Limit the range of interaction possibilities to simplify the 

interface[40]. Remove any elements that  are unnecessary 

to the design of the tool and could potentially contribute 

to error. 

User control and Freedom Make the interface flexible by allowing users to undo an 

action where necessary. Exit buttons are examples 

demonstrations of this principle as they allow the user 

control of the system feeling less entrapped if they can 

manipulate it in such a way as navigating away from a 

page[40]. 

Flexibility and Efficiency of user  The device should accommodate a variety of users 

regardless of experience. This means that whilst the 

system should provide helpful tips to novice users, it can 

be adapted to accommodate those who are regular users. 

These methods could be personalization capabilities for 

more technical users to amend their settings based on 

preferences[41]. 

Aesthetic and minimalist design  The interface should not contain any information that isn't 

essential to the functionality or purpose of the device. 

Every piece of information should be justified in its 

existence[41]. 

Help users recognise, diagnose and 

recover from errors  

Enable user's chances to understand and error they may 

have caused and to remediate it. Whenever an error 

occurs, notify the user of this error and explain a way to 

avoid it[40]. 

Help and documentation Help areas within the system should be implemented to 

give hints and tips to the user whenever they are stuck. 

Information on how buttons function or what the tool is 

requiring the user to do should be explained clearly and 

visible[40]. 

 

Since the premise of this project is focused on helping people identify phishing and not an in depth look 

into examples of how heuristics are used in real life applications, anyone who wishes to conduct further 

reading into this topic area is encouraged to do so starting with references 49 and 50 documented in the 

reference section. 

A vital rule within the collection talks about the need for feedback. In this case feedback refers to 

showing the user when an action has been completed however, feedback has also been recognised as 

the need for users to receive a critical feedback concerning their progress. For adult and young adult 

learning in the workplace it is important to consider this principle enabling them opportunities for 



CM3203- Emma Hall                                                              

20 | P a g e  

 

critical reflection[36] and as such, the tool will have clear pages for feedback showing if the user is correct 

or incorrect depending on how they categorise phishing/non phishing emails. Alongside evaluating my 

tool on its functionality, it will be tested against the principles discussed above to ensure it aligns with 

confirmed effective HCI (human-computer interaction) practices. Ultimately, this should then support 

some of the usability validation: as usability is not being tested with physical participants, there needed 

to be a way to attain some perspective in how effective the tool would be in real world applications. 

3.5 Design Research for Mailbox interfaces  

In order to determine how the tools interface would be constructed, research was conducted on how 

existing mailboxes are already structured. As usability is important within an online education tool, as 

mentioned in the above section, the tool design will follow the layout of specific features so that users 

are better immersed in the experience. The familiarity of the environment can better increase the 

chances of a user's recall on the information learnt[25] and thus, help the users better identify phishing 

emails in real world scenarios. 

3.5.1 Mailbox layouts: 

Below are some typical mailbox layouts that will be utilized in the design processes. The references 

included Gmail, Outlook and another mailbox called Protonmail all of which follow a similar structure 

and are commonly used in the real world. 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 9 - Screenshot showing Gmail mailbox layout [28] 
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Figure 10 - Screenshot showing Protonmail mailbox layout [29] 

Figure 11- Screenshot showing Outlook mailbox layout [30] 
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3.5.2 Mailbox Features: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 12 - Screenshot showing typical inbox structure [28] 

Figure 13 - Screenshot showing typical message pane structure [28] 

Figure 14 - Screenshot showing typical navigation menu [28] 
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Whilst familiarity within the tool is important, it is stressed that the main purpose of the tool is to aid 

people in identifying phishing emails by first quizzing them on how well they currently recognise 

phishing emails, and also informing them on the various indicators of phishing emails. This means that 

not every feature described on a mailbox will be responsive in the tool. These features will be things 

like search bar and compose button which will only be included for aesthetic purposes as they will not 

be providing any additional support to the functionality of the tool. It has been decided to follow the 

common structure of the mailboxes represented above and have 3 columns for the page: a side bar with 

a contacts list on, a mini preview panel of the emails received, and a bigger column showing the message 

pane structure. Not only will this be in line with the aforementioned common structure of mailboxes, 

but this structure in which all elements and interactive components are displayed on a single interface 

will help with the visibility and discoverability of the tool: each option Is shown to the user which makes 

it easier to use[11]. 

 

4 Design and Approach Specifications 
 

Below the design of the tool has been documented. This includes the system requirements, concept 
interface designs, email designs and a risk assessment. The implementation stage should follow the 

design that has been planned and depicted below unless a specific aspect of the plan cannot be 

implemented properly. In these cases, changes or alterations to the design will be highlighted within the 

implementation section of the report. For this project, the programming languages being used are 
HTML, JavaScript and CSS to construct an interactive anti-phishing educational tool. The 

aforementioned languages are being used as they are notedly compatible with one another and have 

been said to be easier to interpret and  become familiar with. In addition, there has been some prior 
experience in designing an interconnected website using HTML and CSS so this will allow me to design 

the tool to closely resemble a real life email inbox. In conjunction with this, JavaScript has been 

recognised as an easier language to learn and implement than other programming languages existent 

today, and as it works client-side, it can run functions immediately within the user's browser 
contributing to quick load up times of the tool. Since there is a time constraint on the project,  JavaScript 

in combination with HTML and CSS was deemed the best option as manipulation and creation of the 

tool would be simpler to do so with than other languages which may require an extended time frame to 

accommodate the learning curve. 

Figure 15 - Screenshot showing typical conversation side panel [28] 



CM3203- Emma Hall                                                              

24 | P a g e  

 

 

4.1 Anti-Phishing Educational Tool Requirements   

 

Non-functional requirements (NFRs) determine the operational requirements of the system rather than 

any specific behaviours of said system. These are often recognized as 'quality attributes' which are used 

to evaluate the systems performance. See table 3 for details.   

4.1.1 Non-functional Requirements: 

 

Table 3 - Table of Non-functional Requirements for Project 

Num  Requirement Acceptance Criteria 

1. Tool should not hold any 

sensitive information to 

align with privacy 

regulations. 

• No information relating to the person i.e. their name 

should be stored in the tool after the tool has been 

closed 

2. Tool should be scalable 

and compatible with 

window sizes and 

browsers.  

 

• Tool must work properly on following browsers: 

o Safari  

o Google Chrome 

o Firefox 

o Microsoft Edge 

• Tool must change size dynamically to fit within 

different window sizes. 

3. Every possible action 

should support testing and 

evaluation and be tested 

accordingly. 

• Testing should be done and work on all interactive 

features including buttons and username input features. 

4. Webpages should load 

promptly and efficiently 

• Each webpage should not exceed a loading time of 5 

seconds with the exception of cases where internet 

connection is poor. 

5. All interactive elements 

on the webpages should 

be responsive and 

complete in a timely 

manner 

• Each element should respond almost immediately and 

carry out a set action properly. 

6. The tool should be easy to 

use and understand for all 

users 

• Tool should be simple and easily understandable for 

first time users. 

• Tool interface should be designed aligning with 

usability heuristics to improve usability 

7. Final Report should be 

true to user's performance 

• I will carry out a variety of  tests for different cases 

where I purposely get certain emails incorrect/correct 

and determine if the final results reflect my 

performance. 
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Functional requirements are those which describe what the system/application should do. These are the 

behaviour of the system not the operational requirements. See table 4 for details. 

4.1.2 Functional Requirements: 

 

Table 4 - Table of Functional Requirements for Project 

 Num Requirement Acceptance Criteria 

1. The user must be able to 

input their name into the 

name field upon entering the 

quiz 

• The user must be able to type in their name into 

the input field and then have their name accepted 

and reflected in specific and appropriate areas of 

the quiz. 

2. Tool must display emails to 

user and allow them to select 

either "phishing" or "no 

phishing" as a response.  

 

• Phishing and non-phishing buttons should be fully 

functional in each email. The user should be 

allowed to select either as an option. 

3. User must be able to navigate 

to help page when they are 

stuck on the official quiz 

page. They should also be 

able to navigate away from 

the help page and return to 

the state of the quiz that they 

left it in prior to viewing the 

help page. 

• User should be able to select "help" and be sent to 

a help page whereby they are shown explanations 

of how each interactive element functions. 

• User should be able to select "return to quiz" and 

be transported back to the quiz in the state they left 

it in. 

4. Users must be able to 

navigate from their current 

answer to their previous one. 

They will not be allowed to 

change what they have 

submitted but will be able to 

view the information on the 

previous page if necessary.  

 

• User must be able to navigate to and from the 

email they are on using the previous and next 

buttons. 

5. Users must be able to view 

results at the end of the quiz 

and scroll through 

information relating to 

phishing emails they have 

just seen.  

 

• User must be able to view their performance based 

on each email after the quiz stage. They should be 

able to navigate back and forth these like they had 

done previously. 

6. The user must not be able to 

navigate to review page until 

all emails have been 

categorised.  

 

• The user will only be allowed to move to their final 

performance result webpage once they have 

navigated through all the emails again displaying 

whether they were correct or incorrect in their 

previous choice. 
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4.2 Concept User Interface Design 

 

In the following section, the concept interface design for the anti-phishing educational tool has been 

detailed. These mock-up designs have been completed in PowerPoint using their shapes features. Not 

all aspects such as the colour of each element is set and is subject to change upon implementation if a 

certain aesthetic better mimics the look of a real email inbox. Each element has been explained and 

depicted on the designs and justify the elements' purpose on each page. Elements that are similar on 

multiple interfaces have only been documented once within a design unless the function of the element 

changes on another interface. 

 

4.2.1 Main homepage Design 

 

Purpose: This homepage is required as a prerequisite for the quiz. It shall be used as a way to attain 

the users name for personalization purposes and to provide a brief explanation of what phishing is to 

help support the users initial understanding. See table 5 for justification of elements for Homepage. 

 

Table 5 - Design Justifications for Homepage Interface 

Element Justification 

Input Name  This feature lets the user input a name in order for certain emails to 

contain the users name in the greeting message. The name will also be 

used in the "to" line within the email header. This is a personalization 

feature which will help simulate the user's usual inbox better. The 

username will not be stored in a database but in the session storage. 

Figure 16 - Homepage Interface design 
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Design Heuristic Considerations 

Simplistic aesthetic of the homepage design with minimal interactive elements: there are no 

redundant elements on this page and each element is necessary to the tools function. In addition, the 
number of actions a user can take is constricted with only two interactive elements being functional 

leaving little room for error. Likewise, all options are visible to the user aligning well with the 

visibility heuristic. 

 

Additional comments: 

Upon a user entering their name and clicking on the "take Quiz" button, the site will navigate to the 

main Quiz page in which they can carry out the quiz selecting either phishing or not-phishing depending 

on the email. 

4.2.2 Quiz page Design 

Purpose: This page is the foundation for the quiz. It is where each email will be displayed to the user 

which they will categorise by selecting either phishing or not-phishing. See table 6 for justification of 

elements for the quiz main page interface. 

 

Upon exiting the quiz, this name should be removed for privacy 

purposes.  

Take Quiz button Button to direct user to the Quiz page.  

Phishing Description Explanation of what phishing is and how it is carried out. This is to 

highlight to the user the subject they will be being tested on and provide 

a brief supporting definition of phishing for their initial understanding.  

Figure 17 - Official Quiz page Interface Design 
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Table 6 - Design Justifications for Quiz main Interface 

Element Justification 

Contact List This list is located on the side bar of the interface. It is to be 

implemented as a pop up list whereby users can hover over each contact 

to view extra details about them like job position and email. As some 

phishing emails can look to come from peoples own trusted contacts, it 

is an important element to add into this simulation as it will highlight 

some key phishing indicators for people to remember in real life 

situations. These contacts will fit in with the scenario that will be 

explained to the user when they initially start the quiz. 

Email Preview This will show part of the email body alongside the sender's name and 

subject line. This element is required to further mimic the appearance of 

a common mailbox. This element should also be clickable in that once a 

user does click on it, it should then navigate that user to the email it 

previews. Again, this is to further emulate a mailbox to further immerse 

the user in the simulation. Additionally, the email previews will be 

written in bold and once the user selects one, this font weight will 

change to normal with the background also changing to a light grey. 

This will provide feedback to the user and show that their actions have 

been completed. 

Email The email content will be shown in the standard format of an email. The 

elements of the email will include the header, subject line, and "to" line. 

This area is the vital part of the tool as it will display the main email 

message for the user to view. 

Help button This button allows the user to navigate to a help screen which will 

explain how each button works and highlight where to find it. This 

element is useful to clarify the functionality of the tool to the users 

limiting frustration caused by a gap in user understanding.  

Report as Phishing 

button 

This button is one of the two options the user has for deciding whether 

an email shown is or isn't phishing. Once selected, the response should 

be stored and used to calculate the users overall score (how many emails 

they classified correctly or incorrectly).  

Not Phishing button Similar to the above, this button will be clicked upon by the user if they 

deem the email they are being shown as not phishing. Again, once 

clicked on, the response should be stored on top of this in order for the 

users total score to be calculated and presented back to them at the end 

of the quiz.  

Previous This button links to the previous email within the mailbox. This is 

another option available for users to navigate to the different emails. 

This type of navigational feature can be found on existing email 

mailboxes like Gmail and outlook, so I think it is best to apply this in 

the tool.  

Next Likewise to the previous button, this allows the user to proceed to the 

next email in the mailbox. It enables the user to traverse sequentially 

through the emails if they are used to doing so in real life. The 
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Design Heuristic Considerations 

A significant part about this interface is that it has been designed as a reflection of a real world 

mailbox and as such, this algins with the 'match between system and read world' heuristic. 

Additionally, elements such as the email preview and emails themselves are designed in such a way 

that its functionality is intuitive to the user: as the interface reflects a mailbox they would be 
familiar with using, they are attuned to navigating through the emails in the way the tool is 

designed for navigation. Moreover, the user can clearly see the help button in the control panel 

which should quickly subdue any user confusion providing them with an understanding of how 
each button works if they are ever stuck; the help and documentation heuristic has also been 

adopted as part of the tool. Furthermore, the  way in which this page works gives the user freedom 

in how they wish to navigate through the emails. They have options to either use the next and 

previous buttons or freely choose any email they wish in the email panel. 

 

Additional Comments: 

 

For clarity purposes, the majority of the buttons for the tool are located at the top of the screen. Each 

element within this bar will be spaced clearly so that all buttons are clear to the user. The emails will 
exist all on the same webpage but be shown and hidden according to the email the user wishes to view. 

Once the user has completed the quiz, they should be directed to another page which shows them if they 

were correct or incorrect depending on their decision. This should not be done until all responses are 
submitted else it may influence someone's decisions. For example, if someone were to know what 

indicators were present on one email before they proceeded with the next, their mindset would then be 

attuned to look for the mentioned indicators and this may not reflect their original ability to identify 
phishing emails. It is desired that  users complete the quiz as best they can without accidental influence 

or assistance so that the ending results will accurately reflect the user's abilities. The tool can then better 

highlight specific and correct improvement areas or knowledge gaps the user need to improve upon. 

 

positioning in relation to the previous button copies that of how most 

applications position next and previous buttons i.e. a keyboard has left 

and right arrows which can also be used to navigate back and forth in a 

text document. The buttons positioning apply the HCI principle of 

mapping in that its familiar positioning corresponds to its intended 

purpose: essentially back and forth is denoted as previous and next in 

this case. 

New Icon The new icon represented in this design as a red box should disappear as 

soon as a user clicks on a specific email. This is to provide feedback 

that the users action of selecting the email had been completed. It also 

allows the user to keep track of what emails they have observed and 

which they have yet to, as well as mimicking the appearance of a real 

life email inbox in which either an icon saying "new" will be displayed 

for any new emails or, the writing is bolder suggesting a new email has 

been received. 

Check box This is another element which will be used to provide feedback for the 

user. Once the user has selected an email, the box will be checked 

showing that their action has been completed and that they are now 

being shown a new email. 
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4.2.3 Response Submitted (Interface after phishing/non-phishing selection) Design 

Purpose: This is the design for the interface upon a user selecting the button phishing or non-phishing. 

The screen should remove the phishing and non-phishing buttons and then show them a sign that their 

action has been saved hence, the response submitted box is displayed. See table 7 for justification of 

elements for the response submitted interface design. 

 
Table 7 - Design Justifications for Response Submitted Interface 

Element Justification 

Absent Non-phishing/phishing button The phishing and non-phishing buttons should 

both be removed from the interface as it will 
ensure the user cannot select an option twice 

impacting their results. 

Response Submitted text-box The response submitted text box enables the 

user to clearly see that their choice and action 

has been recorded. This provides a feedback 
feature that is discussed within the design 

principles above. 

 

Design Heuristic Considerations 

The error prevention heuristic is adopted within this interface in reference to the disappearance of 

the phishing and not phishing buttons. This removes the user's ability to select more than one 

answer which if not prevented would cause problems when calculating the user's performance. As 
well, the feedback heuristic has been considered when design this interface as the response 

submitted text box is shown after they select an answer. The heuristics discussed in the previous 

interface designs are also reiterated here as the interface is essentially a reflection of a real world 

email inbox.  

Figure 18 - Response Submitted Interface Design 
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4.2.4 Quiz Review page Correct/Incorrect Phishing Email Design 

Purpose: below shows the design of how the interface will look upon the user finishing the quiz. This 

is a review stage whereby the user can traverse through the emails they categorised as phishing and 

non-phishing, and then see if they were correct in their decisions. See table 8 for justification of elements  

for the quiz review page interface. 

 

Figure 19 - Correct Answer Email Review Interface Design 
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Figure 20 - Incorrect Answer Email Review Interface Design 

 

Table 8 - Design Justifications for Quiz Review Interface 

 

Design Heuristic Considerations 

The user can recognise the control buttons 'next' and 'previous' from the previous page to 

immediately understand how to use them. In addition, the buttons that are no longer required are 

removed from the interface design in order to reduce redundancy and align with the minimalistic 
design heuristic. In conjunction with this, this interface is also designed to provide an initial email 

explaining what the user should do in order to move to the next page upon loading which provides 

sufficient documentation for the user to follow: this brief would likely impact the efficiency of the 

quiz and process as the user wouldn't require extra time in order to understand their objectives. 

 

Additional Comments: 

The initial email the user should be faced with is an introductory email explaining what this page is to 

be used for and then how to navigate to the next one. Once the user has traversed through each email 

and reviewed the information provided on them, a view results prompt/alert needs to appear on the 
screen which will navigate the user to their final statistics page. This prompt/alert should only appear 

once the user has gone through each email to ensure that they acknowledge each email and why specific 

ones have been deemed phishing.  

 

4.2.5 Results page Design 

 

Purpose: This page is included to show the users results at the end of the quiz. See table 9 for 

justification of elements for the results page interface design. 

 

Element Justification 

Incorrect/Correct Message This box should appear in the top bar where the phishing and non-phishing 

buttons were. This clearly shows whether the user was correct or incorrect 

in their decision. 

Highlight boxes In both cases whether the user was correct or not, the areas which were 

indicators of phishing will be highlighted regardless. This allows the user 

to clearly identify the area to be aware of when identifying these types of 

emails in real life or confirm their original suspicions.  

Explanation text box As above, the explanation box will be given in order to explain why an 

area of the email is an indicator of phishing. 
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Figure 21 - Results page Interface Design 

 

Table 9 - Design Justifications for Results Interface 

Element Justification 

Incorrect/Correct 

percentage graph 

This graph shows a visual representation of correct to incorrect answers the 

user gave overall. This includes both phishing and non-phishing emails to 

provide a overall perspective on how well the user distinguished phishing 

from non-phishing emails. 

Phishing category 

percentage graph 

This graph shows, for the phishing emails they could not identify correctly, 

which type of email they were. This is where the above defined categories 

are displayed: authoritative, emotive, and legal/financial. The graph should 

allow the user to understand what type of email they are more likely to be 

susceptible to and thus this awareness may help them attune their online 

behaviour. 

Overall scores correct  

(num) 

This is a number representation which shows how many correct answers 

the user gave overall. The number representation is useful in clearly 

defining their overall score and accommodates individuals who may not be 

accustomed to perceiving data on a pie chart. 

Overall phishing correct 

score (num) 

This is a number representation of how many phishing emails were 

correctly identified by the user. This highlights just the phishing emails so 

the user can have a clear image of how well they can identify these emails 

independently of the legitimate ones. 

Phishing categories (num) This is a number representation of how many phishing emails were 

incorrectly identified put into different categories. This element exists to 
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Design Heuristic Considerations 

This page has clear documentation and explanation of each graph or visualisations presented on 

screen. As well, the graph/charts have been accompanied by a numerical representation of the data 
to accommodate a variety of users who may or may not be comfortable with interpreting data on a 

graph or chart.  Furthermore, the number of visual representations on the screen panders to people 

who may just want to quickly see what their score was overall without diving deeper into any 
explanations or further information. This quality accommodates a variety of users who may have 

different times set to complete the quiz. Following on from this, the positioning of the explanations 

is effective and fits in with the usability heuristics as each element that is linked i.e. 

correct/incorrect graph and correct/incorrect textbox, is closely situated together to make it clear 

that the entities are related. 

 

4.2.6 Help Page Design 

Purpose: This page enables users to get help in understanding how the quiz works and the functionality 

of each button. The user will be able to return to quiz at any point where they left it upon selecting the 

"help" button. See table 10 for justification of elements for the help page interface design 

 

support the category graph and accommodate those who many are not 

accustomed to perceiving data on a pie chart. 

Phishing indicators 

Incorrect 

This element shows a bar chart in which each phishing email that has been 

incorrectly identified Is split up into specific bars on the X axis, and the 

number of indicators within the email is represented in the Y axis. This 

allows the user to view what phishing indicators they may be overlooking 

and which to keep aware of in the future. 

Phishing indicators 

Correct 

Similar to the element, this bar chart shows all the phishing emails that 

have been correctly identified alongside how many indicators were present 

per email. Again, this is to bring to attention the number of indicators 

within each email and can be used to compare against the incorrectly 

identified emails to highlight focal improvement areas for the user. As 

well, these statistics can be used to understand if the quantity of indicators 

within an email can a factor be in whether a user can identify the email as 

phishing.  

Description of Indicators 

found 

This is a supporting text area which explains how many indicators in total 

(per indicator category) were found within the emails. This text area will 

be split into two showing supporting information for both the correct and 

incorrect bar charts above it. This information will also explain a brief 

summary of what the indicators are likely to be in a broad sense to help 

raise awareness of them in the future. 

Return to Homepage 

button 

This button allows the user to leave the results page and return to the main 

homepage. 
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Figure 22 - Help page Interface Design 

 
Table 10 - Design justifications for Help Interface 

Element  Justification 

Highlighted boxes  Boxes will appear around certain elements in 

order to make visible any interactive features. 

Return to Quiz button This button enables the user to return to the quiz 

and back to the state they left it in. 

Explanation boxes These boxes provide supporting information 

explaining the interactive features and how to 

interact with them. 

Button Instruction area This area explains each button shown in the top 
panel and how they work so the user can fully 

understand the options available to them. 

 

Design Heuristic Considerations 

The main heuristic depicted within this design is help and documentation. The page provides 

sufficient information explaining how each interactive element is meant to be interacted with. Each 

highlighted area emphasises and clearly outlines which particular elements, aside from the control 

panel, is usable.  

 

4.3 Design of Emails  

Below I have designed the emails I will be implementing in my tool alongside their reference emails. 

Additionally, I have designed a scenario to support the quiz and the environment it simulates, as well 

as determined how many indicators will be present per email. 
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4.3.1 The Scenario: 

In order to reflect a professional workplace, and to not be bias to any specific company, a brief scenario 

has been developed that the user will be 'acting' in. A fictional bank was created and chosen to be the 

basis for the work environment called OXBanking whereby the user will be asked to act as one of their 

employees. There will not be a large amount of context provided in what type of job the user has or 
how long they have been there for as these are unnecessary details, and their absence should not affect 

the user's performance or tools effectiveness: an overwhelming amount of detail given within the 

scenario may confuse the user which will inevitably negatively impact their judgement and 

performance. 

 

Alongside the scenario brief, a contact list will be provided displaying the names of trusted contacts the 
user can reference when looking through the emails. This is needed as some of the emails will emanate 

from a trusted source and as it is impossible to change the emails to actually reflect that of a user's real 

life contacts, creating a set that links to the scenario is a good alternative. A random name generator 

was used to generate some names for fake employees of the company that was created and each one 

was arbitrarily assigned job roles. 

 

Contact list: 

• Amy Palmer - Sales Executive 

• Robert Walker - CEO 

• Claire Pickett - Human Resources 

• Andrew Graham - IT 

• Kelly Reid - Customer Services. 

 

Each of the contacts will have an email as such: firstname.lastname@OXBanking.com. This format 
resembles that of many business emails and subsequently is the reason the emails will be structured this 

way. 

 

4.3.2 The Emails: 

Below details each design of the emails that are to be included within the ani-phishing educational tool. 

Each table identifies a reference email used to construct the email included in the tool, the category 

which it has been labelled under for type of phishing, as well as an explanation of indicators used per 

email.  

Email index: 

• Table 11 - Microsoft Security Alert 

• Table 12 - Teams Meeting Invite 

• Table 13 - IS THIS YOU scam email 

• Table 14  - Message from HR 

• Table 15 -  Fake Charity Scam 

• Table 16 - Payslip Error 

• Table 17 - Message from CEO  

• Table 18 -  IT Company Newsletter 

 

Table 11 - Design for Microsoft Security Alert Phishing email 

Email 1 - Microsoft Security Alert (Phishing) 
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Reference Email(s) Figure 1 from page 8 (right) 

 

My Email: Category: Emotive 

Figure 24 - Email 1 Design 

Indicators used  • Language: Tone of the email is very threatening. 

The subject line uses an exclamantion mark and the 

term "URGENT" to invoke panic in the recipient. 

• Link & attachment: Suspicious link that doesn't 

go to a legitimate URL. 

• Greeting: generic user greeting. 

Figure 23 - Security Notice Berkley Phishing 

Example [42] 
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• Spelling & Grammatical Errors: incorrect 

spelling of Microsoft in the header and, incorrect 

spelling of irregular and account. 

• Fake Domain/email address: Microsfot.com is 

incorrect. 

Additional Comments It was decided that the tool would include a security alert as 

a phishing email as it has been identified as a common type 
that many people can fall for. Since security alerts connote 

the feeling of unsafeness, and the email on first glance 

appear to eminate from a repuatble company, this type of 

email is very effective at receiving a response.  

 

 

Table 12 - Design for Teams Meeting Invite Not-Phishing email 

Email 2 - Meeting Invite from Colleague (Not Phishing) 

My Email: Category: N/A 

 
Figure 25 - Email 2 Design 

Indicators used  N/A 

Additional Comments An email that is less likely to be phishing was created which 

included having features like the sender of the email being a trusted 

contact (both email addresses in the contact list and on the email 
match). Also a popup link that relates to the Teams meeting the 

email references has been inlcuded as a supporting not phsihing 

indicator, as well as providing an employee signature and non 
generic salutaion to the user. The 9:00am detail added is also 

another indicator that it is less likely to be phishing as this could 

easily be disproved by any team member in the department. When 

it does come to reviewing the not-phishing emails a disclaimer will 

however be applied explaining how in this case it is not phishing 

yet the user should always keep their eyes peeled for similar 
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looking emails showing various indicators which will be explained 

within the disclaimer. 

 

 

 

Table 13 - Design for No Subject IS THIS YOU scam Phishing email 

Email 3 - No Subject Email from colleague (Phishing) 

Reference Email(s)  

 
Figure 26 - YouTube IS THIS YOU scam example [26] 

My Email: Category: Emotive 

 
Figure 27 - Email 3 Design 

Indicators used  • Language: The absence of email content/context is a red flag. 
Language has been identified here as an indicator through the 

absence of it within the body. It can also be an inidcator 

through the "IS_THIS_YOU?!" phrase on the link as it attempt 
to invoke panic within the user and entice them into clicking 

the click to check they are not being referenced somwhere else 

online. 

• Link & attachment: Suspicious link that doesn't go to a 

legitimate URL. 
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• Greeting: Similar to Language, the absence of a greeting from 

a colleague is suspcious within this case. Of course, this 
depends on how innteractions typically occur within eahc 

persons workplace but for the majority of professional 

interactions, an absent greeting alongside the other indicators 

is a red flag for phishing. 

Additional Comments This email is a play on the IS THIS YOU! facebook scam[26]. Because 

of the scams prevelance within todays climate, it was important to 
implement a version of this within the phishing email simulation. It 

hopefully then can be used as a reference for people who get targetting 

by the social media scam enabling them to recognise the message as 
phishing. A part of this scam is an act of spoofing[12] whereby the 

message appears to eminate from a trusted source within your contact 

list. This factor has been used in the design of this email to have it 

appear as though it originates from a person within the conatcts list. 

 

Table 14 - Design for Message from HR Phishing email 

Email 4 - Message from HR (Phishing) 

Reference Email(s) Figure 14 from page 9 

 

My Email: Category: Legal/Financial 
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Table 15 - Design for Charity Scam Phishing email 

 
Figure 28 - Email 4 Design 

Indicators used  • Language: Language is very professional but vague and doesn't 

povide much context into what document the user is receiving. 

• Link & attachment: Suspicious link that doesn't go to a legitimate 

URL. There is an partial top level domain (drive.co) which is 

suspicious as legitimate links aren't shaped this way. 

• Greeting: There is a generic greeting that would be unusual for 

colleagues communicating within a workplace. 

Additional 

Comments 

This email is one of the sophisticated emails as it uses some convincing 
techniques to fool the user. Not only does it spoof the sender, it also uses a 

confidentiality notice which is not typically considered as an element that 

would appear in a phishing email. This email is useful as it allows user to  

attune themselves into identifying factors of a phsihing email that indicate its 

nature and not be misled by the convincing elements. 

Email 5 - Charity Scam (Phishing) 

Reference Email(s) Figure 3 from page 8 
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My Email: Category: Emotive 

Figure 29 - Email 5 Design 

Indicators used  • Language: Language is very vague and doesn't povide 

much context into what chairty is or does.  

• Link & attachment: Suspicious links that doesn't go to a 
legitimate URL. One goes to a paypal account which 

doesn't match an unmailing list and the other goes to an 

insecure link that again does not reflect the website of the 

"lifeOfGivingFoundation" charity. 
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Table 16 - Design for Payslip Error Phishing email 

• Fake Domain/email address: Legitimate companies will 

typically not send emails out to people under a gmail 

account. 

Additional Comments A fake charity was created for this email which attempts to draw 

the recipient in by pulling on their proverbial heartstrings. 

Essentially, this email attempts to invoke an emotional response 

from the recipient to make them feel as though they have an 

obligation to help the children referenced within the chairty 
summary. Whilst this type of email is likely to be blocked by a 

companies anti-phishing software, It is important to emphasize the 

significance emotion plays within phishing attacks and as such, 
display this to a user. This email differs from the other emotional 

emails by trying ot invoke a sense of saddness of sympathy as 

opposed to shock and panic. It is essential to implement this email 

type due to this difference in order to cover a wider set of 

emotions invoked by phishing emails. 

Email 6 - Payslip error (Phishing) 

Reference Email(s) Figure 6 from page 10 (bottom) 

 
Figure 30 - Delay in Payroll Phishing Example [44] 

 

My Email: Category: Legal/Financial 
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Table 17 - Design for Message from CEO Phishing email 

Figure 31 - Email 6 Design 

Indicators used  • Link & attachment: Suspicious link that goes to a random 

paypal account.  

• Grammatical and Spelling Errors: There is grammatical errors 
present within the body of the email (reserved and you're is spelt 

incorrectly). As well, the sentence does not flow well not 

reflecting the professional emails you'd expect to receive from a 

payslip company. 

• Fake Domain/email address: Legitimate companies will 

typically not send emails out to people under a gmail account. 

• Greeting: The greeting is very generic which wouldn't be usual 

for a payslip company contacting an employee. 

Additional Comments This email attempts to utilize the reputation of a fictional payslip 

company in order to convince users of its legitimacy. This email is 

written similar to the Microsoft security alert email as it could enable the 
tool to provide an insight into whether the financial aspect/entity of the 

email would be more of a convincing factor than one that lacks this but is 

similar in structure.  

Email 7 - Message from CEO email (Phishing) 

Reference Email(s) Figure 7 from page 11 
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My Email: Category: Authoritative 

 
Figure 32 - Email 7 Design 

Indicators used  • Language: Language is very vague and doesn't povide much context 

into what the provider is that the sender is referring to. Additionally, 

it is very informal for how you would expect a CEO to be 

communicating to an employee. The language used also is an 

attempt to invoke panic from the recipient by capitilising words like 

"IMPORTANT" and "TODAY" to emit a sense of urgency. 

• Fake Domain/email address: The sender address is similar to the 
email address of the legitimate sender in the persons contact list 

however, the banking.com part of the address has an extra n in. This 

element is not noticable on first glance so requires users to properly 

examine the email contents and be aware of subtleties like this. 

Additional 

Comments 

This email is the only authoritative email that will be implemented in the 

tool. This uses the reputation of a CEO to get people to respond and it is 
useful to include in the tool due to this aspect. This email inclusion ensures 

people are aware that just because the sender appears to be a credible and 

reputable source does not mean it is legitimate. It is also useful as it does not 
have a link or attachement present. In conjunctin, it is necessary to have this 
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Table 18 - Design for IT Company Newsletter Not-Phishing email 

 

  

email structured as such to highlight that certain emails can be prefaces for 
additional phishing emails: this is a sophisticated method in decieving the 

recipient and one that will be highlighted with its inclusion within the tool. 

Email 8 - IT Company Newsletter (Not Phishing) 

My Email: Category: N/A 

 

Indicators used  N/A 

Additional 

Comments 

This email is the second of the two non-phishing emails. The aim here was to 

try and use an email that contained a link to highlight how some links will 
match the site it is likely to be from. The link that will be used is directing 

users to the company sharepoint where the IT annual newsletters reside. The 

URL looks correct and the message also contains another indication that this 
email is likely to be legitimate. This feature is the area in which the sender 

says "pick a copy up at the front desk", a phrase which would unlikely be 

used in a phishing email as it is easily disproved if not real. 

Figure 33 - Email 8 Design 
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4.4 Cite Map 

 

 

Above is a simple structure of the webpages that will exist within the tool. The arrows indicate linking 

webpages. Where an arrow is pointing in both directions it means that the user will be able to traverse 

to and from a specific page else, if the arrow is depicted only pointing in one direction, this means that 
the user can only navigate from a certain page to the succeeding one. In the above diagram, the user is 

only able to navigate to and from the help page whilst on the official quiz page, as at that stage it is 

important the user is able to get assistance with the tool so they can complete the quiz accurately. The 

user's journey will progress thusly:  

• The user will begin at the homepage where they will input their name into a name field and 

select "take quiz" 

• The user will then complete the quiz deciding whether an email shown to them is phishing or 

not phishing; once this has been completed 

• The user will be prompted with an alert which navigates them to the quiz review page where 

they will traverse through the emails they had observed prior, and see if they were 

correct/incorrect in their decisions 

•  Finally, the user will navigate to the results page where they will be able to view their statistics 

and performance and reminded about the indicators that help in identifying phishing emails. 

o The final page will have a "return home" button whereby the user can navigate back to 

the homepage when they are finished with the tool. 

 

 

4.5 Risk Assessment  

Before implementation, a few risks were documented that could occur during implementation of the 
tool. This is so preparation could take place for any eventuality that may negatively impact the projects 

progression and have a mitigation technique ready to be actioned in these cases. This will hopefully aid 

in allowing me to complete the project to the best of my abilities with little setbacks. Below this set of 

potential risks have been documented: 

Figure 34 - Cite Map Showing Connectivity between Webpages 
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Risk  Risk 

Severity  

Likelihood Mitigation Action 

Illness affecting 

timeline of tasks 

and their 

completion 

Medium Medium Ensure there is plenty of time to complete 

specific sections of the tool to accommodate 

unforeseen spells of illness 

Change in project 

scope 

High  Low continuous reviews and documentation required 
in order to keep track of work and progress. 

Document challenges so that any changes are 

dealt with and managed effectively.  

Data loss High Low Continuous backups of data to be done at 

frequent intervals. Save data on two platforms 

both on laptop and in the cloud so it is accessible 

in one area if another becomes inactive. 

Limited background 

knowledge of using 

JavaScript to 

implement an 

educational tool 

Medium High Additional times has been given for 

implementation of the tool in order to 

accommodate for any experimental stages of 

designing the tool using JavaScript allowing me 

to familiarise myself with the language. 

unexpected 
obligations 

interrupting the 

initial workflow 

timeline 

Medium Medium Additional time has been provisioned in order to 
accommodate for any unexpected events that may 

remove myself from the project for a period of 

time. This includes academic work obligations as 
well as external work responsibilities that may 

temporarily impede my ability to complete 

certain tasks in the desired timeframe. 

 

5 Implementation 
The following section will specify how the tool has been implemented. Here the main functionalities of 

the tool have been explained and highlight how the critical interactive elements work in accordance 
with the tool's main objective. Any challenges that have occurred during the implementation phase of 

my project have been detailed, alongside any remediation methods or alterations that have been made 

to overcome them. 

 

To ensure I developed and practiced by coding skills through this project, I tried my best to keep to best 

coding practices. This meant that as the coding commenced attention would be given to the following 

guidelines: use comments to define each section of code so each section's purpose was known, keep 
code clean through clear formatting ensuring elements that belonged inside specific tags were indented 

correctly within the tag, try to reduce duplicating code where possible and instead attempt to create 

functions which similar actions could call from, and try to give appropriate names to variables within 
my code. The last goal, however, was harder to achieve as when more of the tool was implemented the 

number of variables being used grew in relation to make certain elements function. This led to some 

variable names being less refined than others and is an area that needs to be addressed in future practices. 

During the project, a clean file structure was maintained in that certain elements of the project were 
organised in separate folders: images used were kept in an image folder, the stylesheet enclosed in a 

CSS folder, the JavaScript file contained within a script folder, and all other HTML pages that made up 

the tool were kept in a main application folder. This ensured that all important documents for the project 

were centralised and easy to locate thereby minimizing time spent finding and working on them. 
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5.1 Homepage 

Below are screenshots of the final implementation of the homepage to the tool. This section was the 

easiest to code in comparison to the other pages however, changes were made to the design partially 

upon implementation. This change is discussed further below. 

 

5.1.1 Username input  

In order for the user to input their name into the tool, and it be inserted into specific areas of the HTML 

page that displays the main quiz, an alert box was used that requests the user to input a name upon 
selecting the "take Quiz" button. Implementation of this capability using as a standard input box, as 

originally designed within the webpage, proved difficult as the username would not save in session 

storage once It had been validated in a JavaScript form. Subsequently, an alert box was used as an 
alternative approach which was easier to implement and that appears once the user has selected the 

mentioned quiz button: this allowed  the name to be saved in the session as desired and used in the 

show_name() function explained below. Saving the name to session storage meant that once the browser 
is closed or upon the user returning back to the homepage, the storage would be cleared ensuring no 

identifiable information about the user was kept on the system. In figure 37, you can see that I have 

used appropriate prompts to let the user know they need to input a name within the input box displayed.  

Figure 36 - Homepage after Implementation Figure 35 - Homepage displaying Input Name alert 
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The show_name() function is called using an "onload" parameter within the body of the quiz page. 

Upon the quiz loading, the name of the user is extracted from the session storage and inputted into any 
tag that has been classified as "person_name" using the innerHTML property. This allowed the user's 

name to be inserted in a variety of areas within the tool all at once i.e. an email greeting that reads "Hi 

[username],". 

 

5.2 Quiz Page 

The quiz page was a little harder to implement during the implementation phase. Originally the concept 

of having each email on a separate page was experimented with however,  this method was found to be 

more complex when it came to interlinking various elements across different HTML pages. In addition,  

having multiple pages for each email was thought to most likely result in having an exceptional amount 

of duplicated code that would be required across the tool which was not considered as part of the best 

coding practices. 

Subsequently, it was decided that all emails within the quiz would interchange on the same page. This 

meant that JavaScript needed to be used to manipulate the DOM (Document Object Model) objects 

using style properties to hide and display them depending on desired state of the quiz.  Unexpectedly. 

this section took a significant time to test as in order to ensure the elements appeared and disappeared 

accordingly, each email needed to be continuously selected and deselected to check that the function at 

the time worked appropriately.  In conjunction, a non-functional requirement of the tool surrounded the 

need for each element on the screen needed to fit into various window sizes. This area also took a while 

to implement as the window needed to be resized every time a new element was added into the webpage, 

or altered in anyway, in order to ensure it resized appropriately.  In order to do this the display property 

was used within the CSS stylesheet to display the majority of elements within a "flex" container. This 

meant that the elements would resize upon changes to the window sizes. As well, the unit "vw" 

(viewport width) was used when assigning width and height to various objects which also contributed 

to the tool's effective scalability. Figures 39 & 40 display the layout used to recreate the image of a 

typical email inbox which was constructed using the example mailbox design references identified in 

the research area. Figure 39 also shows the scenario and instructions email that the user is shown on 

initial entry of the webpage, and figure 40 depicts the style and implementation of email 1: a Microsoft 

security alert phishing email. To see a preview of the rest of the emails please see Appendix A-G. 

Figure 37 - Screenshot of Code for Inputting name into Tool 
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Figure 39 - Quiz Page after Implementation 

Figure 38 - CSS snippet showing flex 

property to scale DOM objects 
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Figure 40 - Quiz page Email 1 Layout 

In order to make add into the design certain images like the fake search bar and the icons situated next 

to it, as well as the icons on top of the email header,  Microsoft PowerPoint was used. With the program,   

the shapes tool was utilized to create and sculpt the aforementioned elements changing their colour, size 

and position to emulate elements found on a standard email inbox. Additionally,  a fake company logo 

and signature for certain employees was created for the tool in the same way using PowerPoint. You 

can see the logo that was created displayed within figure 39 and employees' signature which is shown 

in emails 2 and 3 displayed in Appendix A and B. The images which could not  be created on 

PowerPoint such as the Microsoft logo was simply found on google and referenced within the code.  

5.2.1 Email Changes  

This section details the implementation of how the emails changed in and out of view depending on 

which email the user clicks on. As all emails follow the same structure in relation to how they 
interchange on screen, only a snippet of code has been displayed below that shows how one email 

changes. When a user clicks on a specific email, or selects the "next" button on screen, the function 

email() is called.  

 

 

 

 

 

 

 

 

 

 
Figure 41 - Screenshot of  JavaScript code used to interchange 

emails on quiz page 
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This function requires specific parameters to work and as such, each email calling the function has 
different parameters affixed to it. For example, email 1 (which I have named in accordance with the 

email 1 design depicted in the above design specification section) has the parameters displayed in figure 

41 set to the email function. 

 

 
Figure 42 - HTML code used to interchange emails on quiz page 

 

As you can see, various elements have been assigned that belong to email 1 a number 1 to their id name. 
This method has been repeated in the succeeding emails in which the parameters have the same number 

applied on the end of their names in order to maintain some consistency in the code. Here the DOM 

objects are being manipulated within JavaScript to change the appearance of the elements onclick of 
the main email preview object. Each element id that is being passed into the function is being altered 

for instance, the preview section of the email on the middle panel, changes background colour to light 

grey and the font weight becomes normal instead of bold.  The code shown in figure 39 is used to show 
the email through making the element classed as "navigation" visible using the "initial" styling feature. 

The function iterates through each of the emails defined within a container called "navigation" and hides 

all but the email that is specified after the loop referred to by the parameter "nav". 

 

5.2.2 Phishing and Not Phishing categorisation & classification 

 

To be able to calculate whether a user categorised each email as phishing/not phishing correctly, the 

functions depicted in figures 43 and 44 have been used. As a subsidiary aim of the implementation 

phase was to keep to best coding practices, two separate functions were used to calculate whether the 

user was correct or incorrect depending on their answer. This was to minimize code repetition hence 

the quantity of parameters needed within the function: this means that instead of the function being 

replicated 8 times to suite each email, the HTML code can simply change the parameter values for each 

email which reduces code repetition. Figure 42 shows the function that is used to set a user's answer to 

correct and works for all emails including those that are not phishing. However, in order to calculate a 

total summary of phishing emails that have been correctly identified, an additional parameter is required 

in the function that increments the variable p_correct (representing correct phishing emails) if a value 

is passed through it. As you can see in figure 46 email 1 is phishing and therefore if a user selects the 

phishing button, the value correct will be passed through the phish_correct parameter. For emails that 

are not phishing, no value is passed through the parameter and is therefore identified as a null value 

which does not get counted in the total number of phishing emails correctly identified calculation. This 

feature enables users to establish how well they identified phishing emails independently of the entire 

email set. 
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Figure 43 - Screenshot of code which counts answer as correct 

 

The parameters which are taken in include: the pid and npid which are id's of the phishing and not 

phishing buttons specific to each email that get hidden upon being selected by a user, the response text 

box which is shown when the user submits their answer by clicking a preferred button,  the 

email_correct_id and the email_incorrect_id which are set to either 1 or 0 depending on whether the 

user's response is correct or not, the hb_correct parameter which likewise is set to either 1 or 0 depending 

on the users response, and finally the phish_correct parameter which is only required in the 

phish_correct function to determine how many correct phishing emails the user has identified. 

Moreover, the email_correct_id and the email_incorrect_id change depending on the email. As shown 

in figure 46, I have set the parameter values to email_1_correct and email_1_incorrect for email 1: the 

middle number differs depending on the email number. This is so the tool can keep a record of each 

email and which text box to display in the next webpage that allows the user to review their 

performance. The different ids are assigned a value of either 1 or 0 which is then parsed through an if 

statement shown in figure 44. This then displays either the correct or incorrect textbox on the matching 

email residing on the succeeding quiz review webpage. Whilst the quiz page saves the variables to 

session storage, the actual function is only called using the "onload" HTML attribute within the body 

object of the aforementioned review webpage  

 

 

 

 

 

 

 

 

 

 

 

The hb parameter shown in figure 43 and 45 is used in a succeeding function within the results webpage 

which creates a bar chart based on whether or not the phishing email was identified correctly. It is 

Figure 44 - Snippet of email_display function to show correct/incorrect text boxes on 

Review webpage 
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named thusly because hb is an acronym for 'head and body' as the variable is used primarily to show 

the indicators found in both the head and body of the emails.  The function to create the chart and use 

the variable is discussed more in the coming result page implementation section.  

 

 

 Figure 45 - Screenshot of code which counts answer as Incorrect 

 

At the end of the function depicted in figure 43 and in the middle of 45, an if statement is used which 

counts how many correct and incorrect answers the user has given. Once the summation of the correct 

and incorrect variables gets to 8, this means that every email has therefore been answered since there is 

only 8 emails in total to view. Upon the user finishing the quiz, the show_stats() function is called 

whereby specific variables such as correct and incorrect is set to session storage: this allows another 

html page to access the variables and use them in functions called by said page. Only in the 

phish_incorrect() function do I use an if  statement in order to classify a particular phishing email. 

 

 
Figure 46 - Screenshot of HTML code with parameters for Incorrect & Correct answers 

 

The classification if statement shown in figure 45 is used in each case where a specific button, if 

selected, would result in the user not having correctly identified a phishing email. This information is 

required in order to collect data on how many phishing emails were incorrectly identified by the user 

and therefore, which type of phishing emails the user is likely to be susceptible to. As shown in figure 

46, the value 'emotion' is parsed through as a parameter within the phish_incorrect function. The if 

statement then compares the value being parsed through the function with the term's emotion, finance 

and auth each referring to a specific type of email. Upon the value matching a specific term, a respective 

variable is incremented by 1. The value parsed differs per email depending on what I originally 
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determined the email category to be within my design stage. Furthermore, this information is then saved 

to session storage, like many others, in order to be utilized within a graph displayed on the results page.  

 

5.2.3 End of Quiz Alert 

Once the user has finished the quiz and answered all 8 emails, an alert is provided notifying the user 

that they are finished with the main quiz and they are free to review their results. When the show_stats() 

functions called multiple variables are set to the session storage. Each variable is given a key  in order 

for following webpages to access it and use it in functions within that page. Incorrect and Correct 

variables are stored to be used when calculating the users overall score, and each category i.e. emotive 

and authoritative, are set to independent variables. These are then used when creating a pie chart as 

mentioned in the above section. Once the user selects the "ok" button on the alert, they are transported 

to the next webpage which shows them whether or not they identified each email correctly accompanied 

by information relating to the phishing indicators found on each email. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

     

  Figure 48 - Screenshot of quiz interface at the end of the quiz 

 

5.2.4 Interactive Links/Attachments and popups 

 

In order to provide an interactive element to the emails, especially for links and attachments 

implemented within various emails, a simple in and out function was used that was called using the 
"onmouseover" and "onmouseout" HTML attributes.  This meant that when a user hovers their cursor 

over a HTML object  calling the popupIn() function, another element is displayed as a popup: the 

element becomes hidden again upon a user removing their cursor off of the main HTML object. 

Whenever this function was called, the parameter would change depending on the element id name  
given to the HTML objects. The example displayed in figure 49 uses the id "popup1" to display the 

popup. This function was used for all popups that were implemented within the tool. 

Figure 47 - Screenshot of show_stats() function to set variables ready for cross site access 
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5.2.5 Help Page  

 

To provide helpful information regarding how each button worked within the tool, a help page was designed 

and implemented. This was implemented similar to how the emails interchanged on the main quiz page. 

When a user selected the help button, the different objects on the quiz HTML page were alerted.  As you can 

see in figure 52, the contact list and introductory email preview have had their borders increased in thickness 

and changed to yellow. This was done by using JavaScript and the style property much like the way the 

DOM objects were alerted in figure 41. Upon a user selecting the "click here to return to Quiz" button, these 

elements were reset to their original style defined in the CSS stylesheet, and any newer elements like the 

written instructions were hidden from view. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 49 - Screenshot of Contacts list popup Example Figure 50 - Screenshot of Link/Attachment popup 

Example 

Figure 51 - Screenshot of JavaScript used to hide and show popups 

Figure 52 - Help page after implementation 



CM3203- Emma Hall                                                              

58 | P a g e  

 

 

 

5.2.6 Correct/Incorrect Display (Quiz Review html page) 

 

When the user is finished with the main quiz portion of the tool, they are navigated to the review section. 

The main function of this webpage is to display the correct and incorrect textbox in the top bar as shown 

in figures 53 and 54. As the areas needed to be shown regardless of whether the user was correct or 

incorrect, the elements that were altered on each email were kept the same regardless of the correct or 

incorrect textbox that was shown. Each element that was an indicator of phishing with an email had 

their borders changed to yellow and thickened, and an explanation of that indicator written in blue next 

to the element. On the other hand, when the emails were not phishing, a written disclaimer was put 

below the email. This disclaimer informs users that whilst the email in this case is not deemed phishing, 

the user should always be vigilant for phishing indicators listed underneath it.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 53 - Correct Answer Example for Not Phishing Email after Implementation 
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In order for the user to navigate away from this review stage and then to the final results page an alert 

or button needed to be implemented to notify the user that they were being transported to the succeeding 

page. Initially, this view results button was planned to be implemented as an alert  which would action 

when the user selects all emails in the set and prompt them to proceed to the next webpage. However, 

this did not work well in practice as the alert would immediately pop up on the window freezing it in 

its state at the time. This meant that the user could not return to an email to review it if they needed 

more time to absorb the information and as such, the premise and objective of the review page would 

be redundant. Subsequently, the view results button was implemented as an alternative to enable users 

to review each email in their own time. Additionally, it does not become active until all emails have 

been traversed through ensuring the users take sufficient time to see which emails they may have 

misjudged or identified correctly. Figure 55 shows the simple code used to implement this button. Each 

email is parsed through a count function which assigns the email the number 1 if the user has selected 

it. Upon all email count variables being assigned 1, the button becomes active else an alert is presented 

prompting the user to navigate through the emails before clicking the button again. 

 

 

 

 

 

 

 

 

 

 

 

Figure 54 - Incorrect Answer for Phishing Email after Implementation 

Figure 55 - Screenshot of Function for view results button 
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5.2.7 Results page 

The final page in my tool is the results page showing a statistical representation of the user's 

performance. The implementation of this page closely aligned with the original design with only minor 

adjustments in relation to the positioning of a few elements to make the page as a whole more 

aesthetically pleasing. In order to make the pie charts and bar charts the HTML5 and JavaScript charting 

library Canvas.Js[48] was utilized . For each bar chart depicted in figure 60, a function such like the one 

shown in figure 57 is used. This example is used to represent the number of phishing indicators present 

on emails that were incorrectly identified. New variables for the indicators are instantiated within the 

function in order to calculate the overall number of indicators detected by the user per category: the 

categories are as stated in previous sections, language, links, fake domains, spelling, and greetings. This 

function is where the hb parameter that was earlier discussed in a prior section is utilized. The value 

gets passed through an if statement where it is compared with either 1 or 0. If the numbers correspond, 

then the data for the particular email the hb value has emanated from is inserted into the graph; the 

indicators linked to the email in question is set as well to help quantify the total indicators per email. 

There are two functions which make the bar charts: one for correct answers and the other for incorrect. 

The only section that differs is the if statements which compare the hb parameter value to 1 or 0 as well 

as the following if statements which are used to display information relating to the indicators below the 

charts.  

Figure 56 - Preview of View Results button on Interface after Implementation 



CM3203- Emma Hall                                                              

61 | P a g e  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 57 - Snippet of code used to make bar charts for results page 

Figure 58 - Snippet of code used to summarize total indicators per category 

Figure 59 - Snippet of code used to insert data into bar charts for results page 
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The if statement shown in figure 58 checks if the indicator variable instantiated at the start of the 

function is empty or not and if it isn't, then the tool displays a message showing how many in total 

indicators within a particular category i.e. language indicators the user "missed" or "found" depending 

on the correctness of their answer.  This line is repeated within the function per indicator category so 

that the appropriate text is represented below each of the bar charts. Moreover, the inner.HTML 

property is once again utilized to input the messages into the appropriate HTML object tags. Whilst I 

strived to reduce the amount of duplicated code within my tool, in the bar charting functions there had 

to be a lot of repetition. There were a few reasons for this one of which being that I wanted to create 

two bar charts similar in style to keep consistency within the visualisations. The other purpose for the 

repeated code is that it was vital that. no matter whether the user was correct or incorrect in their guess, 

they were still presented with the same information explaining what indicators to be aware of and what 

they encompass. This ensures that all users were educated or reminded about phishing and nothing was 

bias or provided unfairly to a particular group: all information the tool could provide was unbiasedly 

provided to everyone.   In contrast to the above charts,  Canva.Js's pie charting capability has been 

utilized to construct the pie charts shown in figure 59. This function is structured similarly to the 

charting function in figure 58 but with a few minor changes to the way the data portion is structured.  

For the pie charts, the data type is changed to "doughnut" not "column" which is recognised by the 

Canva.Js library API as a pie chart. To see a full view of the pie chart function see Appendix H. An 

additional feature that was implemented is that if the user scores less than half in either the total overall 

score or the overall phishing score, the number is shown as red however, if they score half or over, the 

number turns lime green. This choice was made as it emphasises improvement areas better. Red 

connotes danger or in this case poorer performance and is therefore used to emphasise troubling areas 

to be aware of and work to improve. The usage of the colour green was also idealised in a similar way 

in order to emphasize an area that went well. I thought to use the halfway mark of the total numbers as 

Figure 60 - Screenshot of results page interface 
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a threshold as typically half or 50% is considered a pass in a lot of quizzes and courses. Subsequently, 

if the user was able to "pass" the quiz or attain a score above this area it should be displayed in green. 

The colours green and red, as you can see in figure 60, were also utilized for the bar charts as green and 

red are also used in element designs to indicate correct and incorrect. Essentially, industry conventions 

and consistency heuristics were utilized to determine the colours that would represent positive and 

negative data. In relation to this, the pastel tones of the chart representing phishing categories were 

matched with those representing the same data in a numerical state. Again, this was to provide 

consistency within the interface and use good object mapping practices.  

5.3 Implementation Constraints/Challenges  

During my implementation phase there was a little time to attempt a backend analysis capability on the 

tool. This meant that  user results could be stored within a database and then extract this information on 

a statistics page which could be viewed by a manager or organisational lead. The aim of this was to 
attempt to provide further insight into an organisations knowledge gap and identify any areas that need 

improvement. Unfortunately, this task was not as simple as has been originally thought to be and as 

such, the capability was not implemented fully. As JavaScript works client-side it does not support cross 

origin resource sharing for security purposes and therefore, my code could not directly communicate to 
a database. Whilst a variety of methods were experimented with to resolve this problem such as 

attempting to incorporate Node.js into my existing code, it appeared that due to the completeness of my 

tool, extra libraries and languages that were being used were not simple to integrate and would require 

more in-depth expertise and time provisioned that was not currently accommodated for. 

 

As mentioned, trying to make the tool scalable was one challenge which arose during implementation. 

I had previously not known how to make the content flexible and responsive to window changes and 

therefore it took some time to understand how the "flex" attribute worked and could be manipulated. In 
conjunction,  to ensure each element was correct, the window needed to be resized every time an 

element was changed or inserted. This meant that the implementation stage took longer in order to learn 

this technique and appropriately set the elements on the page. In reference to learning curves, the more 

prominent challenge was my lack of experience with JavaScript. Whilst it was one of the easier 
languages to interpret, it did still take me some time to get used to creating functions and interlinking 

these with specific webpages. Furthermore, the learning curve, as expected, extended the 

implementation time. 

6 Applicability Testing 
 

In order to test the applicability of the tool it was assessed under requirements that were predetermined 

in the design stage of the project, as well as the overall functionality of the tool using test cases. 

 

6.1 Evaluation of Requirements 

In order to review how well the implementation measured in relation to the predefined requirements, 

testing was done on each of them displaying how each one was or was not met and then a reasoning 

behind this. See tables 19 and 20 to view the testing outcomes for non-functional and functional 

requirements for this project. 

6.1.1 Non-Functional Requirements  
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Table 19 - Table showing Non-Function Requirement Testing Results 

Requirement  Pass/Fail Justification 

1. pass No information is stored from the user. Name 

of user is temporarily stored but deleted after 

window closes. 

2. pass Tool is dynamically resizable, and each 

interface aesthetically matches across all 

browser types. The functionality of the tool 

also meets expectations across these browser 

types. 

3. pass Each action supported testing and evaluation. 

4. pass Each webpage load up time was below 5 

seconds 

5. pass All interactive elements responded promptly 

6. pass Interfaces designed and implemented using 

usability heuristics 

7. pass Final report when tested within test cases 

generated correct report to user performance. 

 

6.1.2 Functional Requirements  

 

Table 20 - Table showing Functional Requirements Testing Results 

Requirement  Pass/Fail Justification 

1. pass User could insert name into 

input box, and it was then 

displayed in various correct 

elements within the HTML 

pages. 

2. pass Phishing and not phishing 

buttons were clickable and 

worked correctly (evidence in 

test cases 5-8) 

3. pass Navigation from help to main 

quiz was a success (evidence in 

text case 4) 

4. pass All navigation ability functioned 

correctly whether it was using 

next and previous buttons or 

selecting a specific email. 

(evidence in test cases 3 & 10). 

5. pass results were displayed at the end 

of the quiz and review stage 

correctly. 
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6. pass user was not able to navigate 

away from review page until all 

emails had been traversed 

through (evidence in test case 

11). 

 

6.2 Evaluation of Functionality (Test Cases) 

The test cases below have been used to text each interactive element of the tool and ensure that any 

functionality implemented works as desired. Each test case has an overall pass or fail mark depending 

on whether each step within the case was successful. 

 

6.2.1 Test Case 1: Input name and Begin Quiz 

Description  

Test case to validate the application accepts username input and navigates user to quiz. See table 21 

for steps and results of case. 

Pre-conditions for this test case  

All  files used for application i.e. CSS, JavaScript and HTML should be linked correctly.  

 

Table 21 - Input name and Begin Quiz (Test Case 1) 

 

6.2.2 Test Case 2: Input null name - negative test case 

Description  

Test case to validate that the application does not navigate to next page unless name is inputted into 

username section. See table 22 for steps and results of case. 

Pre-conditions for this use case 

All  files used for application i.e. CSS, JavaScript and HTML should be linked correctly.  

  

test Case ID: 1 Name:  Input name and Begin quiz 

Steps  Step Description Expected Result Actual Result (if 

different from 

expected) 

pass/fail Test 

comments 

1 Launch Application Application opens and displays 

homepage. 

N/A pass  

2 Type name into 

name box  

Application accepts input - shows 

email in field  

N/A pass  

3 Press enter  Name should be accepted, and 

user should be taken to quiz  

N/A pass  

 Test Case Status  Pass   
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Table 22 - Input null name - negative test case (Test Case 2) 

 

6.2.3 Test Case 3: Selecting email from main quiz page 

Description  

User should be able to select any one of the emails that appear on the mailbox screen. Once selected, 

the site should navigate to the relevant email. See table 23 for steps and results of case, and table 24 to 

view test results from additional testing using this case. 

 

Pre-conditions for this test case  

User must have entered their name into application and have been navigated to main mailbox page 

from the "Take Quiz" button. 

 

Table 23 - Selecting email from Main Quiz page (Test Case 3) 

test Case ID: 2 Name:   Input null name - negative test case 

Steps  Step Description Expected Result Actual Result (if 

different from expected) 

pass/Failed  Test 

comments 

1 Launch 

Application 

Application displays 

login page. 

N/A pass  

2 Leave name field 

empty and press 

enter 

Application remains on 

main page and does not 

navigate to the quiz. 

N/A pass  

 Test Case Status  Pass  

test Case ID: 3 Name:    Selecting email from main quiz page 

Steps  Step Description Expected Result Actual Result (if 

different from expected) 

pass/Failed  Test 

comments 

1 Select an email from the 

email panel previewing 

emails. 

Email should be clickable 

- application takes user to 

the relevant email the 

preview was showing.  

Email preview style 

changes: 

• New icon should 

have been 

removed  

•  The check box 

should be ticked  

• Email preview 

background 

should be light 

grey 

N/A pass  
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This test case was completed against emails 1-8 recorded in the below table: 

Table 24 -Test results for Test Case 3 - Selecting emails on emails 1-8 

 

 

 

 

 

 

 

 

 

 

 

6.2.4 Test Case 4: Selecting Help Page and Return to Quiz buttons 

Description  

User should be able to select help page and be navigated to the help page. Once completed, the user 

should then be able to return to the main quiz page in the state they had left it in. . See table 25 for 

steps and results of case, and table 26 to view test results from additional testing using this case. 

Pre-conditions for this test case  

User must be completing the quiz on the main quiz page. 

 

Table 25 - Selecting Help Page and Return to Quiz buttons (Test Case 4) 

• Email preview 

font style should 

not be in bold 

2.  Select introduction email 

from the email previewing 

panel. 

Email should be clickable 

- application takes user to 

relevant email. 

N/A pass  

 Test Case Status  Pass  

Email number  pass/fail 

1 PASS 

2 PASS 

3 PASS 

4 PASS 

5 PASS 

6 PASS 

7 PASS 

8 PASS 

test Case ID: 4 Name:   Selecting Help Page and Return to Quiz buttons 

Steps  Step Description Expected Result Actual Result (if 

different from expected) 

pass/Failed  Test 

comments 

1 Select help button Application navigates to 

help page 

N/A pass  
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The above test case was tested against 6 scenarios displayed in the below table. This shows what 

email the help button was selected on; how many emails had been seen prior to selecting help and 

then whether or not the test passed the above test case: 

 

Table 26 - Test results of Test Case 4  Selecting Help Page and Return to Quiz 

 

 

 

6.2.5 Test Case 5: Selecting phishing button when the email is phishing  

Description  

Test case to validate the application displays the correct response for phishing emails that the user has 

classified as "phishing". See table 27 for steps and results of case, and table 28 to view test results 

from additional testing using this case. 

Pre-conditions for this test case  

User must be on a selected email which has been deemed a phishing email by tool. 

Table 27 - Selecting Phishing button when the email is Phishing (Test Case 5) 

2 Select 'Return to 

Quiz' button 

Application navigates 

back to main quiz page 

in state the user left it in. 

N/A pass  

 Test Case Status  Pass  

Email number upon selecting help Number of emails previously seen pass/fail 

1 4 PASS 

2 2 PASS 

3 0 PASS 

4 3 PASS 

5 0 PASS 

6 3 PASS 

test Case ID: 5 Name:     Selecting phishing button when the email is 

phishing 

Steps  Step Description Expected Result Actual Result (if 

different from expected) 

pass/Failed  Test 

comments 

1 Select "phishing" button 

from the top menu within 

the email. 

"response submitted" text 

box should appear 

underneath the email 

contents. 

N/A pass  
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The above test case was tested against 1,3-6 emails which are phishing emails. This data is shown in 

the below table: 

Table 28 - Test results against Test Case 5  Phishing page 

 

 

 

 

 

 

 

 

 

 

6.2.6 Test Case 6: Selecting phishing button when the email is not-phishing 

Description  

Test case to validate the application displays the correct response for non-phishing emails that the user 

has classified as "phishing". See table 29 for steps and results of case, and table 30 to view test results 

from additional testing using this case. 

Pre-conditions for this test case  

User must be on a selected email which has been deemed a non-phishing email.  

 

2. Navigate to review page Review webpage shows a 

correct textbox on top of 

each phishing email that was 

selected as phishing.  

N/A pass  

3. Navigate to results page Results page should show 

the total correct phishing 

emails accurately and 

display on correct/Incorrect  

pie chart. Email number and 

accurate linking indicators 

should also be shown on 

'correct' bar chart. 

N/A pass  

 Test Case Status  Pass  

Email number  pass/fail 

1 PASS 

3 PASS 

5 PASS 

6 PASS 

7 PASS 



CM3203- Emma Hall                                                              

70 | P a g e  

 

Table 29 - Selecting Phishing button when not Phishing (Test Case 6) 

 

 

The above test case was tested against 2 and 8 which are not phishing emails. This data is shown in 

the below table: 

 

Table 30 - Test results for Test Case 6 on emails 2 and 8 

 

 

 

 

 

6.2.7 Test Case 7: Selecting not-phishing button when the email is phishing 

Description  

Test case to validate the application displays the correct response for phishing emails that the user has 

classified as "non-phishing". See table 31 for steps and results of case, and table 32 to view test results 

from additional testing using this case. 

Pre-conditions for this test case  

User must be on a selected email which has been predefined as a phishing email.  

 

test Case ID: 6 Name:      Selecting phishing button when the email is 

not-phishing 

Steps  Step Description Expected Result Actual Result (if 

different from expected) 

pass/Failed  Test 

comments 

1 Select "phishing" button 

from the top menu within 

the email. 

"response submitted" text 

box should appear 

underneath the email 

contents. 

N/A pass  

2. Navigate to review page Review webpage shows a 

Incorrect textbox on top of 

each phishing email that 

was selected as phishing.  

N/A pass  

3. Navigate to results page Results page should show 

the total number of 

incorrect emails on pie chart 

for correct/Incorrect 

summary. 

N/A pass  

 Test Case Status  Pass  

Email number pass/fail 

2 PASS 

8 PASS 
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Table 31 - Selecting Not-Phishing when Phishing (Test Case 7) 

 

The above test case was tested against 1,3-6 emails which are phishing emails. This data is shown in 

the below table: 

 

Table 32 - Test results for Test Case 7 

 

 

 

 

 

 

 

 

6.2.8 Test Case 8: Selecting not-phishing button when the email is not a phishing email. 

Description  

test Case ID: 7 Name:      Selecting not-phishing button when the 

email is phishing 

Steps  Step Description Expected Result Actual Result (if different 

from expected) 

pass/Failed  Test 

comments 

1 Select "not-phishing" 

button from the top menu 

within the email. 

"response submitted" text 

box should appear 

underneath the email 

contents. 

N/A pass  

2. Navigate to review page Review webpage shows a 

Incorrect textbox on top 

of each phishing email 

that was selected as 

phishing.  

N/A pass  

3. Navigate to results page Results page should show 

the total Incorrect 

phishing emails accurately 

displayed on 

correct/Incorrect  pie 

chart. Email number and 

accurate linking indicators 

should also be shown on 

'Incorrect' bar chart. 

N/A pass  

 Test Case Status  Pass  

Email number  pass/fail 

1 PASS 

3 PASS 

5 PASS 

6 PASS 

7 PASS 
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Test case to validate the application displays the correct response for non-phishing emails that the user 

has classified as "non-phishing".  See table 33 for steps and results of case, and tables 34 and 35 to 

view test results from additional testing using this case. 

 

Pre-conditions for this test case  

User must be on a selected email which has been deemed a non-phishing email.  

Table 33 - Selecting Not-Phishing when Phishing (Test Case 8) 

 

The above test case was tested against 2 and 8 which are not phishing emails. This data is shown in 

the below table: 

 

Table 34 - Test results for Test Case 8 on emails 2 and 8  

 

 

 

 

 

Testing was carried out for different combinations of correct and incorrect phishing and not-phishing 

emails. This was to ensure all graphs and results shown on the results page were accurate and 

reflected the true performance of the user. The scenarios tested are documented in the below table 

test Case ID: 8 Name:    Selecting not-phishing button when the 

email is not a phishing email.    

Steps  Step Description Expected Result Actual Result (if 

different from expected) 

pass/Failed  Test 

comments 

1 Select "not-phishing" 

button from the top 

menu within the email. 

"response submitted" text 

box should appear 

underneath the email 

contents. 

N/A pass  

2. Navigate to review page Review webpage shows a 

correct textbox on top of 

each phishing email that 

was selected as phishing.  

N/A pass  

3. Navigate to results page Results page should show 

the total number of 

correct emails properly 

and on pie chart for 

correct/Incorrect 

summary. 

N/A pass  

 Test Case Status  Pass  

Email number pass/fail 

2 PASS 

8 PASS 
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Table 35 - Test results for Phishing combinations using a mixture of Test Cases 5,6,7 and 8 

 

 

6.2.9 Test Case 9: Hover over link/attachments  

On moving cursor over link or attachment, a pop up should appear. On removing the cursor, the 

popup should disappear. See table 36 for steps and results of case, and tables 37 and 38 to view test 

results from additional testing using this case. 

 

Pre-conditions for this test case 

User should be on the quiz main page or review page. 

 

 

Table 36 - Hover over link/attachments (Test Case 9) 

 

 

Test Number. Phishing correct Phishing 

Incorrect 

Not-Phishing 

correct 

Not-Phishing 

Incorrect 

Pass/Fail 

1. 1 5 0 2 PASS 

2. 2 4 1 1 PASS 

3. 3 3 2 0 PASS 

4. 4 2 0 2 PASS 

5. 0 6 0 2 PASS 

6. 6 0 2 0 PASS 

test Case ID:9 Name:    Hover over link/attachments 

Steps  Step Description Expected Result Actual Result (if 

different from expected) 

pass/Failed  Test 

comments 

1 Hover cursor over link 

section 

Pop up for link appears  N/A pass  

 Test Case Status  Pass  
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All popups were tested against the above test case recorded in the below table: 

 

 

Table 37 - Test results for Test Case 9 on Links/Attachments per email 

 

 

Table 38 - Test results for Test Case 9 on popups per profile pictures 

 

5.1 and 5.2 refer to the two links found in email 5 - the fake charity email. 

 

6.2.10 Test Case 10: Navigating Next and Previous 

Application should let the user navigate back and forth via the next and previous buttons to 

appropriate emails. See table 39 for steps and initial results of case, and table 40  to view test results 

from additional testing using this case. 

Pre-conditions for this test case 

User should be on the review page or the main quiz page. 

 

Table 39- Navigating using next and previous buttons (Test Case 10) 

Email number with link Pass/Fail 

1. PASS 

2. PASS 

3. PASS 

5.1 PASS 

5.2 PASS 

6. PASS 

Contact profile  Pass/Fail 

Kelly PASS 

Andrew PASS 

Amy PASS 

Claire PASS 

Robert PASS 

test Case ID:10 Name:    Navigating Next and Previous 
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This test case was completed against emails 1-8 recorded in the below table: 

 

Table 40 - Test results on each email for Test Case 10 

 

 

 

 

 

 

 

 

 

 

 

 

 

6.2.11 Test Case 11: Using view results button 

Application should alert the user if they select 'view results' before they have traversed through all 

emails. See table 41 for steps and results of case. 

Pre-conditions for this test case 

User should be on review page of the tool. 

 

Steps  Step Description Expected Result Actual Result (if 

different from expected) 

pass/Failed  Test 

comments 

1 Select 'next' button Email should be 

displayed that is the next 

email in the email review 

panel sequence.  

N/A pass  

2. Select 'previous' Email should be 

displayed that is previous 

to the current email in the 

email review panel 

sequence. 

N/A pass  

 Test Case Status  Pass  

Email number  pass/fail 

1 PASS 

2 PASS 

3 PASS 

4 PASS 

5 PASS 

6 PASS 

7 PASS 

8 PASS 
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Table 41 - Using View Results Button (Test Case 11) 

 

 

6.2.12 Test Case 12: Returning to Homepage  

Application should return user to homepage when "return to homepage" button is selected. See table 

42 for steps and results of case. 

Pre-conditions for this test case 

User should be on their results page. 

 

Table 42 - Returning to Homepage (Test Case 12) 

 

 

Summary of Results: Overall the testing concluded that the tool was a success. Each non-functional 

and functional requirement was met, and the tool worked as desired; It was able to keep track of a user's 

performance and accurately relay the information to said user.  

7 Future Work 

 

Whilst the project met its core objectives, there is still significant work that could be done to improve 

the tool implemented. The desirable objectives documented in the beginning of this report discussed 

test Case ID:11 Name:    Using view results button 

Steps  Step Description Expected Result Actual Result (if 

different from expected) 

pass/Failed  Test 

comments 

1 Select 'view results' without 

looking through any email 
alert should pop up 

informing user to look 

through every email 

before selecting 'view 

results'. 

N/A pass  

2. Traverse through emails 

and then select 'view 

results' 

View results button 

becomes active and 

navigates user to results 

page. 

N/A pass  

 Test Case Status  Pass  

test Case ID:12 Name:    Returning to Homepage 

Steps  Step Description Expected Result Actual Result (if 

different from expected) 

pass/Failed  Test 

comments 

1 Select "Return to 

Homepage" button 
Application navigates 

user to main homepage 

N/A pass  

 Test Case Status  Pass  
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additional features/capabilities of the tool that would be useful to implemented if time permitted. These 

capabilities encompassed using the tool for analysis purposes. In order for this tool to further help 

organisations in understanding phishing and identifying knowledge gaps in their estate, the tool would 

require a backend analysis system whereby, each employee's performance is stored in a database and 

then collated in a final feedback report that organisational managers or seniority could review. This 

report could then show specific areas of susceptibility that they need to address within their organisation 

for example, if multiple employees are typically more vulnerable to emotive emails, further training in 

relation to these emails could be administered to improve this susceptibility. The increased visibility 

into an organisation's estate would enable them to make changes or improvements that would increase 

their security and prevent data breaches brought on through phishing. 

As this desirable objective was kept in mind throughout the project, all variables that are required for 

this backend analysis capability are in fact present within the tool currently. Each variable necessary, 

such as number of phishing emails incorrectly identified per phishing email type, is already being saved 

in the session storage. As such, the variables required can be transferred to a database for permanent 

storage before being cleared from the session. Whilst there has been some attempted work made towards 

this, as discussed in the implementation chapter, creating a database connection to a JavaScript file 

poses a lot of challenges as it cannot directly communicate with a server side application or database. 

Many sources online discuss the use of Node.js which is a JavaScript library that can handle this type 

of connection and is one of the libraries I attempted to utilize in the construction of the backend analysis 

capability. Unfortunately, as stressed, the time frame of the project was a major obstacle which impacted 

how much time could be provisioned for learning the concepts and functions within a new library: 

especially how the library integrated with the existent code of the tool. Consequently, one objective for 

future work is to spend time implementing this capability utilizing libraries such like Node.js in order 

to provide organisations with an insight into their overall phishing susceptibility. Additionally, another 

capability will need to be implemented that authenticates the name of a user. As I implemented it as an 

alert box it has no validation mechanism surrounding it that ensures the name being used is a viable one 

and doesn’t contain numbers or letters. Whilst work produced assumed that users would enter in 

appropriate names since the tool was built to be deployed in professional environments, it would be 

good to implement a function that validates this if the names in later practices are required to evidence 

each employee's performance. 

Moreover, another future work objective is to apply this tool in real life in order to observe if it is 

effective as an educational tool. Whilst usability heuristics have been considered during the design of 

the tool, this does not concretely prove that the tool is effective in real world application. Subsequently 

user testing needs to be conducted against the tool to prove its effectiveness and encourage the usage of 

it.  Likewise, as there was no testing done on the actual heuristics, since following best practices this 

would require an industry expert, an evaluation needs to be conducted in this area as well. Both of these 

evaluations would help in identifying any major gaps within the tool which impact how well it is able 

to educate people on phishing. Since this is a major application component of the tool, it is necessary 

to get feedback on how well it performs before being deployed in any environment.  

When discussing future work on the tool there has also been consideration made on some future 

applications of it.  One future usage of the tool could be within physiological studies. An example of a 

useful experiment is giving participants a questionnaire which asks them about their educational 

background, age, gender etc. Once they have completed this questionnaire, they should then be 

presented with the tool which they use as in intended. The performance report derived from this could 

then provide insight into the correlation between phishing susceptibility and certain demographics. Of 

course, this would require a backend analysis capability which is also a part of future work as discussed 

above.  
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An aspect of the tool is that it categorises emails based on what phishing types they fall into: emotive, 

authoritative, and legal and financial. Phishing emails have not been specifically categorised and as 

such, for the purpose of this tool, the categories were determined based on my research and opinion 

derived from said research. As these categories are useful when observing user susceptibility to certain 

features of a phishing email, I  do feel that my opinions need to be further supported. Whilst the research 

conducted helped to strengthen my decision for how to categorise the emails, I feel it would be useful 

to complete more research and reach out to industry experts to further support the decision made. In 

conjunction with this, when determining the nature of each example email used I found that certain 

emails overlapped. For example, a particular email used emotive language to invoke panic from the 

recipient however, the message emanated from an authoritative figure thus it was categorised as such. 

The next step in developing the tool would be to have variables that keep track of emails that come 

under a combination of the categories defined. When the final feedback report is generated, there needs 

to be a capability that lets the user see what combinations of phishing emails they are more likely to be 

susceptible to. For example, taking the mentioned email as a reference, a user can determine whether 

the authoritative sender was a key factor in how susceptible they were to the email, or if the emotive 

aspect contributed to this more. 

 Moreover, to enable the introduction of more categories or combinations of categories, more emails 

will be required to be implemented that cover a wider basis. This can also be seen as a future work 

objective. Following on from this, as newer phishing incidents arise and become more sophisticated, 

the tool will need to develop in conjunction. This means that the emails will inevitably have to be alerted 

to some extent or additional emails will need to be implemented alongside the  existent ones to help 

people identify them in a safer environment. I believe this will greatly improve its effectiveness in the 

real world as it covers more phishing cases and exposes users to them before they experience them in 

real life. 

8 Conclusions 
 

The main intention of the project was to create a resource that could be deployed in organisations that 

would educate users about phishing and ways to identify these types of emails. This idea was derived 

from research surrounding the prevalence of phishing[1][2] and the need for new anti-phishing 

educational resources to improve people's awareness of phishing in a safe environment: especially  

within organisations who are a significant target for this type of attack. Through the examination of the 

project aims and objectives, there is sufficient evidence to conclude that the project was a success. As 

you can see upon revisitation, the main aim of the project was to create an interactive tool that quizzed 

users on phishing emails and then provided them with an accurate feedback of their performance. 

Conclusively this aim has been achieved following the evidence located in the implementation and 

testing phase. The tool does indeed require users to categorise emails and decide whether they are 

phishing or not phishing such as a quiz would do, and then provides information within a feedback 

section which reflects how well they distinguished between the email set provided by the tool. Whilst 

there is no validation that the tool is effective in teaching users about phishing or or improving their 

existent knowledge, this validation was not an original aim or objective and as such remains out of the 

project scope. That said this area has been considered and in order to work towards aligning with 

usability techniques that would contribute to the tool's effectiveness, each interface has been designed 

with usability heuristics in mind.  Nevertheless, I feel it would be necessarily to complete heuristic 

evaluation to confirm the application of heuristics within the design has been helpful and contributes to 

the effectiveness of the tool. In addition, for the effectiveness of the tool to be validated, evaluations 

need to be conducted upon it that introduce real life participants. These evaluations will help to prove 

its effectiveness and encourage its usage in the real world. Whilst the project was successful overall, 
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there are still many expansions and future work that can be done on improving it. A main area of future 

work is to develop a backend analysis tool which would help organisations identify large knowledge 

gaps within their estate and work towards improving this to reduce human error caused by phishing 

susceptibility, and ultimately improve their cybersecurity as a result. 

 

8.2.Reflection and Learning 

 

Throughout the project I was able to gain some invaluable insights into how I worked and managed a 

large individual project. Whilst I feel that the project was successful overall, I have learnt many things 

throughout my journey that will undoubtedly remain with me in the future. A significant part of the 

project was in fact the initial plan. Whilst initially I kept to the intended project timeframe as best I 

could, external obligations continued to be a prominent challenge. Despite ensuring extra time was 

provisioned to complete certain aspects of the project, my inexperience with such a large project was 

evident and I felt that I was too optimistic with how I initially provisioned time. I feel as though I spent 

too much time at the start of the project researching phishing and covering areas that weren't pivotal to 

the project or deliverable. As a result, the implementation phase got a bit delayed meaning that the time 

to complete it was shorter than originally provisioned which ultimately, was accompanied by significant 

stressors. Whilst I managed to construct the tool and have it function as intended in the newly shortened 

time scale, this was definitely an area that I will be focusing on in future projects.  As mentioned, since 

I had not undertaken such a large individual project, I could not gauge accurately how much time I 

would take to complete certain sections. After this project I now feel much more entuned with my 

working style and how long specific project areas will likely take. This will undoubtedly be useful when 

I begin my career in the industry. 

Whilst I made a few mistakes during the project and have since learnt from these, I am also very proud 

of what I created. Having little experience with JavaScript, I was really pleased with how I managed to 

create a functional tool from scratch. I did not consider myself to be a strong coder however, this project 

has allowed me to develop my web application skills and technical knowledge within this area. During 

implementation I made mistakes, experimented with some coding techniques and conducted a lot of 

debugging which has really helped to broaden my knowledge surrounding JavaScript, HTML and CSS. 

That said, the biggest lesson I have learnt from using this programming language is how, despite its 

notable usage in web application, it is not the best language to use if you want a database to accompany 

your tool. As mentioned, this can be done however, it would require a lot more experience and 

knowledge into JavaScript and server side application which I do not currently possess. 

Furthermore, when revisiting my aims and objectives prior to the project fully commencing,  I did make 

some changes. Within the initial plan objective 2 was originally to establish factors that pertain to 

phishing susceptibility. Whilst this is important in understanding the concept behind why a person is 

more likely to fall victim to phishing, the main aim of the project is first and foremost to create an 

interactive tool that helps educate people how to identify phishing emails and therefore, does not require 

an in depth exploration into the motivations that surround phishing susceptibility. As a result, this aim 

was changed to exploring the limitations of current anti-phishing resources which better supports the 

main aim of the project. This area is vital to research in order to create an effective educational tool that 

provides capabilities which current tools do not. The amended objective, however, should be considered 

if the tool were to be used for psychological studies to confirm or explore existing theories of email 

susceptibility pertaining to various demographics, which has been highlighted as an objective in future 

work.  

Fundamentally, I have had both positive and negative experiences with this project. Overall I am very 

proud of what I created and how the project turned out. As I am pursuing a career path in cybersecurity, 



CM3203- Emma Hall                                                              

80 | P a g e  

 

I really enjoyed constructing a tool that surrounded phishing and preventing these attacks from being 

successful. Human error is always going to be a large vulnerability within an organisation but 

nevertheless, I feel that the tool would help to mitigate some of this. Having completed a large project 

now I know how to provision time more appropriately and realistic to my work pattern. This knowledge 

will inevitably be very useful in the future.  
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9 Appendix 
 

A. Email 2 - Employee Teams Invite (Not Phishing) 
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B. Email 3 - Employee IS THIS YOU scam email (phishing) 
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C. Email 4 -  Message from HR (phishing) 
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D. Email 5 - Fake Charity (phishing) 
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E. Email 6 - Payslip Error (phishing) 
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F. Email 7 - CEO fraud (phishing) 
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G. Email 8 - IT Newsletter (Not Phishing) 
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H. Canvas.Js charting library (Pie Charts) 
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