
Facebook Risk Assessment Form 

Questions. Weighting Pass/ Fail Evidence 

Prevalent Personal Information   *Has been removed* 

Full Identifiable Name? 8 Fail  

Identifiable Profile Picture? 6 Fail  

Home Address? 10 Fail  

Personal mobile phone number? 8 Fail  

E-mail Address Provided? 4 Fail  

City of Residence? 4 Fail  

Date of Birth? 8 Fail  

 48/48   

Identity of Close Relatives    

Parents name(s)? 8 Pass  

Siblings Name(s)? 8 Fail  

 8/16   

    

Personal Attributes / Views    

Political View? 6 Fail  

Religious view? 6 Fail  

 12/12   

Historical Personal Information    

School(s) attended? 8 Fail  

Place of Birth? 6 Fail  

Previous Address? 6 Pass  

Make of first car? 2 Pass  

 14/22   

Professionalism of an Individual    

Occupation? 8 Fail  

Evidence of Breaking the Law? 8 Pass  

Actions which can potentially harm their Job security? 4 Pass  

 8/20   

Common Security Questions    

What is your pet name? 2 Fail  

Where were you Born? 2 Pass  

What is your favourite Restaurant? 2 Pass  

Name of your School/ Occupation 2 Fail  

Who is your favourite singer 2 Pass  

What is your favourite town? 2 Pass  

What is your favourite Song? 2 Pass  

What is your favourite film? 2 Fail   

What is your favourite book? 2 Pass  

Where was you first job? 2 Pass  

Where did you grow up? 2 Fail  

What was your first phone number? 2 Pass  

Mothers Birthplace? 2 Fail  

Best Childhood Friend 2 Fail  

Favourite Teacher? 2 Pass  

Favourite historical person? 2 Pass  

 12/32   

    

  TOTAL 102/150 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

Low Risk  0 < 44 

Medium Risk 45 < 89 

High Risk 90 < 119 

Action is Needed 120 < 150 

 
Testing Subject: S3 

Age: 32 
Gender: Female 

Date of Screening: 13/03/16 
 

Initial View 
 

 User has never considered the risks when uploading 
content, but confessed that her profile could potentially 
be a threat towards herself if accessed by the wrong 
people. 
 

 Although the subject has deleted old profile content, 
this action has taken to avoid embarrassment and not 
over exposure. 

 Section Score 

 
Prevalent Personal Information 

 
48/48 

 
Identity of Close Relatives 

 
8/16 

 
Personal Attributes / Views 

 
12/12 

 
Historical Personal Information 

 
14/22 

 
Professionalism Of an Individual 

 
8/20 

 
Common Security Questions 

 
12/32 

 
TOTAL 

 
102 / 150 

(High Risk) 

Post Screening 
View 

 Informed the user that she was the highest scoring 
subject out of the five that were screened. She was 
shocked by this.  
 

 The subject has also scored maximum marks for 
'Prevalent Personal information' which is 
associated  with the most threatening risks. 
 

 She believes that using her account for both 
personal and business has had a large, negative 
impact on the result.  


