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Abstract 

 

The revolutionary distributed ledger technology known as Blockchain is possibly the most exciting 

technological invention since the internet. Although there is often a misconception that Blockchain 

technology is only associated with Bitcoin, it actually has the potential to be much more. Blockchains 

can solve complex problems, and are already changing the way organisations work.  

 

This report is aimed at venture capitalists, as well as individuals interested in the technology and its 

commercial exploitation. Although substantial research is being undertaken in Blockchain-related 

areas, with the technology still in its infancy, there are often questions over how profitable 

Blockchain solutions can be. This report looks at a problem venture capitalists currently have: is the 

technology worth investing in, and if so, what particular area or application should be invested in? 

 

The report covers how the technology works from a technical viewpoint, with emphasis on how it 

ensures a secure and trustable record of transactions. Furthermore, the report aims to provide a 

detailed explanation on how Blockchain technology achieves distributed consensus. The report 

continues by covering the difference between private and public Blockchains, before exploring 

current and potential uses. 

 

By grouping Blockchain applications into 8 distinct categories and analysing each of these via a 

SWOT analysis, the report singles out the ‘verifiable data’ category as particularly promising. The 

report concludes by briefly analysing 3 potential industries that can (and should) be invested in: the 

pharmaceutical industry, the land registry industry, and the healthcare industry.  
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Introduction 

 

Aims 

 

The overall purpose of this project report is to inform a hypothetical group of venture capitalists (the 

report’s beneficiaries) on the commercial exploitation of Blockchain technology. The report aims to 

categorise Blockchain technology into distinct application groups, and further investigate the most 

profitable area. To achieve this end-goal, 3 specific aims have been chosen: 

 

1) Gain an understanding of how Blockchain technology works from a technical viewpoint 

 

2) Highlight current Blockchain uses, as well as promising areas of interest for Blockchain  

 

3) Produce a summary for a group of venture capitalists, highlighting potential Blockchain related 

areas that they can invest their money into (e.g. propose a ‘solution’ to their ‘problem’) 

 

Scope 

 

In March 2016, PwC’s Global Blockchain Team identified over 700 companies entering the FinTech 

industry[1]. This figure does not include companies that have already entered other industries such 

as: real estate, automotive, healthcare and even the diamond industry[2]. Therefore, it would be 

unfeasible to cover every possible Blockchain application, in every industry. As a result, this report 

focuses particularly on applications that I deem ‘potentially profitable’ following the initial research 

phase.  

 

Similarly, due to the large number of applications, there are also inevitably hundreds of variations of 

protocols and mechanisms which underlie Blockchain applications. When covering the sections ‘How 

Blockchain Technology Works’ and ‘Consensus Mechanisms (and Types)’, the report focuses on 

widely used protocols such as proof-of-work and proof-of-stake.  

 

Outcome 

 

The project report’s main outcome will be a set of SWOT analyses, and a summary of Blockchain-

related investment options. The SWOTs will be used to identify the category deemed the most 

profitable. The final summary will include a single recommendation, as well as 2 backup options (all 

from different industries). As alluded to in the ‘Aims’ section, the key aim of this report is to benefit 

venture capitalists by suggesting areas that they should invest their money into. 
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Background/Related Work 

 

In a world filled with emerging technologies, ‘Blockchain technology’ (often colloquially referred to 

as ‘Blockchain’) is arguably one of the most exciting, being labelled as ‘disruptive’ and ‘innovative’ by 

many[3]. Despite often being associated only with Bitcoin and other cryptocurrencies, the underlying 

technology – the digitally distributed public ledger – ‘Blockchain’ has been receiving attention from a 

variety of industries. The concept of recording transactions in a secure, stable, chronological and 

scalable way, has led to possible applications in many areas.  

 

Traditionally, when transacting money or assets (or general things of value), people have relied on 

middlemen (intermediaries). Examples of these intermediaries include banks and governments. 

Intermediaries are used to ensure trust and certainty with regards to carrying out transactions and 

record keeping. 

 

When it comes to digital transactions, third parties are normally necessary, with digital assets known 

to be very easy to reproduce. Therefore, it’s possible to spend the same unit of value more than 

once, also known as the ‘double-spending’ problem[4]. However, conducting digital transactions 

without an intermediary is now possible via Blockchain technology. 

 

Blockchain technology was first detailed in a white paper released in 2008 by an individual (or group 

of individuals) using the pseudonym ‘Satoshi Nakamoto’[5]. The white paper ‘Bitcoin: A Peer-to-Peer 

Electronic Cash System’ detailed an innovative digital currency system which would allow payments 

to be transferred directly, without an intermediary (peer-to-peer). In 2009, using Blockchain 

technology, Bitcoin was released. In 2017 (8 years later), Blockchain.info, a bitcoin wallet and block 

explorer service, claim to have already “powered over 100M transactions and empowered users in 

130 countries across the globe”[6].  

 

Although Bitcoin is currently the largest application of Blockchain, influential individuals such as 

Richard Branson (Founder, Virgin Group), as well as world renowned companies (including IBM, 

Deloitte and Microsoft) are backing the technology and its possible uses in other industries[7]. 

 

One application which is also arguably revolutionary, is the development of Ethereum – another 

public Blockchain. Ethereum provides a way to execute peer-to-peer contracts (known as ‘Smart 

Contracts’). The contracts are essentially programs written that can verify if a product or service has 

been sent by a supplier. Once verified, money will be transmitted to the recipient. 

 

The future may not be clear for Blockchain, however it is likely that the technology will have a 

significant impact in the next few years. PwC’s executive claimed in the first 9 months of 2016, $1.4 

billion was invested globally in Blockchain start-ups[8]. It is believed banks and other financial 

institutions can save money (potentially billions) through Blockchains transparency, security and 

accuracy. 

 

Although there is no official or agreed upon way of categorising Blockchain applications, this report 

classifies Blockchain applications into 8 areas. The 8 areas which will be briefly assessed in the report 

are: 
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- Currency 

- Payment Infrastructure 

- Smart Contracts 

- Digital Assets 

- Identify  

- Verifiable Data 

- File Storage  

- Voting 

 

In recent years there has been a lot of research undertaken related to Blockchain, however, it is still 

unclear whether the technology can be profitable. Since the technology is still in its infancy, there 

are not many examples of individuals reaping the benefits from previous investments. This is why 

the report intends to focus on profitability – a previously neglected area of research.  

 

Most (relevant) high-profile white papers, journals and articles focus on how Blockchain can be used 

(or adapted) to create new opportunities and improve processes. Other non-application research 

predominantly focuses on the technical and legal issues. This report builds upon the commercial 

exploitation element of Blockchain technology, assessing the available (or soon-to-be available) 

investment options for venture capitalists (the report’s main audience). 

 

With a 12 – 15 week timescale for undertaking the project, there will not be a sufficient amount of 

time to analyse whether the investors do in fact profit from the report’s suggestions in the long 

term. The report also does not have a budget to undertake excessive research. However, some of 

the key white papers related to Blockchain technology, which the report will refer to (and build 

upon) throughout the report are: 

 

- ‘Bitcoin: A Peer-to-Peer Electronic Cash System’ by Satoshi Nakamoto 

- ‘The Ripple Protocol Consensus Algorithm’ by Ripple Labs Inc 

- ‘Practical Byzantine Fault Tolerance’ by Miguel Castro and Barbara Liskov (MIT) 

- ‘MultiChain Private Blockchain’ by Dr Gideon Greenspan, Founder and CEO, Coin Sciences Ltd 

 

The above white papers introduce protocols, concepts and possible applications related to 

Blockchain. This report will use these papers (and other sources) to help explain how Blockchain 

works, and how it can be applied. The report extends on this related work by providing a solution to 

the previously unanswered problem; is Blockchain technology worth investing in, and if so, what 

particular area or application should be invested in?  
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Approach 

 

To understand whether Blockchain technology is worth investing in (and if so, what particular 

area/application), the report first focuses on what Blockchain technology is, and how it works. 

 

The justification behind this approach, is that by developing an understanding of how Blockchain 

works, the report’s beneficiaries can gain an initial insight into the technology’s potential (and 

realistic) applications. The purpose of the ‘Current (Mainstream) Blockchain Uses and Companies’ 

section is to reinforce the introductory sections, whilst leading into the ‘Blockchain Application 

Profitability: SWOT Analysis’ section. By combining all of the previous research, as well as 

demonstrating further research conducted on: investment strategies, application profitability, and 

the role of venture capitalists, the ‘Venture Capitalist Summary’ section answers the problem that 

the report attempts to solve.  

 

The ‘Venture Capitalist Summary’ Section is the main output of the report – an 11 page summary 

which assesses the suitability of investing in 3 different Blockchain related applications (each in a 

distinct industry). For the output to be successful, applications were initially grouped into 8 main 

areas, before 1 area was selected based on how investable it appeared to be (negative aspects and 

risks were taken into account). This approach was taken as it would be unfeasible to give an in-depth 

analysis of the profitability and risks associated with every Blockchain application ever mentioned. 

From the main category selected, 3 possible investment options were then chosen. 

 

The SWOT (Strengths, Weaknesses, Opportunities, and Threats) method was used as an initial 

method of evaluating each application area. The benefits of this methodology are that it:  

 

- Is cost-effective 

- Offers insight, whilst being simple to undertake 

- Allows the use of quantitative and qualitative information 

- Provides a visual overview 

- Highlights clear areas of strengths, weaknesses, opportunities and threats without showing too 

much bias to any particular area 

 

For the majority of the report, the following types of sources were used to conduct Blockchain 

research: online journals, articles, white papers, and eBooks. Discussions with experts in the field 

were also attempted via email, social media, online article comment sections, and public forums. 

Qualitative research helped gain an understanding of underlying reasons, opinions and motives 

behind the use of the technology. 

 

To help with the ‘Venture Capitalist Summary’ section, quantitative research was used where 

possible to enhance the validity of the profitability angle the report intends to focus on. Although 

public surveys and questionnaires are often seen as useful ways to gather data and opinions, these 

were avoided for one main reason. Blockchain is an up-and-coming technology, and the majority of 

the world’s population either have not heard of the technology, or they do not have a complete 

understanding yet.  
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As mentioned in the ‘scope’ section of the report, the potential scope of the project is large, with too 

many potential Blockchain applications to cover in detail. With approximately 12 – 15 weeks to 

undertake research and report writing, as well as having no budget, the report was approached in a 

way which meant only a selection of Blockchain applications were assessed in terms of profitability. 

Similarly, only consensus mechanisms considered mainstream and secure were covered in the 

‘Consensus Mechanisms (and Types)’ section.  

 

To see the benefits of this project in the long term, there would need to be more time and 

commitment invested in this project. Many investments take several years before a return is seen. 

Furthermore, when investing in companies that are experimenting with new technologies, there is 

normally an initial period which will involve switching technologies, early operating costs, and on-

going maintenance. 

 

As a whole, this report aims to contribute to society by giving investors and individuals interested in 

technology the opportunity to understand the future of Blockchain technology from both a technical 

and business perspective. 
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How Blockchain Technology Works 

 

Introduction to Blockchain Technology 

 

Blockchain technology (also referred to as Blockchain, the blockchain, or even Block Chain) is often 

perceived to be a complicated subject. In a single sentence, it can be described simply as a digitally 

distributed ledger for transactions. The ledger can store information on assets, inventory, money, 

and anything that can be transacted. 

 

The ledger (essentially a decentralised database) is stored and maintained on a distributed set of 

computers that are able to communicate with one another. The replicated ledger is synchronised via 

the internet, and made visible to anyone on the network. If the Blockchain is public (and 

permissionless) then anybody in the world can access the network as long as they have a device and 

an internet connection. 

 

Data about the transactions that take place is electronically arranged and stored in cryptographically 

protected fixed structures or ‘batches’ known as blocks. These blocks use cryptographic validation 

techniques, linking the blocks together and forming a linear, chronological chain (hence the name 

‘Blockchain’). The blocks identify each other by using a hashing function to draw upon the previous 

block in the chain.  

 

Every transaction in the history of time is on the Blockchain (and all blocks are linked together). The 

blocks are timestamped, and the chain is updated continuously on every ledger on every node. 

Hacking the decentralised Blockchain is thought to be near-impossible since every block, on every 

machine, would need to be changed. This is why transactions are seen as reliable and secure. 

 

Blocks have a header and content. The header includes a block reference number (unique), the 

timestamp, and a link back to the previous block. The content is a validated list of the assets (e.g. 

bitcoins). The ‘blocksize’, the amount of the transaction, and the addresses of those involved in the 

transaction are also included[9].  

 

To reach consensus across the network, participants/nodes on the network usually need to use their 

computing power to authenticate and verify each created block (although this isn’t the only method 

for reaching consensus). These participants are often referred to as ‘miners’. Miners are normally 

incentivised to use their computing power, for example, Bitcoin miners are rewarded with the 

network’s currency – bitcoins (spelt with a lower ‘b’). Different Blockchains use different consensus 

mechanisms. 

 

Despite public Blockchain networks (such as Bitcoin) often dominating the news, Blockchains can be 

private with restricted membership. There’s also arguably another type of Blockchain, although it is 

sometimes coupled with ‘private Blockchains’. This Blockchain type is known as a consortium, which 

can be described as a “hybrid between the ‘low-trust’ provided by public Blockchains and the ‘single 

highly-trusted entity’ model of private Blockchains”[10]. 
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What’s Common to all Blockchains? 

 

In Satoshi Nakamoto’s original paper, there was never actually a mention of the word ‘Blockchain’, 

although there were clear references to blocks being chained[5]. It is unknown who originally coined 

the term ‘Blockchain technology’.  

 

Many industry experts and individuals have debated the difference between Blockchains and 

distributed ledger technology. For example, can a Blockchain be private, or is ‘being public’ a key 

characteristic? Are private blockchains simply glorified databases? Bitcoin maximalists, those who 

look down upon alternative uses cases outside of Bitcoin, may argue that the Bitcoin Blockchain is 

the only Blockchain[11]. This subject will be looked at in detail later on in the report. However, 

assuming Blockchains can be private, below is a list of the elements common to all Blockchains: 

 

- The ledger is decentralised – it is distributed across more than one computer in real-time 

 

- The entire ledger of records is available to all users on the network (if the Blockchain is public and 

‘permissionless’ then this will be everyone) 

 

- Multiple participants in the network are needed to reach consensus (using their computers to 

verify each block) 

 

- Blockchains are persistent due to consensus, they can’t easily be misplaced or taken offline by one 

computer on the network 

 

- There are mechanisms which make the Blockchain theoretically immutable. Historic data cannot be 

altered unless rules have been put in place 

 

- Cryptography and digital signatures are used to prove identity; cryptography also helps ensure the 

integrity of the ledger 

 

- Transactions are timestamped, allowing them to be tracked (useful for verifying information at a 

later date) 

 

How do Transactions Work? (Using Bitcoin as an Example) 

 

As mentioned, when a transaction takes place within a Blockchain ecosystem (and the nodes reach 

agreement), there is a change to all of the distributed ledgers on the network. In the context of 

Bitcoin, a transaction is handled within a program known as a ‘wallet’. The transaction is sent from 

one wallet to another, with the transaction being digitally signed to enhance security. In Satoshi 

Nakamoto’s paper, a bitcoin (an electronic coin) was defined as ‘a chain of digital signatures’[5]. 

Cryptography is used to validate the transactions, and this is why bitcoins and other digital 

currencies (e.g. Litecoin) are known as ‘cryptocurrencies’[12]. 

 

The current bitcoin owner (the sender and ‘signer’) transfers the ‘money’ to the receiver by signing a 

hash of the previous transaction (as seen in Figure 1 below). The public ECDSA (Elliptical Curve 

Digital Signature Algorithm) key of the receiver is used by the signer, along with the signer’s private 

key. When the transaction is broadcast, the network’s participants know the new owner of the 

bitcoins is the owner of the new associated key[13]. The signature verifies the message is authentic. 
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                          Figure 1: Hashing of Blockchain transactions on the Bitcoin network[5] 

 

To simplify the above diagram, and further clarify how public cryptography works, imagine Alice 

wanted to send a bitcoin to Bob (a transaction) over the network. Using a wallet, a message would 

be broadcast to all network nodes (including Bob), and the amount (e.g. 1 bitcoin) would also be 

known.  

 

When Alice broadcasts a message using her wallet, she is in fact requesting Bob’s public key – which 

is known to all network participants. The public key is used to ‘jumble’ (encrypt) the broadcast 

message. Bob, who has the paired (private) key, can decrypt and read the message[14]. The private 

key should be kept secret so only Bob can ‘unjumble’ the message. 

 

Alice’s transaction request is encrypted with her own wallet’s private key. Alice actually generates a 

digital signature which is used to verify and validate the legitimacy of the transaction. Although 

anyone can verify the digital signature using public keys (available to everyone), making the digital 

signature requires a private key. In essence, the digital signature links the request, Alice’s identity, 

and Alice’s private key together. A digital signature must be: 

 

- Unique to the message 

- Unique to the sender (preventing forgery and denial) 

- Computationally infeasible to forge 

- Relatively easy to recognise and verify 

- Small enough to store 

 

Since digital signatures are a string of characters, it is easy to tell if a transaction has been tampered 

with. If a single character in the transaction is changed, the signature changes, and all nodes will be 

notified. This is just one of the reasons Blockchain technology is seen as secure. 

 

Once a transaction takes place, each network node applies the requested transaction to their ledger. 

Alice and Bob’s wallets update to reflect their new bitcoin value. Although the Blockchain network 

does not ‘store’ account balances, it stores the transactions which are then used to calculate 

balances. Technically, bitcoins don’t actually exist anywhere, there are no bitcoins, only records of 

transactions[15]. All transactions are visible in the Blockchain, and using a Blockchain browser (also 

known as Blockchain explorer), every transaction can be viewed in a human-readable format. The 

website ‘https://blockchain.info/’ is an example of a popular browser[16]. 
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Transactions are typically made up of 3 components; the input, the content and the output 

(sometimes content and output are combined as 1 component): 

 

Input – A reference to an output from a previous transaction. Often, multiple inputs are listed in a 

transaction. All of the inputs included on the transaction are added up. This is to allow value to be 

split and combined. The total of the input (minus any transaction fee) is used by the outputs. 

 

Content – The actual transaction, in the case of Bitcoin it will be the amount of bitcoins to be sent. 

 

Output – Contains instructions for sending bitcoins; the recipient’s wallet address. 

 

A transaction will normally include either a single input (larger than the output), or several inputs 

with smaller values combined. There will be at most two outputs, one for the actual payment and 

one for returning the change back to the individual making the payment[17]. This can be seen in 

Figure 2.  

 

 
         Figure 2: Example diagram of Bitcoin transactions and their inputs and outputs[18] 

 

If bitcoins are ‘misplaced’ or broadcast to a wrong address, it is likely that they will be lost forever. 

Due to the decentralised and distributed nature of Blockchain (particularly in the Bitcoin example, 

and other public Blockchains), there is no ‘customer support’. 

 

However, having a single (public) ledger which states in what order transactions were received, 

means the network can avoid having to use a central authority to check whether a bitcoin was 

double-spent. All previous transactions can be seen, and the receiver can see the sender did not sign 

any earlier transactions. 

 

What are Blocks? 

 

After a transaction in the Bitcoin network, you have to typically wait an average of 10 minutes for 

the transaction to be confirmed and authenticated by all nodes (miners). This is because miners 

need to finish the process of grouping transactions into files called blocks[9]. The time it takes for 

transactions to be verified depends on the consensus mechanisms/algorithms used – for example, 

Ethereum blocks take 12 seconds to be confirmed on average[19]. Consensus mechanisms will be 

covered in-depth later on in the report. 
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Transactions are only placed in the same block if they have taken place within a similar timeframe. 

Transactions that are not yet in a block are considered ‘unconfirmed’. On Februrary 18th 2017 at 

12:23 GMT, there were 453,617 blocks on the Bitcoin Blockchain[20].  

 

The (Bitcoin) block structure contains: 

 

- A ‘magic’ number (always the same number – used to identify the type of file/data structure) 

- The block size 

- A transaction counter 

- The transactions 

- The Block header (which is made up of: the block version number, the timestamp, hash 

information, and the answer to a mathematical puzzle) 

 

The key bits of information are that the block is a record of transactions at a point in time, and that 

the block contains an answer to a difficult to solve mathematical puzzle. This puzzle is unique to 

each block[21]. 

 

Introduction to (Bitcoin) Consensus 

 

Although Blockchains can use different consensus algorithms and protocols, this report initially 

discusses Bitcoin’s proof-of-work protocol. Since every chain of blocks on all ledgers has to be the 

same, there needs to be a mechanism which allows consensus amongst network nodes. For a block 

to be submitted to the network, an answer to a puzzle needs to be given – this is the process of 

‘mining’. Essentially, nodes compete to find the answer that ‘solves’ the block. Once a correct (valid) 

answer is found, the rest of the network confirm the solution and add the block to their version of 

the chain[9]. 

 

To ‘solve’ the block, miners use significant computing power. Miners repeatedly guess random 

numbers on their computer in an attempt to establish a correct answer (there are actually multiple 

solutions). A nonce, an arbitrary number used once, is a big part of the proof-of-work system.  

 

Another key part of the proof-of-work system is a hash, a sequence of characters converted into a 

string of 64 letters or numbers. If any of the text is changed, an entirely new hash is formed. If a hash 

on the Blockchain is changed, everyone will know – this is why transactions should be secure and 

tamper-proof. 

 

The hash of the previous block of transactions is known to everyone (since records are public). The 

hash forms the start of the miners ‘solution’. Miners add the current block of transactions that 

they’re working on to the previous hash, and then add a nonce (the random number). Then the 

miners hash the block to give a string of characters. The correct answer must have a certain number 

of zeros in front of it (determined by the network). Although it may sound relatively easy for a 

computer, it is thought that the computer performs 1021 computations (a lot of computational 

effort)[22]. The mathematical problem is extremely difficult to solve, but a valid solution is very easy 

for the rest of the network to confirm. 

 

Since computing power improves over time, the mathematical problem’s difficulty is appropriately 

adjusted by the network. This happens approximately every 2 weeks, with the network coming to 

consensus and making the change automatically. The system attempts to make it so 6 blocks are 
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solved per hour. This is why transactions take an average of 10 minutes before they are 

confirmed[9]. 

 

Although it may not seem clear why individuals are willing to spend considerable amounts of money 

on computers and electricity to solve the blocks, there is in fact an incentive. Different Blockchains 

have difference incentives, Bitcoin’s being bitcoins (the currency).  

 

Another incentive for nodes to ‘mine’ is transaction fees. If the output of a transaction is less than 

the input, the difference is the transaction fee which is added to the incentive value of the block. 

This is why nodes stay honest. As Satoshi Nakamoto alluded to, users find it more profitable to ‘play 

by the rules’[5]. As a result, this helps Bitcoin’s Blockchain ensure distributed consensus. 

 

In June 2016, The New York Times ran an article detailing how cheap electricity in China meant the 

country were the leaders in terms of supercomputers performing ‘mining’ activities. At the time the 

article was published, one individual who described himself as “an expert in finding cheap energy” 

estimated his Bitcoin mining machines in his (28) facilities used approximately 38 megawatts of 

electricity, enough to power a small city[23]. 

 

The proof-of-work protocol works in a way whereby 51% of the Bitcoin networks hash power needs 

to be controlled by malicious nodes for the Blockchain to be ‘destroyed’. This is known as a ‘51% 

attack’. Although it is extremely unlikely a single node will have the power to do this, it is thought 

that mining pools may be a risk. Due to the high difficulty in securing blocks, ‘pools’ of miners often 

form, where multiple clients contribute to the generation of a block. The reward is then split[24]. 

Mining pools may have the potential to control 51% of the network, allowing them to generate 

fraudulent transactions or cause serious disruption. 

 

Although this may seem like a big potential risk to the Blockchain, so far there has never been a 

successful 51% attack in the history of Bitcoin. The website ‘Bitcoin wiki’ ensures there are steps 

taken to prevent ‘cheating’ with regards to pooled mining[25]. This helps ensure transactions are 

secure and trustworthy. 

 

Another reason why transactions are considered trustworthy, is because of the low probability of 

two blocks being solved at the same time. Although it is considered near-impossible, it can 

occasionally happen, forming temporarily splits of the chain (also known as forks in the chain). 

However, the splits are solved within a short period of time, with the longest chain surviving. The 

longest chain is defined as the chain with the most combined difficulty (the one with the most work 

gone into it), hence the name ‘Proof-of-work’[9].  

 

It is worth noting, that to save disk space, Merkle Trees are used. Merkle Trees allow efficient and 

secure verification of transactions without breaking the block’s hash. Since all of the transaction 

hashes are hashed themselves, the result is a Merkle root. Only the root is stored in the block (more 

specifically, the block header). This means only the root needs to be checked to verify a transaction 

has been accepted by the network. This can be seen in the below diagram (Figure 3) taken from the 

original Bitcoin white paper. 
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               Figure 3: Verifying a network transaction (abbreviated to ‘Tx’) via a Merkle Tree[5] 
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Consensus Mechanisms (and Types) 

 

A common misunderstanding about Blockchain technology is that companies ‘build’ Blockchain 

technology. A former Blockchain blogging website ‘Truthcoin’ use an interesting analogy to clear this 

up. People work on using the Blockchain. Like Uber does not build cell phone technology, companies 

do not build Blockchain technology[26]. However, different consensus mechanisms can be used to 

make the technology successful. 

 

Consensus (a general agreement) is not a new idea or concept, it has existed long before computers 

were created. However, when it comes to Blockchains and distributed ledgers, a consensus 

mechanism is essentially a way in which the majority of nodes on the network agree on transactions 

and the ‘correct’ ledger. Consensus mechanisms can be considered the backbone of Blockchain 

technology. This section will look at what defines a consensus mechanism, as well as some popular 

mechanisms currently used. 

 

Parameters That Define a Consensus Mechanism 

 

Although there are variations between each consensus mechanism, below are parameters (listed in 

a KPMG white paper) that must be fulfilled before consensus mechanisms can be applied: 

 

- Decentralised Governance. No single node on the network (or a single centre of authority) can 

determine the finality of a transaction.  

 

- Quorum Structure. Nodes must be structured in a way which allows transacting in predefined ways. 

 

- Authentication, Integrity and Non-Repudiation. All nodes must be able to verify the identity of each 

other, and transactions should be valid. There must also be a way to verify the initiator/sender of 

the transaction. This is achieved via cryptography. 

 

- Privacy. Only the intended recipient of a message should be able to read it, maintaining 

confidentiality. Similarly to authentication, integrity and non-repudiation, this is also achieved using 

cryptography.  

 

- Fault Tolerance. Even if several nodes fail (or become slow), the network should operate efficiently 

and in a normal manner. Essentially, nodes should always work together as a single unit. 

 

- Performance. The performance of the Blockchain should be to a high standard. The performance 

includes throughput (transaction per unit of time), scalability (how many nodes can be added 

without affecting performance), and liveness (the transmission of concurrent data)[27]. 

 

Popular Consensus Mechanisms 

 

Although proof-of-work is often the mechanism of choice when it comes to Blockchain technology, 

there are many consensus mechanisms that are already in use or being trialled. Below is a list 

(featuring brief explanations, advantages and disadvantages) of some of the most common 

mechanisms. These mechanisms can often be combined or adjusted depending on the associated 

Blockchains purpose: 
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Proof-of-Work 

 

As explained in the report previously, miners build blocks filled with transactions, and then calculate 

the hash of their block header to see if it fits the current target. The difficulty of the ‘challenge’ 

requires miners to try quadrillions of times before they find a solution[28].  

 

One advantage of this method is that miners are provided with financial incentives to process as 

many transactions as they can in a short period of time. Another advantage is that this consensus 

mechanism has been researched the most, and it has proved it can work (e.g. the Bitcoin network). 

 

On the other hand, one disadvantage is that it is resource exhaustive. A white paper from the 

National University of Ireland Maynooth estimates that the power currently used for Bitcoin mining 

is comparable to Ireland’s electricity consumption[29]. There is also the potential for somebody 

extremely rich to invest millions in computing hardware, making it easier for them to successfully 

mine. Off the back of this, the difficulty of adding blocks will increase, and other miners will start to 

exit as the likelihood of a reward is reduced. Another downside is that secure transaction settlement 

means there can be a delayed wait (potentially tens of minutes). 

 

Proof-of-Stake 

 

The second most common mechanism used in Blockchains is proof-of-stake (PoS). Similarly to proof-

of-work, this mechanism attempts to prevent double-spending. Miners (referred to as voters or 

validators) do not solve computational problems. The probability of mining a block depends on the 

resource that the miner holds – essentially the higher the ‘value’ of the validator, the more chance 

of submitting a block (although the block creator is selected in a pseudorandom way). For example, 

if proof-of-stake was used in Bitcoin, someone holding 1% of bitcoins available can mine 1% of the 

proof-of-stake blocks[30].  

 

With regards to cryptocurrencies, there is no coin creation using this mechanism, as all coins exist 

from day one – validators are rewarded via transaction fees. Validators invest in the coins of the 

system, rather than computer hardware. Once a block has been created there still needs to be a 

method for adding this to the Blockchain. Methods can include randomly chosen groups of signers, 

or every node needing to sign the block until the majority of nodes across the network agree[31]. 

The actual generation of blocks can be considered similar to proof-of-work, however the hashing 

operation is done through a limited search space (proof-of-work is unlimited)[32]. 

 

The method for determining the initial distribution of stake can vary. Nxt (an open source 

cryptocurrency) asked for small donations of bitcoins (using a forum ‘bitcointalk’) to decide who 

would receive what amount of coins when the genesis (first) block was created. A total of 

1,000,000,000 coins were distributed to 73 stakeholders[33]. 

 

One advantage of proof-of-stake is speed; blocks can be added within seconds. Secondly, it is harder 

for malicious miners to attack the Blockchain as it is expensive to carry out attacks, and there are 

reduced incentives for doing so. This makes the mechanism potentially more sustainable and 

scalable. It is also considered ‘greener’ since it does not require an excessive energy bill[34]. Proof-

of-stake is best used by companies that are constrained by computing power. 
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Despite this, there are several concerns. Firstly, the ‘richest’ node/participant will always be the 

most likely to create a block. This creates a problem of the rich getting richer. Another (technical) 

concern is that the proof-of-stake principle can create an issue known as the ‘nothing at stake’ 

problem where validators can be incentivised to build multiple branches/forks of the Blockchain. A 

validator can create two blocks in an attempt to claim two sets of transactions fees. If there is 

nothing to lose, then there is no reason to not do it. Furthermore, block generators have nothing to 

lose by voting for multiple Blockchain histories, which can cause consensus issues (consensus is 

never resolved)[35]. There have since been attempts to solve this problem. 

 

One interesting example, is that Ethereum (a popular public Blockchain platform) plan on 

transitioning ‘mid-flight’ from proof-of-work to the proof-of-stake protocol in late 2017 or early 

2018. They plan to use a protocol called Casper which punishes users trying to take advantage of the 

‘nothing at stake’ problem. CoinDesk (the world leader in Blockchain news), published an article 

featuring an extreme analogy by Vitalik Buterin (the co-founder of Ethereum). The analogy explained 

that you make $1 each time you sign the transaction history that others sign, and if you want to be 

malicious and repeatedly sign something different then “your house burns down"[36]. 

 

Delegated Proof-of-Stake 

 

A variant system of proof-of-stake is delegated-proof-of-stake (DPOS) – a democratised Blockchain 

model. In regular PoS systems, every wallet with coins is able to participate in the process of 

validating transactions, being rewarded with transaction fees in return. In DPOS, every wallet which 

contains coins is able to vote for delegates (sometimes referred to as representatives). It is these 

delegates who take part in the actual consensus, validating the transactions[37].  

 

An advantage of this method, is that small and medium wallet holders can profit from this 

mechanism. BitShares (a decentralised exchange) were the first to implement this model. They claim 

that by deterministically selecting the block producers, this allows transactions to be “confirmed in 

an average of just 1 second”. In addition, the protocol is “designed to protect all participants against 

unwanted regulatory interference”[38]. 

 

Despite BitShares claiming the protocol is the most decentralised model available, the delegate 

method means only a smaller number of people are involved. This is arguably less decentralised and 

resilient as a result. Voter apathy is also problem, if regular users fail to vote, the network could 

potentially be controlled by powerful/large individuals who have the ability to vote for themselves. 

 

Round Robin 

 

The round robin approach is best suited to a ‘private’ Blockchain (explained in detail later). In a 

private Blockchain the miners (or ‘block-adders’) are known, so there is no need for a mining puzzle. 

MultiChain (a reputable build-your-own Blockchain service) offer solutions whereby users can 

configure how their Blockchains behave. Depending on the settings/rules chosen, it can be possible 

for any miner to add a block at any time (strictness of 0). It is also possible to have a Blockchain that 

has a strictness of 1, meaning once a block has been added the miner can’t add any more until every 

other node has added one[39].  
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The round-robin method utilises a random approach, with each block needing to be digitally signed 

by the miners before it is added to the ledger. The percentage of users that must sign the block for it 

to be valid is usually tailorable on private Blockchains. Although this can be a simple, tailorable, and 

a beneficial method for a private blockchain, it is unlikely to be used for public Blockchains. 

 

Practical Byzantine Fault Tolerant 

 

The Practical Byzantine Fault Tolerant (PBFT) mechanism was first mentioned in 1999, when two 

individuals from MIT published an academic paper describing how PBFT can be used to allow 

systems to continue to work correctly even when there are software errors[40].  

 

PBFT is based on the Byzantine general’s problem. This problem is the idea of a group of generals, 

each commanding part of the Byzantine army. Each part of the army surrounds a city, and the 

generals can only communicate by messenger. Each group can choose to attack or retreat. If one (or 

more) of the generals involved is a traitor distorting messages (in an attempt to ruin the plan), then 

how many traitors would be needed to ‘overthrow’ the unified force[27]? This is translatable in 

terms of computers and digital assets. In a Blockchain system, nodes can be compared to generals. 

How many malicious nodes (traitors) can be present before the system’s reliability is damaged?  

 

The Hyperledger project, an open-source Blockchain platform hosted by The Linux Foundation, 

utilises the PBFT mechanism. The purpose of the Hyperledger project is to allow developers to 

create their own digital assets with a distributed ledger. In the Hyperledger PBFT system, each node 

publishes a public key. Messages coming through each node are signed by that node to verify its 

format. After enough identical responses the transaction is deemed valid[41].  

 

PBFT is a good mechanism for a digital asset transaction system requiring low latency (high 

transaction volume but not a large throughput). Consensus can be reached fast and efficiently using 

this mechanism, and the system does not require hashing power as part of its process[28]. 

However, PBFT has three disadvantages. Firstly, PBFT comes at the cost of anonymity; all parties 

need to agree on the exact list of network participants. Off the back of this, membership in this 

system is set by a central authority[28]. Thirdly, with no mining incentives, there may be no reason 

for nodes to behave.  

 

Federated Byzantine Agreement (FBA)  

 

Federated Byzantine Agreement (FBA) is also based on the Byzantine general’s problem. This 

mechanism assumes network participants know all of the other participants. Each node can also 

distinguish other nodes which it considers important. Essentially, FBA relies on small sets of parties 

who trust each other’s information. A node in question waits for other nodes to agree on a 

transaction before considering the transaction settled. If enough sets of trusted parties form (the 

majority of the network), then consensus is achieved.  

 

Ripple (a software company specialising in financial settlement) created a protocol based on 

maintaining robustness in the face of Byzantine failures. Using an iterative consensus process, it is 

energy efficient, and it can take only a few seconds to finalise transactions[42]. The mechanism uses 

a native currency called XRP (ripples), and as of early 2017, Ripple was the third-largest 

cryptocurrency by market capitalisation[43]. 
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Stellar, an open-source protocol for value exchange, is also based on FBA. The founder, Jed McCaleb 

(who originally worked for Ripple), ensures they have “tested to 100 million accounts and a few 

hundred transactions per second”, and that the system currently holds up under those loads[44]. 

This shows the scalability of the mechanism. However, it is not suitable for systems where 

decentralised control is an imperative. 

 

Leader-Based Consensus 

 

In leader-based (or leader-elected) systems, a leader is elected by the network, who then validates 

transactions and sends data to the other nodes. This node stays in control until a vote decides on a 

new leader.  

 

One example of this consensus model is PAXOS, an academic protocol that is deemed complicated 

and difficult to implement in real-world conditions[45]. An alternative (but similar) protocol to 

PAXOS was developed and published in 2014. The mechanism was named RAFT, and was supposed 

to be easier to understand and utilise. More alternative leader-elected mechanisms have been 

developed since, including Tangatoa and Juno12[27]. None of these mechanisms have truly became 

mainstream, showing that there are probably better consensus mechanisms that are available. 

 

Proprietary Distributed Ledger 

 

A Proprietary Distributed Ledger (PDL) is a ledger that is unique in nature. It may or may not be 

based off existing consensus mechanisms[27]. However, PDLs relate to an owner; a central entity or 

a consortium (several companies). Potential scenarios that PDLs could be suitable for include: supply 

chains, trading groups, or companies that want to work together but are competitors. 

 

As an example, the technology and chipmaker company ‘Intel’ came up with their own consensus 

mechanism called Proof of Elapsed Time (PoET). The protocol is similar to proof-of-work but is 

advantageous as it uses less electricity. Other benefits include scalability, as well as a pre-existing 

trust between participants that allows for agreed upon security measures[31]. An obvious 

disadvantage is that PDLs require trust in the central authority (e.g. Intel). Some may argue that the 

whole reason for Blockchains in the first place was to remove third parties and intermediaries.  

 

Node to Node (N2N) 

 

A Node to Node (N2N) system encrypts transactions between nodes, but only the nodes involved 

have access to the data. These systems are suitable for the regulated financial industry as third 

parties (e.g. regulators) may have opt-in privileges[45]. Therefore, a benefit of this method is a high 

degree of transaction confidentiality.  

 

An example of a N2N system is R3 CEV’s ledger ‘Corda’, aimed at banking consortiums. Using a set of 

rules that participants have agreed upon, an environment is created where everyone has access to 

the same data. Despite initially being dubbed a Blockchain platform (and receiving financial backing 

from more than 70 of the world’s biggest financial institutions)[46], there has been disputes whether 

Corda is in fact a ‘shared ledger’ platform which does not officially use Blockchain technology[47]. 
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Types of Blockchain (Public vs Private) 

 

Public vs Private – Definitions 

 

Although the report has so far focused on public Blockchains (specifically Bitcoin’s Blockchain), 

Blockchains can be public or private. There is also arguably a ‘meet-in-the-middle’ Blockchain – a 

consortium (or hybrid), however some people prefer to classify this as a private Blockchain. This 

section of the report will look at what defines the Blockchain type, as well as advantages and 

disadvantages. Below are brief summaries of the 3 types: 

 

Public – A Blockchain that anyone in the world can (theoretically) be part of – sometimes referred to 

as a ‘permissionless’ Blockchain. Participants can read the ledger, send transactions, and be part of 

the consensus process. There is usually little (or no pre-existing) trust between participants. 

However, using cryptography, consensus mechanisms, and possibly incentives, the Blockchain can 

be seen as secure and trustworthy. As a result, central authorities are not needed. 

 

Hybrid/Consortium – A Blockchain where the consensus process is controlled by pre-selected nodes. 

Pre-existing trust normally exists to some extent. In a blog by Ethereum co-founder Vitalik Buterin, a 

consortium Blockchain is described as “partially decentralised”. The blog extends the definition with 

an example; imagine 15 financial institutions, each operating a node. For a block to be valid, at least 

10 of these 15 institutions must sign the block. The Blockchain ledger may be partially public 

(everyone can read it, but not write to it) or restricted to the participants[10]. 

 

Fully Private – A Blockchain where write permissions are kept centralised to one organisation – 

similar to a database (but with cryptographic auditability). Read permissions can be public or 

restricted. Use cases could include auditing purposes, or simply a more secure database 

management system. 

 

Again, it is worth noting that ‘consortium’ and ‘fully private’ Blockchains can simply be referred to as 

‘private’ Blockchains. From this point onwards, the report will refer to only public and private 

Blockchains. 

 

Advantages and Disadvantages of Blockchain Types 

 

There are many different views on whether there is room for both public and private Blockchains to 

prevail. Some experts believe a blend of the two types could even be foreseeable[48]. Although 

there is some overlap, below is a summary of the advantages and disadvantages of both types: 

 

Advantages of Public Blockchains: 

 

- Resistance to censorship. Public blockchains can’t simply be taken ‘offline’, and developers have a 

way of saying ‘I have no power to do this, even if I tried’. Eric Larchevêque, CEO of Ledger (a 

Blockchain solution provider) believes “public Blockchains with censorship resistance have the 

potential to disrupt society” whereas “private Blockchains are merely a cost-efficiency tool for 

banking back offices” [49]. 
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- Decentralisation. Trust does not arise from a centralised authority, since the Blockchain is 

maintained by the underlying mathematics (and the users themselves). Having no centralised point 

of failure ensures reliability and longevity. If one node fails, the Blockchain can still process 

transactions. 

 

- Openness. Any users can broadcast transactions (that conform to the protocols used). Being 

permissionless and public means greater amounts of people will willingly ‘take part’. Having more 

entities using the system means it is more likely to be sustainable over time. Bitcoin has incentivised 

people to mine for example, so more nodes join the network to compete for the block reward. 

 

- Immutability. Over time, the Blockchains history will not change (only grow). Transactions and 

related information cannot be deleted since public Blockchains are designed to be append-only. This 

makes the ledger more trustworthy. 

 

- Disintermediation. Although private Blockchains are still be peer-to-peer, public Blockchains allow 

both producers and consumers to avoid the use of intermediaries. This should theoretically mean no 

bank charges of levied charges when transacting goods/services. 

 

Disadvantages of Public Blockchains: 

 

- Often secured by hashing power. Most cryptocurrencies use the proof-of-work system. If this 

system is used, it is possible for fraudulent activity to take place on a network if someone ‘rich’ 

comes into play. Even worse, the network could be taken down. For example, a ‘51% attack’ was 

potentially possible on the Bitcoin network when a pool from China (GHash.IO) held 54% of the 

hashrate for a day – before the situation was swiftly responded to[24].  

 

- Computational resource needed. Although different algorithms can mean less need for 

computational power, it is still likely that a public Blockchain will have more users in comparison to a 

private Blockchain. Nodes normally need to meet a basic hardware requirement, costing money in 

terms of hardware and electricity. This means scalability problems are also a potential disadvantage. 

 

- Privacy concerns. Although identities are normally hidden, this doesn’t mean it is impossible to 

trace users. In one example, when signing up to Blockchain services, emails are often used. These 

emails are potentially linked to a real user. This brings up a whole new question, whether this is a 

disadvantage of Blockchain technology, or a fault from the service providers. 

 

- Security concerns. Despite cryptography being used, there’s often security concerns associated 

with public Blockchains. One example is a potential eclipse attack, which is described as “crippling 

one of the nodes in such a way that it fails to interact with other nodes”[50]. Bitcoin’s Blockchain 

may be seen as secure, but there are many other public Blockchains in the world. 

 

- Irreversibility. Although the immutable and irreversible characteristics are often seen as a positive, 

if a legitimate user loses (or accidentally reveals) their private key on a public network then this can 

mean a loss of assets. 
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Advantages of Private Blockchains: 

 

- Flexibility. Companies/consortiums running a private Blockchain can potentially change the rules of 

the system. This means transactions can be edited if needed. For example, an Ethereum blog brings 

up a valid point that this functionality would be a necessity in a land registry (transaction) 

system[10]. The ability to give chosen individuals different read/edit/write permissions is also 

possible.  

 

- Validators are known. Having designated mining nodes and known identities can reduce the risk of 

an attack (since nodes are considered trusted). Traceability also becomes a factor, as any ‘frowned 

upon’ activities can be linked to individuals. 

 

- Smaller amount of nodes. Less users on the network can mean cheaper transactions (thousands of 

high processing power machines are unnecessary). A smaller network also means faults can be fixed 

quicker.  

 

- Shorter block creation times. Mass consensus amongst nodes may not be needed. Trusted nodes 

mean mechanisms can be used which lead to (almost) instant confirmation of blocks. 

 

- Greater level of privacy. Permissioned Blockchains mean read and write permissions can be 

restricted. If an organisation only wants a small number of people to be authorised to have access to 

the Blockchain data, then this is possible. 

 

- No cryptocurrency needed. Public Blockchains like Bitcoin and Ethereum often use their own 

cryptocurrencies. In the case of Ethereum, ‘Ether’ (a ‘crypto-fuel’) is a necessary element for 

operating the distributed application platform. A private Blockchain would not need this. 

 

- Enhances collaboration. A consortium model is a good way of working with competitor firms – for 

example, using a private Blockchain as a way to have a cryptographically secure balance sheet with 

another organisation. Private Blockchains also have the potential to make supply chains more 

efficient. 

 

- Cryptographic auditing. Private Blockchains can be used in a similar way to a decentralised 

database, but the cryptography behind it ensures trustworthiness. Max Kordek, CEO of Lisk (a public 

Blockchain platform) believes “a private Blockchain is a great first step towards a more cryptographic 

future”[49]. 

 

Disadvantages of Private Blockchains 

 

- The technology is still in its infancy. There are still misunderstandings about the technology, and 

whether or not it can truly have an impact in everyday organisations. One example, is that 

companies such as Santander and Goldman Sachs previously invested in R3 CEV’s Blockchain and 

then later pulled out[51].  

 

- Regulatory status. Although Blockchain-as-a-Service was approved for use by the UK government, 

there are still other regulatory and legislation concerns. Public Blockchains also have this problem, 

but this is particularly an issue with private Blockchains since one of the main reasons they were 

introduced was to be used by financial companies. In a PwC article, the CEO of Coin Sciences Ltd 
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(who offer a private Blockchain solution) stated: “Blockchains only really work legally if they’re also 

controlled and permissioned. Otherwise the entity issuing an asset is exposing itself to the wrong 

side of the law”[48]. 

 

- Potentially an unnecessary expense. Some people will argue that although a private Blockchain 

adds some layers of encryption, it still doesn’t justify the cost. For example, Brian Hoffman, founder 

of OpenBazaar (a decentralised network for peer-to-peer commerce) said “I personally don’t believe 

that private Blockchains provide much added value above a privileged database and have yet to 

really see a necessary use case for them”[49]. Having a private Blockchain may not be too different 

from a regular database system either – especially from a security standpoint. If access is gained to 

the ‘controlling’ keys, the network can still be corrupted. So why spend excessive amounts of money 

on something which practically already exists in organisations?  

 

Summary of Public vs Private Blockchains 

 

Ultimately, the choice of Blockchain comes down to what is required by the company deploying the 

technology. Both public and private Blockchain companies have received backing in the form of 

generous investments.  

 

Due to renowned companies offering ‘complete’ Blockchain solutions ready for immediate use, 

there are already too many private Blockchains deployed to keep track of. These companies include 

Deloitte (offering Rubix), AlphaPoint (offering StreamCore), and Monax (creators of Eris Industries). 

Microsoft also offer “Blockchain-as-a-Service” (BaaS), which allow users to deploy nodes within 

Microsoft Azure (the cloud service). Finally, another popular option is MultiChain, a ready-to-use 

platform for launching private Blockchains. These Blockchains can be deployed rapidly on a desktop 

computer[52]. 

 

Popular companies that have public Blockchain offerings include Ethereum, Ripple and Hyperledger. 

The next section covers more of these companies, actual Blockchain applications, and their 

profitability. 
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Current (Mainstream) Blockchain Uses and Companies 

 

So far, the report has predominantly covered the theory behind Blockchain applications, without 

necessarily covering actual uses for the technology. This report categorises Blockchain applications 

into 8 main categories:  

 

- Currency 

- Payment Infrastructure 

- Smart Contracts 

- Digital Assets 

- Identify  

- Verifiable Data 

- File Storage  

- Voting 

 

Each of these Blockchain areas will be analysed in the next section in the form of a SWOT analysis, 

however the report will first cover some of the mainstream uses and companies related to each of 

the Blockchain areas. 
 

Currency 

 

As already discussed, the original use of Blockchain technology was to allow peer-to-peer 

transactions of ‘money’. As of March 2017, there were over 740 cryptocurrencies that had a 

circulating supply[43]. Some popular cryptocurrencies that can be invested in include: Dash, Monero 

(XMR), Ripple (XRP), and Litecoin (LTC). 

 

Bitcoin – Although this report has already covered the technical aspects of Bitcoin in detail, there are 

still doubts whether Bitcoin (the most popular cryptocurrency) is profitable to invest in, in 2017. 

Some people may wonder what makes bitcoins valuable in the first place; however they’re scarce 

and useful. The shift to people using digital currencies has made the value of bitcoins rise from 

approximately £25 in March 2013, to £1050 in March 2017[53].Being the first mover in the 

cryptocurrency industry has also led Bitcoin to hold the largest market capitalisation by far (almost 

10 times the market capitalisation of its nearest competitor)[43]. However, it is worth noting there is 

no official bitcoin price. Bitcoin’s price is set by what people are willing to pay (supply and demand). 

CoinDesk is an example of a site specialising in Bitcoin prices. 

 

There is undoubtedly interest in the currency, for example, Forbes ran an article detailing that there 

was significant movement on Wall Street (in 2015). The New York Stock Exchange launched a Bitcoin 

index (NYXBT), and the Bitcoin Investment Trust (GBTC) began trading[54]. 

 

Despite Bitcoin clearly taking off, the question is not just whether you should invest in Bitcoin, but 

also how to invest. There a 5 main ways of investing: buy and hold, daily trading, Bitcoin mining, 

selling mining equipment, and investing in Bitcoin-related companies.  

 

Although it is a finite resource, the price of a bitcoin is extremely volatile. Investing more than you 

are willing to lose may be risky, with any negativity towards the currency (particularly in the media) 

likely to have an impact on the overall worth of bitcoins. A piece of advice would be to have a solid 
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plan: be knowledgeable on how to store bitcoins (to avoid losing the currency), understand the 

market, and have a set goal to know when to ‘cash out’.  

 

From a venture capitalist point-of-view, investing in companies that have acknowledged Bitcoin as a 

reliable and tradeable currency is a high risk, high reward strategy. In one example, EVR (a small New 

York City Bar) gained a lot of attention for being the first NYC bar to accept Bitcoins back in 2013[55]. 

Bigger and more reputable companies that also accept bitcoins as payment (albeit through Bitcoin 

processing partners) include: Microsoft, Subway, Reddit, Tesla Motors and Virgin Galactic[56]. 

 

Payment Infrastructure 

 

Although it is linked to the currency category, payment infrastructure is another Blockchain 

application. Cryptocurrencies such as Bitcoin can be bought, sold or traded.  

 

BitPay – Founded in 2011, BitPay offers payment processing services for Bitcoin. As of 2017, it is one 

of the largest processing services for merchants, allowing small and large businesses to accept 

Bitcoin payments from customers anywhere on earth. Their partners including Microsoft, PayPal and 

Warner Bros Records. The total equity funding for the company reached $32.51 million in 3 rounds 

(from 17 investors, including Richard Branson)[57].  

 

Abra – Although Abra has not reached the UK at the time of this report (early 2017), there is a lot of 

media coverage for the peer-to-peer digital cash start-up. The Silicon Valley-based company are 

beginning their global rollout, with its wallets supporting buying, selling and storing bitcoins as well 

as over 50 traditional currencies. According to the popular Bitcoin and Blockchain news site 

CoinDesk, $14 million has been raised so far in venture capital funding[58]. 

Other notable mentions include Santander, Bitbond, Coinbase and Circle. Santander were the first 

bank in the UK to use Blockchain technology for international payments[59]; Bitbond is a German 

peer-to-peer bitcoin loaning platform; Coinbase claim to be “the world’s most popular way to buy 

and sell bitcoin and Ethereum”[60]; and finally, Circle are a payment app “on a mission to change the 

global economy”[61]. Circle allows peer-to-peer payments utilising traditional fiat currencies, and is 

backed by $136 million from investors including Goldman Sachs[62].  

 

Smart Contracts 

  

Smart contracts are programmable digitised contracts (entered on the Blockchain) that execute 

themselves automatically under the right circumstances. For example, bitcoins, property, shares (or 

anything of value) can be released by the contract under certain conditions, rather than having to 

trust a single central authority. Smart contracts are essentially computer programs that work on an 

‘If-Then’ premise. Real examples include: 

 

- Imogen Heap, a Grammy-award winning British musician, released her single “Tiny Human” using 

Blockchain-based technology. Buyers pay for her single on the website Ujomusic.com, using 

Ethereum’s currency Ether, before the audio file is ‘released’ to the user[63]. 

 

- IBM believe Blockchain-supported IoT (Internet of Things) networks of energy grids will enable 

peer-to-peer transactions of energy. In one example, excess rooftop solar energy can be sold to 

other users who need the energy[64]. 
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- Slock.it allow apartments to be rented via a smart contract; once the funds for the apartment have 

been received, then the apartment access code and digital receipt are released. If the access code is 

not given within the encoded time limit, the funds are reimbursed[65]. 

 

Ethereum – Ethereum is an open-source, non-profit, crowd-funded project. It is a decentralised 

platform that allows a network of peers to run smart contracts (that run exactly as programmed). 

The goal is to have smart contracts to run without any downtime, censorship, fraud, or middleman 

interference. These apps run on a custom built Blockchain allowing ‘value’ to be moved about[66]. It 

is thought these decentralised apps (coined ‘DApps’) will likely soon become ‘consumer apps’, with 

many currently in development. Decentralised applications (particularly ones that are also 

distributed) are promising due to their fault tolerance[67].  

 

                  
                                     Figure 4: The three types of software applications[68] 

 

Ether (ETH), technically a cryptocurrency, helps operate the distributed platform. It is the incentive 

that ensures developers create quality applications. It is needed to build, access and interact with 

smart contracts on the Blockchain. However, Ethereum’s website prefers to refer to Ether as a ‘fuel’ 

or ‘crypto-fuel’. The website states that Ether is intended to be treated as a token whose “purpose is 

to pay for computation” rather than to be used as a rival for bitcoins or other cryptocurrencies and 

assets. Ether is currently mined via the proof-of-work consensus (blocks are created every 12 

seconds)[69].  

 

Using an Ethereum wallet as a gateway to decentralised applications on the Ethereum Blockchain, 

users can hold Ether or other assets built on the platform. Ethereum wallets also allow contracts to 

be written and deployed. Smart contracts are normally wrote in the language Solidity (similar to 

JavaScript), but Serpent (a Python-like language) and LLL (based on Lisp) can be used[70]. 

 

Ethereum’s co-founder Vitalik Buterin hopes the project will allow the formation of “decentralised 

autonomous organisations”— virtual companies that are essentially sets of rules running on 

Ethereum’s Blockchain[2]. 
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The DAO – Despite the global hype of Ethereum, Communications of the ACM cites the rise and fall 

of The DAO – a decentralised autonomous organisation based on Ethereum technology[71]. The 

DAO was an investor-directed venture capital fund that had an objective to provide a new 

decentralised business model for enterprises[72]. A series of smart contracts would raise funds for 

Ethereum-based projects, and these funds (ETH) would be distributed depending on the votes of the 

community[73]. The system was built with the purpose of being stateless, and not tied to any nation 

state[74].  

 

Funding for The DAO project ended on May 28th 2016, with the project becoming the highest funded 

crowdfunding project in history. The total amount raised was ETH 11.5 million, equivalent to over 

$150 million (from 11,000 investors)[75]. According to the The New York Times, on May 27th 2016 

(one day before funding closed), a paper was released by a group of computer scientists describing a 

number of security vulnerabilities with The DAO[76]. 

 

On June 17th 2016, The DAO was subject to a hack which removed approximately 3.6 million Ethers 

(equivalent to more than $50 million at the time)[75]. After much debate from the community, a 

controversial hard fork (see Figure 5) was implemented on July 20th 2016. This returned the Ether 

from an account owned by an unknown hacker to a new smart contract designed to let original 

token owners withdraw funds[77]. 

 

 
 

          Figure 5: An illustration of a hard fork, in an attempt to reverse transactions [78] 

 

Digital Assets  

 

Blockchain technology can help with creating, issuing, transferring, trading and controlling digital 

assets (such as stocks and bonds). A lot of these assets are created using protocols on top of the 

Bitcoin Blockchain. Although there are too many companies to name in this space, some recent and 

notable examples include: 

 

Chain Core – Technology company ‘Chain’ offer Chain Core, an infrastructure software that enables 

financial assets to be issued and traded on permissioned Blockchain networks. A federate consensus 

mechanism is used ensure the immediate confirmation of transactions. Chain Core is built 

specifically for financial services companies, with the company meeting security and governance 

demands by working with the likes of: Visa, Citigroup, NASDAQ and Fidelity[79].  

 

Chain do not offer help with hosting, however Microsoft’s Blockchain-as-a-Service allows users to 

run Chain Core on Azure (a cloud platform)[80]. After being founded in 2014, Chain went on to raise 
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$43.7 million over 3 rounds of funding. The last round of funding reached $30 million in the summer 

of 2015[81]. 

 

Hyperledger, IBM and Northern Trust – Northern Trust (NT) partnered with IBM in February 2017 to 

launch the first commercial deployment of Blockchain in the private equity market. Using a solution 

based on Hyperledger Fabric (an innovative Blockchain for managing assets, agreements and 

transactions[82]), NT are managing a private equity fund managed by Unigestion – a Swiss-based 

asset manager with over $20 billion worth of assets[83]. 

 

In a blog by IBM, the company describe how the Blockchain technology can help NT by eliminating 

much uncertainty, opacity and worry via Hyperledger Fabric’s trust, transparency and security. Fund 

information is shared and accessed using cryptography (digital keys) and permissioning. Participants 

involved with the private equity ecosystem each have a unique ledger and node; thus creating “a 

single version of the truth”. One particularly interesting aspect is that the Guernsey Financial 

Services Commission, the regulator, can access the ledger[84]. 

 

EquiChain – Described as a Blockchain for Capital Markets, EquiChain is a London-based FinTech 

start-up that wants to drive market efficiency. Furthermore, the company want to improve global 

investor access in frontier markets. Although the solution is still patent-pending (as of March 2017), 

EquiChain hope to enable “direct interaction and exchange of value between incumbent 

participants” but without needing multiple (inefficient) touchpoints. EquiChain have had one initial 

funding round in 2017, however details of the deal have yet to be shared[85].  

 

Identify  

 

Blockchain technology can offer a solution to many identity issues, by managing and tracking digital 

identities in an irrefutable, immutable, secure, and efficient manner. For example, in an attempt to 

avoid the use of password-based systems, Blockchain identity authentication means you only need 

to know the transaction was signed by the correct private key; and whoever has access to the 

private key is the owner. Blockchain start-up Onename is an example of this, creating a ‘Passcard’, a 

“digital key to your identity”[86]. 

 

Many other companies in this space want to work towards the idea of a self-sovereign identity. This 

means from birth you will a get a Blockchain digital identity – similar to an electronic passport but 

with a lot more data. As you progress through life, key information such as qualifications and credit 

scores will irreversibly be added to your identity. This identity could be used for many things: maybe 

to apply for universities, establish social media accounts, or to open a bank account. 

 

ShoCard – ShoCard, founded in February 2015, have one vision: “Everyone will know, with certainty, 

who they are interacting with at any time, but with only the information they need for their 

purpose”. The company aim to provide a scalable solution that allows individuals, businesses and the 

government to verify/exchange identity information in a private and secure manner[87].  

 

Identity information that can be stored and exchanged includes biometrics such as fingerprints, 

voice, and facial recognition. The ‘identity’ is carried via the user’s mobile phone, and they can 

determine which details are shared. A cryptographic hash image of the individual’s ID or personal file 

is taken, and a digital signature of the hash is created and put on the Blockchain. The Blockchain is 

used as a public and immutable ledger that allows third parties (e.g. banks) to validate data[88]. 
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ShoCard use cases include: 

 

- Financial Institutions. For example, storing a user’s credit score tied to their identity. By hashing the 

individual’s score on the user’s mobile phone, and having the bank digitally sign it with their private 

key, information can be placed on the Blockchain so associated institutions can see it. 

 

- Airlines. Partnering with SITA, ShoCard have created an app that generates a travel token which will 

show all of the user’s associated travel documents as well as biometrics. As users board flights, staff 

can retrieve the passport, visas, and biometrics without the necessary paperwork.  

 

- Alternative to Passwords. Users can log into ShoCard enabled platforms without passwords. By 

linking their ShoCard ID with the website, any log-in attempts in the future will be without the need 

for remembering usernames and passwords. [89] 

 

The company held 4 rounds of funding in 2015, raising $1.5 million in seed money[90]. 

 

Verifiable Data 

 

Verifiable records of data, files, or business processes can be created via Blockchain technology. One 

example is in the land registry industry, using Blockchain to digitise real estate processes. Countries 

such as Georgia, Honduras and Sweden have all tested systems for registering and recording land 

titles[91].  

 

The diamond industry has also seen implementations of Blockchain technology to track diamonds 

“from mine to market”; this includes tracking features such as diamond cut and quality. In a 

Communications of the ACM article, it is stated that Everledger, a company involved with diamond 

tracking, have also considered applying Blockchain to fine art, vintage cars, and wine[71]. Other 

projects/companies related to verifiable data include: 

 

Tierion – A self-proclaimed pioneer of the verifiable data category, Tierion envisage a future where 

Blockchains can verify everything from patient records (in the health industry), to purchasing 

approvals of goods and services. Tierion claim to be the first system that could record millions of 

records in the Bitcoin Blockchain, generating a Blockchain receipt for each record. Tierion state that 

one use case of their service is insurance claims, with both parties involved given a verifiable record 

of the time and content of the initial claim[92]. 

 

In January 2017, Microsoft announced a partnership with Tierion, leveraging their technology to link 

data to a Blockchain, generating proof of data integrity[93]. Tierion raised $1 million in seed funding 

in April 2016[94]. 

 

Hyperledger, IBM and Maersk Line – Using Hyperledger Fabric, IBM and Maersk Line (the world's 

largest container shipping company) have ran a Blockchain pilot test. The purpose of the project is to 

create a verifiable supply chain that includes a network of freight forwarders, ocean carriers and 

ports. By the end of the year (2017), the goal is to get 10 million containers on the Blockchain (out of 

a total 70 million).   

 

In an article posted by the International Business Times, it states IBM estimate $38 billion per year 

can be saved via Blockchain technology in the maritime industry. In a test case scenario, tracking 



33 
 

avocados from Mombasa to Rotterdam, IBM estimated the cost of paperwork associated with the 

shipping container movement was $300 (15-20% of the entire operation costs). A vice-president at 

IBM (Ramesh Gopinath) said that later in the year there will be more clarity on exactly who would be 

running the permissioned network nodes[95].    

 

In an IBM press release, the company stated the Blockchains immutable, secure and transparent 

network would allow end-to-end visibility across the supply chain. Network participants should be 

able view the real-time progress of goods, as well as the status of key documents. As a result, fraud 

and errors should be reduced, products should spend less time in transit, inventory management will 

improve, and waste costs should be minimised[96].  

File Storage  

 

Decentralised file sharing networks may allow users to avoid having to place trust in cloud storage 

providers such as Dropbox, Google Drive and Microsoft OneDrive. The main Blockchain-based 

projects competing in this area so far are: Storj, Siacoin and Filecoin. 

 

Storj – Pronounced ‘Storage’, Storj is a cloud storage platform that aims to avoid being 

monitored/censored. It also aims to never have downtime. Storj encrypts user data, shreds the files 

into ‘shards’, before sending them out to a decentralised network of computers with easy to track 

basic metadata. Aspects of Blockchain technology such as: a transaction ledger, public/private keys, 

and cryptographic hash functions are a vital part of the system.  

 

 
                                            Figure 6: Visualising the Shard Process[97] 

 

Storj uses a cryptocurrency: Storjcoin (SJCX). The network is comprised of nodes run by users of the 

service (across the globe), who rent out their unused computer hard drive space in return for the 

cryptocurrency. The term the company use to describe renting out extra hard drive space is “Drive 

Farming”. No ‘farmer’ (similar to the concept of a miner) holds the entire user uploaded file – the 

files are also encrypted as extra safety. Any files that have been edited by the farmers will result in 

the node being identified as malicious (and therefore dropped). The network does not pay 

malicious/cheating nodes. Farmers compete to win files (the business of users), with users agreeing 

on competitive rates. Farmer’s computers must be left on at all times, however the system works in 

a way whereby node failures do not mean access to a file is lost[98].   

 

SJCX (the cryptocurrency) is a counterparty asset that uses the Bitcoin Blockchain for its transactions. 

The FAQ section of Storj’s website says that although Bitcoin compatibility is likely in the future, 



34 
 

reasons for using a new cryptocurrency are that bitcoins are too expensive and fluctuate too much 

(they don’t want the profitability of nodes to be affected). Furthermore, payments can be locked in 

micropayment channels, and Storj do not want to ‘hold up’ bitcoins while still testing the 

protocol[98]. 

 

The company state on their website that they have investment opportunities available. Currently, 

Storj have raised $4.3 million, including $3 million seed funding in late February 2017 [99]. 

 

Voting 

 

Currently, Estonia are the only country in the world that heavily rely on internet voting when it 

comes to legally-binding national elections. Approximately 25% of votes are cast online[100]. 

Security concerns are likely one of the reasons that almost no countries currently use online voting – 

something Blockchain could potentially solve.  

 

Follow My Vote – By casting votes as transactions, the Blockchain can keep track of the total 

number of votes on a network. Transactions/Votes are public, meaning everyone can agree on the 

final outcome as they can count the votes themselves. Furthermore, due to the audit trail, everyone 

can verify that no votes were changed or removed, and that no illegitimate votes were added[101]. 

 

In an example scenario, wallets could be issued along with a single coin (one vote). Each voter will 

then cast their vote online using a unique user ID and their private key, along with a webcam and 

government issued ID (as a means to authenticate themselves)[102].  

 

Follow My Vote’s CEO notes that his concept is gaining interest in countries such as Norway, Iceland 

and Germany. Similar Blockchain voting technology was used by Denmark’s Liberal Alliance (a 

political party) to vote for its internal elections[103]. According to CrunchBase, Follow My Vote 

raised $71.4 thousand in funding in 2016[104].  

 

Other 

 

Although this report has covered 8 main areas, there are possibilities of combining parts from each 

application group. For example, one Blockchain area worth briefly mentioning are Blockchain-based 

marketplaces (a mix between currency, smart contracts and payment infrastructure).  

 

OpenBazaar – Taking home three of five awards during the 2016 Blockchain Awards (including ‘Best 

New Start-up’), OpenBazaar is one of the most talked about Blockchain projects[105]. OpenBazaar 

intend to create a decentralised network for peer-to-peer commerce with no fees or restrictions. 

Instead of having a website, users download a program onto their computers to connect with 

others, allowing them to buy/sell goods using bitcoins. Once users agree to a price, the client creates 

a contract with both user’s digital signatures and sends it to a third party user who moderates the 

transactions. Two out of three of the people involved must sign the contract for bitcoins to be 

released[106].   

 

OpenBazaar raised an initial $1 million in seed capital, followed by $3 million of venture capital in 

late 2016[107].  
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Blockchain Application Profitability: SWOT Analysis 

 
Below are the 8 SWOT analyses which look at how investable each Blockchain application area 

appears to be. After each SWOT analysis, a short summary contains a decision on whether it should 

be taken as a serious investment opportunity. The section concludes with a justification of the single 

area which will be looked at in-depth in the report’s ‘Venture Capitalist Summary’ section. 

 

Currency 

 

Strengths 

 
- Cryptocurrencies have a combined market capitalisation of over $24,000,000,000 as of late 
March 2017; Bitcoin makes up over $16,000,000,000 of this value[43]. 
 
- 34 cryptocurrencies have a market capitalisation of over $10 million[43]. 
 
- There have been over 200,000,000 Bitcoin transactions, and over 12,000,000 wallets 
created[108].  
 
- The Bitcoin Volatility Index shows significant progress over the last 6 years, with the Index 
depicting a downwards trend (See Figure 8). 
 
- More than $270 million has been raised in Initial Coin Offerings (ICOs) since 2013, with over half 
of the top 20 crowdfunded projects being cryptocurrency related[109]. 
 

Weaknesses 

 
- Most ICOs do not offer equity in start-ups, but instead offer cryptocurrency discount prior to the 
currency becoming available from exchanges. This means ICOs sit outside of legal frameworks 
according to a Harvard Business Review article[110]. 
 
- An Australian mining group, Bitcoin Group, have faced many problems with Australian regulators 
after announcing they wanted to conduct the first bitcoin-focused Initial Public Offering (IPO). 
After several blocked attempts the firm raised $5.9 million (2016) from investors out of a target of 
$20 million. The Australian Securities Exchange said more capital needed to be raised, and a new 
application would have to be submitted[111]. 
 
- Cryptocurrencies often have a lot of negativity surrounding them, particularly with Bitcoin often 
being associated with the dark web. 
 
- The irreversibility of transactions can currently cause problems, ‘chargebacks’ or disputed 
transactions are possible via banks and card providers in the regulated world. There are also no 
Anti-Money Laundering laws or Know Your Customer frameworks. 
 
- According to a white paper by MultiChain, the Bitcoin Blockchain has limitations when it comes 
to capacity. The Bitcoin Blockchain currently supports 300,000 transactions per day (determined 
by the maximum blocksize), whereas Visa’s network in the US handles 150 million daily 
transactions[112]. With Bitcoin becoming too popular, network delays can happen and additional 
fees need to be paid to prioritise transactions. 
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Opportunities  

 
- Initial Coin Offerings (ICOs) or ‘Token Sales’ are becoming more popular; a spin on the traditional 
venture capital business model. Price dynamics determined by supply and demand mean a value 
of the currency can be decided on by participants. Two cryptocurrencies (Monero and NEM) saw 
2000% increases after ICOs in 2016[113]. ICO review companies also exist to provide independent 
and analytical research on Blockchain companies raising funds. 
 
- The liquidity of cryptocurrencies can offer big returns for investors. Investors do not necessarily 
have to wait long periods of time, having the ability to pull profits quickly and easily by converting 
cryptocurrencies to fiat currency. 
 
- The world is inevitably becoming more digital, with big name companies accepting Bitcoin and 
other cryptocurrencies as payment[56]. 
 

Threats 

 
- Cryptocurrencies can have varying political and government opinions associated with them. For 
example, Bitcoin is deemed illegal in 4 countries[114]. Governments may not be able to officially 
take down cryptocurrencies, but interactions between cryptocurrencies and fiat currencies could 
become throttled to the extent where they’re regarded as useless. 
 
- There’s arguably a lack of need for cryptocurrencies. Off the back of this, volatility of 
cryptocurrencies may render them worthless, there are no guarantees when it comes to return on 
investments. 
 
- Scalability issues, particularly with Bitcoin, could affect the profitability of investing in 
cryptocurrencies (see weaknesses section). As of March 2017 there is a strong debate whether 
Bitcoin should hard fork to deal with more transactions; this debate saw a temporary fall (24%) in 
the cryptocurrency[115]. 
 
- There is always the possibility of mining attacks, and hacks. For example, the 51% attack has 
caused concerns for proof-of-work systems. The Mt Gox exchange is also an example, whereby a 
Bitcoin exchange (note, it wasn’t specifically the Blockchains fault) was allegedly hacked with 
almost half a billion dollars stolen/lost[116]. Similarly, once cryptocurrencies have been bought, 
they need to be securely stored. Trust needs to be put into wallet providers. Although ‘cold 
storage’ (for example paper-based QR codes) is possible, this can be risky to store significant 
amounts of value. 
 

 

                                                Figure 7: Currency SWOT Analysis 
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                           Figure 8: The Bitcoin Volatility Index from 2011 to early 2017[117] 

 

Summary 

 

In terms of venture capital, cryptocurrencies aren’t the easiest thing to invest in; however ICOs and 

trading cryptocurrencies can certainly be a good way to make money. Despite the volatility and 

scalability issues associated with cryptocurrencies, the liquidity makes them attractive to buy and 

sell. Although cryptocurrencies won’t replace traditional currencies any time soon, and it is unlikely 

that majority of our generation will have electronic wallets, cryptocurrencies are here to stay. That 

being said, a serious venture capitalist that wants to make big returns (and actually invest in a 

specific company) may want to look elsewhere. 

 

Payment Infrastructure 

 

Strengths 

 
- Payment applications in the remittance space (especially cross-border) will likely take off due to 
the amount of money they can save. Taking Lloyds Bank as an example, their website suggests a 
payment of £9.50 is required to send funds internationally, and a minimum of £5 (or 0.25%) is 
charged for payments received[118]. Blockchain payment applications can potentially bring these 
figures to almost 0. 
 
- With cryptocurrencies on the rise, there needs to be exchanges to buy/sell value. Payment 
infrastructure applications are a necessity.  
 
- If managed correctly, bigger companies in the market should be able to prevail over competitors, 
whether it’s by exchanging currencies at lower rates, or partnering with renowned businesses 
(e.g. BitPay and Microsoft). In a slightly different example, BitBond (a Bitcoin lender), make 
interest on loans. Even if the bitcoin value changes, interest on initial payments mean they won’t 
lose money. 
 

Weaknesses 

 
- Business models for payment infrastructure companies are not always clear. Venture capital 
funded companies often use the initial funding to build their customer base before they figure out 
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how to actually monetise the market. This can lead to no return on investment, or a very long-
term investment project. Circle, a peer-to-peer payment company, admitted in a blog that 
although they “fully intend to be revenue-generating” they must first have a basic product that 
will be free[119]. To speculate on approaches to earning revenue: advertising, partnering with 
large technology companies (for a fee), or adding transaction fees may be possible approaches. 
 
- Many Blockchain-related payment infrastructure companies that exist are heavily dependent on 
cryptocurrencies. Fiat currencies can mostly be considered stable, however if cryptocurrencies 
become worthless then the majority of the Blockchain payment infrastructure market will 
collapse. 
 
- Payment infrastructure applications are not easy or cheap to create. It will be a hard industry for 
new companies to get into the space, requiring vast amounts of funding in the first place. 
Applications also likely need to be ‘the first of a kind’ to gain traction. 
 
- The industry has low switching costs for individuals if they do not like a payment service. People 
can easily opt out and buy, sell, trade, or transfer funds elsewhere. 
 

Opportunities  

 
- Investors in this space may profit significantly if there’s an increase in cryptocurrency uptake. In 
2016, 10 different cryptocurrencies had an increase in value of over 120%[113]. 
 

Threats 

 
- Legal and regulatory aspects can threaten this industry. BitLendingClub (a bitcoin lending 
platform) shut down after citing regulatory hurdles as the reason behind its decision[120]. 
 
- As mentioned in the ‘Weaknesses’ section of this SWOT analysis, cryptocurrency volatility is a 
problem. For example, some applications want to let people trade fiat currencies and 
cryptocurrencies. Imagine you did not want to take part in foreign exchange or trade deals, but 
instead wanted to send a friend or family member a bitcoin. You wouldn’t be happy to see that 
the £900 bitcoin that you had in your account has now turned to £750 overnight. Combined with 
low exit costs, the payment application market may not last long. 
 
- As with most long-term investments, a return is not always guaranteed. BitPay may have raised 
upwards of $30 million[57], yet one article analysing the company’s financial figures suggests the 
salaries they pay are greater than the revenue they generate[121]. Eventually, investors are going 
to want to make money. 
 

 

                                         Figure 9: Payment Infrastructure SWOT Analysis 

 

Summary 

 

Although Blockchain-related payment infrastructure companies will exist as long as cryptocurrencies 

are relevant, it is hard to see many profitable business models in this industry. It appears too many 

companies are surviving on venture capital without necessarily giving their investors the returns they 

want to see. In other words, many start-ups favour the Get Big Fast (GBF) approach, but lack long-

term sustainability. Any companies which do become profitable likely already exist, and do not 

require further funding. Regulatory hurdles is another reason to avoid investing in this area. 
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Smart Contracts 

 

Strengths 

 
- After cryptocurrencies, smart contracts are arguably the most talked about Blockchain 
application. Whether they’re used as legal contracts or not, they have many advantages which 
include: autonomy (self-executing, no middlemen), trust and safety (encrypted on a distributed 
ledger), speed and cost-reduction (less paperwork and manual hours), and accuracy (less forms to 
be filled out, with the terms encoded). Smart contracts also integrate well with IoT, AI and 
machine learning – see the opportunities section. 
 
- The Depository Trust & Clearing Corporation (DTCC) are partnering with IBM and venture capital 
funded start-up Axoni to move a significant part of their $1.5 quadrillion worth of securities to a 
distributed ledger. IBM’s vice president of Blockchain solutions stated that when the project is 
fully implemented, “the entire life-cycle of a credit derivative will be captured as a smart contract 
or a suite of smart contracts”[122]. This shows significant progress in the smart contract industry. 
If computers control contracts, every day business will become more efficient. 
 

Weaknesses 

 
- Governments will need to make a judgement on how to regulate contracts, something which has 
yet to be done. For example, how can governments tax these smart contracts? How will courts 
intervene if contracts violate laws? If contracts exist on the Blockchain, who will have jurisdiction? 
If a party involved with the contract did not have the legal capacity to enter the smart contract 
(e.g. underage), what will happen? Will there need to be industry standards and protocols 
produced for this concept to work? 
 
- Since smart contracts are made up of code, if the contract does not reflect what the parties 
understood their agreement to be (or if the outcome/effect of the code was represented to be 
different to what it actually was), then problems could occur. 
 
- Profit-making methods for companies utilising smart contracts aren’t always clear. Taking the 
music industry as an example, Ujo (which rides on Ethereum) is a platform for artists to use. The 
platform aims to let artists keep all revenue generated when songs are bought (and do not charge 
revenue-share fees). If sign-up fees aren’t applicable, and the website does not become large 
enough for advertising money to be made, why would investors want to give their money to a 
company? Users may also be inclined to use existing services such as Spotify, YouTube, iTunes or 
illegal downloads instead.  
 
- Using the music industry example again, smart contracts may be a huge amount of effort for 
every day consumers. To buy music on Ujo, it’s an exhaustive 7 step process (including 
downloading a wallet, buying currency, and verifying personal information on the music 
platform). This will certainly be off-putting for non-technical users. 
 
- For smart contracts to work, there needs to be someone with sufficient skills to code them in the 
first place.  
 
- It will inevitably take time for smart contracts to become mainstream. The lack of education and 
experience in IT departments will be an initial concern. Furthermore, there will need to be 
education for regulators and legal teams.  
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Opportunities  

 
- Smart contracts can help exchange anything of value including: money, property, jewellery, and 
shares. This makes them applicable in a number of industries, particularly the: healthcare, real 
estate, automobile, music, finance, and legal industries. This allows investors to invest in specific 
companies, industries, or smart contract providers. 
 
- Smart contracts have the potential to become commercially prominent. In an IBM/Samsung 
collaboration, a Samsung washing machine was configured to use smart contracts to “issue 
commands to a detergent retailer in order to receive new supplies”. Funds can be released by the 
device with the retailer shipping the detergent[123].  
 
- The future of legal contracts may involve a hybrid mode, involving a Blockchain that contracts 
are verified on, but with paper documents also filed. If this is the case, smart contracts can slowly 
be bought in with the hope of the smart contract concept taking over the industry in the future. 
 

Threats 

 
- Although the Blockchain may be secure, there’s always the threat of bugs getting into the smart 
contract’s code. With an immutable ledger, this may threaten the way smart contracts work. 
Similarly, hacking is also an issue. The notorious DAO attack is just one extreme example of this. 
 
- The idea of smart contracts may come across as very alien to every day individuals, especially 
those that are not computer literate.  
 
- A professor from Cornell University mentions that not all distributed applications featuring smart 
contracts may be beneficial. Cryptocurrency gambling applications are just one example[71]. 
 
- Going back to a previous example of a smart contract use case, the report mentioned the 
possibility of an apartment being rented out to an individual after receiving funds via a smart 
contract. A lawyer, Bill Marino, points out possible issues with this. For example, what happens if 
an incorrect apartment code is sent, or maybe the right code is sent yet the apartment is 
condemned before the rental date arrives[124]? The contract will perform no matter what, and 
there may be no legal team which can help the victim. 

 

                                                  Figure 10: Smart Contract SWOT Analysis 

 

Summary 

 

There’s no denying that smart contracts are an incredibly clever invention – they’re also applicable 

to many scenarios. Despite this, a lack of clarity around the legality of smart contracts will hinder the 

applications success in the near future. The DAO hacking is also concerning, particularly the amount 

of money that was stolen, and how quickly and easily it took place. There’s likely to be areas in 

which they do take off, especially in IoT use cases, but with Ethereum being both popular and open-

source, it’ll be hard for venture capitalists to make a profit on smart contract companies.  
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Digital Assets 

 

Strengths 

 
- The Digital Assets category has likely received the most amount of funding from investors. One 
example is the company Digital Asset Holdings, who received more than $60 million from the likes 
of IBM and Goldman Sachs[125]. 
 
- With many recent financial technology innovations happening on the front-end, Blockchain can 
help improve the back-end in post-trade processing. Many reputable companies are willing to trial 
the technology, such as NASDAQ. Their product, Linq, changes what is normally a paper-based 
system and makes the process “more efficient, more electronic and less prone to errors”[126]. 
 
- Blockchain technology can help financial companies to work with their regulators. In the 
NASDAQ example, a “special” node in the ledger network could be given to allow regulators to 
see what is happening with better transparency than we have today[126]. 
 

Weaknesses 

 
- From an investor’s point of view, there is a lot of top-competition in the industry. R3 CEV, a 
Blockchain group featuring more than 70 financial firms, was supposedly the next big thing – 
focusing on using R3’s Corda ledger. In late 2016, it was reported several companies had begun to 
pull-out including Santander and Goldman Sachs, both who invest in rival company Digital Asset 
Holdings[51]. In February 2017 it was also announced that 30 companies (including J.P. Morgan, 
Microsoft, and Intel) have come together to form ‘Enterprise Ethereum Alliance’, a group that will 
focus on foreign exchange markets and settlements[127].  
 
- As with a lot of Blockchain-based innovations, IT departments need training. The technology is 
still in its infancy, and most people are yet to fully understand what it is, or how it well help.  
 
- Most institutions are still making profit with centralised systems, and therefore it may be hard to 
see a viable reason to switch. The Australian Securities Exchange posted a paper in March 2017 
after investing $17.4 million in Digital Asset Holdings. After months of consultation, the paper 
states that the implementation costs of transitioning to the new system make the “economics of 
change unattractive”, with brokers also wanting the Blockchain to do more[128]. Essentially, high 
stakes can make it hard to justify shifting and investing in Blockchain. 
 

Opportunities  

 
- From a financial market survey, global management consulting firm Bain & Company found 
approximately 80% of executives believe distributed ledger technology will transform their 
industry. A similar percentage expect their companies to adopt the technology by 2020[129]. IBM 
also found 30 banks out of 200 surveyed believe they will already have live platforms in 
2017[130]. 
 
- Various studies estimate that Blockchains will save enormous amounts of money in the financial 
industry. According to Santander bank, by 2022 the technology could cut the industry’s bills by 
$20 billion a year[2].  
 
 



42 
 

- Global management consulting firm Oliver Wyman suggests expenditure in capital markets total 
$100-150 billion per year, with an extra $100 billion on top with servicing fees. They believe 
Blockchain technology can reduce the cost of providing securities services by 30 percent (or 
more)[131]. 
 
- Similarly, Accenture (consulting) published a report (January 2017) suggesting the technology 
could save banks $12 billion per year, cutting costs by more than 30% across the middle and back 
office[132]. Tackling settlement latency and avoiding the delays of days and weeks is just one 
example of how Blockchains can greatly reduce costs. 
 

Threats 

 
- The Blockchains unknown regulatory status will inevitability continue to cause concerns. In a 
Financial Times article (October 2016), a former CIO of UBS believes it will take a lot longer than 
expected for the technology to go mainstream. He notes that although regulators are embracing 
the technology’s potential, sandboxes are safe for playing around, but not in the real-world. 
Therefore, regulators will need to be sure large-scale platforms are 100 percent “bullet proof 
before they are released”[130]. There is no guarantee that Blockchains will withstand regulation 
pressures at all. 
 
- Innovative companies may relish the Blockchain, however investors could be put off by the 
resistance to change from organisations using bureaucratic systems. Not only does the idea have 
to be sold to the majority of important stakeholders, companies often aren’t set up in a way 
which allows them to deal with such a disruptive change to their organisation (leading to 
integration concerns). 
 
- As with any digital technology, cyber-attacks are a possibility. Even with the Blockchain touted as 
fully secure, the development of quantum computers may pose a threat in the future. 
 

 

                                                  Figure 11: Digital Assets SWOT Analysis 

 

Summary 

 

Although it may take time for financial institutions to adopt Blockchain solutions in place of 

centralised systems, this will be an investable area. Companies that work with banks and regulators 

before releasing solutions will prosper, avoiding legal issues as a result. The amount of money 

Blockchain technology will save the industry will lead to institutions paying large amounts for 

complete solutions. The three biggest worries with digital assets are: regulatory complications, 

resistance to change, and extremely large companies like Goldman Sachs and JP Morgan investing in 

their own Blockchain solutions (rather than a start-up). 
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Identify  

 

Strengths 

 
- The self-proclaimed number 1 website for Global FinTech insights, Let’s Talk Payments, released 
an article in February 2017 listing 21 pioneering companies that are working in the digital identity 
space. These companies offer a range of services such as: anti-counterfeit solutions, document 
verification (with smart contracts), and biometric security suites[133]. With so many companies 
working in this space, it’s likely several will be profitable to invest in. 
 
- There is currently a demand in the market for Blockchain-based digital identities, with Blockstack 
Labs being just one successful example. By offering personal identities backed by a Blockchain, the 
company already has a user base of 50,000 identities[134].  
 

Weaknesses 

 
- In a 2016 GOV.UK blog, the author (a technical architect) urges caution about the technology as 
it stands, citing the European Identity & Cloud Conference 2016 which highlighted issues with 
Blockchain in the identity industry. The article also states that expectations are high, but little 
evidence points towards success, with red flags including security issues (such as lack of key 
management), and scalability problems. According to the consensus of ‘identity experts’, there is 
a resounding agreement that Blockchain won’t revolutionise digital identity[135]. Identity 
processes can be improved, but if there is nothing majorly broken with the current system, then it 
appears expensive and complicated Blockchain systems are not necessarily required. 
 
- Using an earlier example from the report – ShoCard hope to use digital identities in the travel 
industry. For example, boarding a flight using travel tokens associated with your identity. This 
would all take place through a mobile phone application. The weakness with this idea is that 
bringing mobile phones into the equation immediately puts the older generation, and poorer 
individuals at a disadvantage. There also needs to be a clear plan in place, for example, what if a 
mobile phone breaks on the way to the airport? How can individuals access their ‘travel tokens’, 
especially if they’re the only one with the associated keys? 
 
- In reality it seems unlikely the idea of a self-sovereign identity will take off anytime soon. There 
is no logical plan of how to put every individual’s identity (including tribes or the homeless) on a 
Blockchain. Although the concept may work (if agreed upon by governments) from birth, it would 
still need to take worldwide adoption to be truly effective. 
 

Opportunities  

 
- Although the GOV.UK digital identity blog believes Blockchain won’t revolutionise digital identity, 
there are opportunities to use the technology in the future. One example is building a chain of 
evidence surrounding refugee camps where there is a need to prove identity[135]. Having 
multiple applicable areas gives a broad range of investment options.  
 
- ID2020 is a partnership that wants to capture attributes and credentials that can uniquely 
identify a person. It is working towards a U.N. Sustainable Development Goal, “legal identity for 
all”. The goal is to help all people become part of society, with a system in place by 2020. The 
system aims to be technically and legally compliant for all ages, genders and nationalities[136]. If 
mainstream projects like this take off, it will be more likely that the idea of Blockchain digital 
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identities will become a reality. 
 

Threats 

 
- Governments need to buy into the majority of these systems to make them successful. With no 
government uptake, many digital identity projects will fail. There is also the question whether 
governments would pay money for these systems, and if not, then the Blockchain identity 
category is unattractive from an investor’s point of view. 
 
- One big concern is what happens if a digital identity is compromised and fraudulent activity 
takes place. Not only is someone’s whole life on this identity, but the irreversibility of the system 
could cause big problems. On a similar note to the irreversibility point, one article brings up the 
issue of events such as changing gender, or changing nationalities for security reasons. It is 
unlikely that these individuals will want to keep a record of their past that they intend to escape 
from[137]. 
 
- The lack of established standards may prevent widespread adoption. Similarly, aspects of the 
proposed ideas may not work. Biometrics (for example fingerprints) will likely not work well on an 
infant. Currently, the risk and challenges of implementation probably outweigh benefits. 
 
- Public keys are arguably not convenient for user IDs, and private keys aren’t equivalents of 
passwords since they can’t be easily remembered. The GSM Association (a trade body 
representing mobile operators) notes that storing associated identities is a real challenge[138]. 
Although mobile wallets may help, there will always be security worries. 
 
- Jeremy Grant of Chertoff Group (an advisory firm) believes there is a “wave of ignorance” 
surrounding Blockchain in the digital identity area. He believes people often don’t know enough 
about the industry to speak intelligently on the subject. It’s possible this can lead to investors 
putting their money into ideas which are actually flawed[139].  
 

 

                                                      Figure 12: Identity SWOT Analysis 

 

Summary  

 

Self-sovereign identities are a fascinating concept, but without significant backing from governments 

around the world, the idea will never become a reality. Aspects of digital identity can be improved 

with Blockchain technology, however many experts are sceptical of the industry being completely 

reshaped. Therefore, Blockchain identity is an area to avoid investing in, at least until fundamental 

security issues have been solved.  

 

Verifiable Data 

 

Strengths 

 
- There is a genuine need for problems to be solved in the verifiable data category, and Blockchain 
can most definitely be a part of the solution. This is applicable to: land ownership, healthcare, 
supply chain management, and high-value item tracking. The opportunities section outlines some 
recent industries which are likely to significantly (and positively) change in the near future. 
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- Although people may argue Blockchain technology will be slow to make an impact, it is already 
being implemented (particularly in this category). The International Business Times reported that 
in 2016, Estonia secured 1 million electronic health records by integrating Guardtime’s Blockchain 
technology into Oracle’s database engine, combating insider threat as a result[140]. Guardtime 
also had revenues of $25 million in 2015, showing that they can make positive changes to the 
world as well as being an investable company[141]. 
 

Weaknesses 

 
- Investors may struggle to find a successful company to provide venture capital to that hasn’t 
already been bought out or partnered with a well-known technology company. Companies like 
IBM (with their Hyperledger partnership) and SAP Ariba (with their Everledger partnership) have 
cornered a lot of the market off using their experience and expertise[142]. Although there will 
always be start-ups that can be invested in, the competition from the large technology company 
partnerships will be hard to compete against. 
 
- Although Blockchain can solve many problems in this category, companies can be non-profit, and 
therefore are not viable investment opportunities. Bitland are an example of this, they help to 
record land ownership in Ghana, acting as a liaison to the government when disputes occur. 
However, they do not intend to make profit[143].  
 
- Blockchain technology is not necessarily the perfect solution to solve verifiable data-related 
issues. For example, Google’s AI-powered health subsidiary DeepMind Health will use Blockchain-
like features for data auditing (e.g. an append-only ledger), but there will be differences in the 
technology. According to a DeepMind blog entry, the ‘chain’ aspect won’t be used, and the system 
will be more centralised than a traditional Blockchain[144].  
 
- There are questions about who will control nodes in certain industries. Although it is easy to say 
paperwork aspects can be replaced (saving money), there needs to be an understanding and 
appreciation of the technology. If someone forgets to record information on the Blockchain (e.g. 
in the maritime/shipping industry), there could be some serious implications. 
 

Opportunities  

 
- Although mentioned on the strengths section, verifiable data Blockchain solutions are applicable 
to almost any large industry which has a need for supply chain management or verifying 
ownership. There are a wide variety of companies, solutions and industries that can be invested 
in.  
 
- In March 2017, Computer Weekly posted an article listing some Blockchain applications which 
are up-and-coming. Electron are building a system for recording UK energy metres, IBM and the 
US Food and Drug Administration are tracking personal health (with the help of IBM Watson), and 
Everledger are developing RFID tags for bottles of wine to track them on a Blockchain whilst 
ensuring they’re tamper-free[145]. 
 
- There are great amounts of money that can be saved using Blockchain solutions. For example, 
trading in the oil industry has “high processing costs”, and IBM, Trafigura (a commodities trading 
house) and Natixis (an investment bank) are currently building a Blockchain solution to solve this 
problem[146].  
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- Over in the e-commerce industry, it is thought half a trillion dollars of counterfeit/pirated goods 
are imported each year, with criminal organisations in Italy running a $16 billion business selling 
fake food and wine products. As a result, Alibaba have partnered with PwC (March 2017) to 
develop a “food trust framework” to improve its global supply chain[147].  
 
- In one more money-saving example, medical fraud is estimated to have cost around $30 billion 
in the past 20 years. PA consulting believe the technology to revolutionise the healthcare industry 
is here, it is the business process integration that needs to be looked at[148]. Therefore, an early 
investment in the technology could be lucrative for venture capitalists.  
 

Threats 

 
- Although DeepMind aren’t specifically using a Blockchain solution, they acknowledge a technical 
challenge surrounding complex design questions that need resolving. Different users of the 
system will have different needs[144]. In the medical industry, doctors, surgeons, nurses, 
pharmacists, and patients will all require different data for different purposes. These design issues 
may halt the progress of a ‘complete’ medical chain. Design and access issues are relevant to 
other industries too.  
 
- Legacy systems present challenges in many industries. New Blockchain systems need to be 
integrated and any old systems need to be interoperable until the switch is fully made. Initial costs 
(as well as operating costs) may further deter organisations from making the switch. 
 
- As with most Blockchain applications (not just in the verifiable data category), resistance to 
change, political issues, and training are three of the major problems. Using Blockchain 
technology normally requires a major overhaul to any sizable organisation that already has other 
systems in place.  
 

 

                                                 Figure 13: Verifiable Data SWOT Analysis 

 

Summary 

 

Since verifiable data can be applicable to a wide variety of industries including the: oil, energy, 

maritime, and healthcare industries, this makes the category particularly important when it comes 

to the future of Blockchain. Not only is there a broad range of problems to be solved in supply chain 

management, there are areas to save money/cut costs. There are also many start-ups which can be 

invested in, making this a good category to focus on. The main threats and weaknesses in this 

category are applicable to all Blockchain categories (e.g. training and resistance to change), and 

therefore this shouldn’t be highlighted as a significant problem.  

 

File Storage  

 

Strengths 

 
- The idea that no one has a complete copy of your file (not even in an encrypted form) is strongly 
appealing to users. Investors have also already seen the potential in the idea, with the likes of 
Google Ventures contributing to $3 million in seed funding (for the company Storj)[149]. Storj are 
also open to more investments, potentially a great opportunity for venture capitalists looking to 
invest in the near future. 
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- Storj claim their decentralised peer-to-peer model can be faster (by 10 times), cheaper (50% less 
expensive) and more secure than traditional storage solutions. They also believe there will be a 
99.99999% chance of no downtime[150]. If these statistics are true then users will start finding 
reasons to swap to this type of file storage.  
 
- The Storj community currently has over 8,200 farmers (renting out hard drive space) and more 
than 15,000 API users[151]. The numbers clearly show that there is legitimate interest in 
Blockchain file storage. 
 

Weaknesses 

 
- It appears it’ll be hard for Storj to start making profit in the short term. The company offer 1GB 
(per month) for $0.015, which is cheaper than the likes of Amazon S3 and Microsoft Azure ($0.023 
and $0.030)[98]. With Storj being a new company with a new concept, this will not be a sensible 
investment for venture capitalists looking for short term investments.  
 
- Using the Storj system to save files is not as easy as signing up and dragging files onto the web 
browser to save them. Users also cannot simply save a file on their device and hope for a backup. 
A terminal or command prompt must be used to upload files or download them from the system. 
See Figure 15. This will inevitably deter non-technical users 
 
- Although users simply wanting storage can pay in fiat currency, a cryptocurrency (SJCX) is 
involved in other aspects (such as farming). To convert this into real money, users will have to go 
through exchanges, lengthening the process. The volatility of cryptocurrencies can possibly be a 
weakness too. 
 
- The drive farming idea may sound like an attractive concept (renting out unused drives), 
however it may be more hassle than it’s worth. Storj’s FAQ section state that it would likely 
“require an upfront investment of a couple hundred dollars” to purchase equipment that can 
make a real profit[98]. For a user that has a spare 2 GB on their laptop, they’ll likely bring in 
pennies over a year (based on renting at $0.015). User’s also have to compete for the right to rent 
out their drives in the first place. 
 

Opportunities  

 
- Gartner believe that by 2020, the ‘cloud shift’ will affect more than $1 trillion in IT 
spending[152]. People are clearly interested in cloud technology, so an early investment in 
Blockchain cloud storage could give a big return on investment. 
 
- Storj care about minimising costs, in late March the company suggested moving from 
counterparty assets to the Ethereum Blockchain, which will further help the community to grow. 
[153]. 
 

Threats 

 
- Legal issues could possibly arise when it comes to storing illegal and indecent content using the 
system. Due to the encrypted nature of the system there is no way of checking exactly what is 
stored. If files stored turn into criminal activity, or if data exfiltration takes place then who is 
liable? Other legal issues could involve data becoming lost or unavailable; who will be liable in this 
situation?  
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- As always, there could be a slow uptake from widespread users. There are currently no 
significant studies which suggest users are not happy with using large corporations to back up 
their data (e.g. Microsoft, Google and Amazon). For example, Morgan Stanley predict that 
Microsoft cloud products will make up 30% of the industry’s revenue by 2018[154]. Individual’s 
that do not trust these companies may simply use physical storage instead of putting their trust in 
a start-up like Storj.  
 

 

                                                Figure 14: File Storage SWOT Analysis 

 

Summary 

 

Despite having speed and cost advantages, Blockchain file storage (as it currently is) does not appear 

to be an attractive investment. Interfaces for these companies are hard to use (see Figure 15), and 

the cryptocurrency (and wallet) aspects will deter non-technical users. Users attempting to make 

substantial amounts of money from spare storage will find it hard. Legal implications may also affect 

the industry at some stage. Finally, large technology companies such as Google, Amazon and 

Microsoft understand this market, and will likely continue to dominate. Google Ventures investing 

$3 million into Storj is likely a clever back-up plan just in case the idea does become a success. 

Venture capitalists should invest elsewhere.  

 

 

 
 

                                  Figure 15: Downloading files stored in a Storj ‘bucket’[155] 

 

Voting 

 

Strengths 

 
- Blockchains secure nature means once a transaction (vote) has taken place and is stored across 
thousands (potentially millions) of nodes, modifying it would theoretically require computational 
power that no single malicious user could bring together. In essence, no centralised system means 
tampering on a large-scale basis is not possible. 
 
- In paper-based voting systems, there is no easy way to detect a breach of security. For example, 
you can’t see if extra votes have been cast, or if votes have been removed or tampered with. 
Blockchain technology’s cryptographic and transparent nature is a huge advantage when it comes 
to voting. 



49 
 

 
- Follow My Vote, the most recognised Blockchain-related company in the voting industry, ensure 
elliptic curve cryptography technology is used. This helps keep the voting process secure, while 
protecting each voter’s right to privacy. This should stop individuals being personally identified 
with individual votes [156]. 
 
- In Follow My Vote’s current system, votes can be changed right up until the deadline – this stops 
the possibility of harassment and safeguards against pressured voting. Voting can take place from 
the comfort of your own home (unless stated otherwise by a government or authority controlling 
the vote system)[156]. 
 

Weaknesses 

 
- Although electronic voting may help ensure whatever vote is entered is correctly recorded, this 
does not solve general problems with voting such as dictatorship or corruption. Countries can 
have corrupt/incompetent political systems which count votes in different ways to sway 
outcomes – even if votes are not tampered with once cast.  
 
- Follow My Vote have only raised $71.4 thousand in funding. This figure is considerably low when 
you compare it to other Blockchain start-ups which have raised upwards of $100 million[104]. 
 
- Follow My Vote have open sourced their code, they simply wish to “reduce costs of our elections 
and free up taxpayer money”[101]. This makes the industry hard to invest in. 
 

Opportunities  

 
- Currently only Estonia heavily rely on internet voting in legally-binding national elections. 
Although this may be seen as a weakness, there is the potential for countries and parties to trial 
the technology. The Government-owned Australian Post, Russia’s central securities depository 
(NSD), Abu Dhabi’s Stock Exchange, Denmark’s Liberal Alliance party, and Estonia’s e-residency 
program have all trialled Blockchain voting systems[157]. 
 
- There are multiple white papers on the benefit of Blockchain electronic voting, and the idea is 
gaining traction[158][159]. 
 
- There are hybrid options available for e-voting, a full electronic process does not have to come 
into effect straight away. Dr Jeremy Clark, who specialises in cryptographic voting (Concordia 
University), suggests “an end-to-end verifiable voting system that uses a Blockchain as a public 
ledger but requires voters to show up and vote in” as an excellent first step[160]. 
 
- In a 2015 digital democracy report published by the House of Commons, it was stated “In the 
2020 general election, secure online voting should be an option for all voters”[161] 
 

Threats 

 
- The biggest concern is probably the ease of convenience when it comes to voting. Voting needs 
to be accessible to everyone, not just technology literate individuals. The concept of 
public/private keys and wallets can be seen as complicated. 
 
- Although the Blockchain is thought to be secure, we can assume there is still a possibility of a 
serious hack one day. Estonia’s current system may not use Blockchain technology, but an 
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independent report states that there are “staggering gaps” in operational security and the 
architecture of the system. The report also believes cyberattacks from the likes of Russia are 
possible[162].  
 
- If there was a way for malicious users to link the wallet/transaction to an identity (affecting 
anonymity), this could cause huge concerns. There has yet to be concrete evidence that this 
Blockchain-style of voting will indeed work on a large-scale. 
 
- Follow My Vote admit that although they have hired malware analysts, and can minimise threats 
by avoiding web-based platforms, there are no real safeguards against malware on a voter’s 
device. In addition, wallets can be lost or fall into malicious hands if the user is not careful[156].  
 

 

                                                            Figure 16: Voting SWOT Analysis 

 

Summary 

 

Internet voting will inevitably be an option in the near future, and Blockchain technology can be a 

great aid in helping voting become secure. Even if a Blockchain is only used to verify results, and 

voters still need to turn up to a physical location (a hybrid model), the technology will have an 

impact. However, with Follow My Vote’s code being open-source, it will be hard for this area to be 

profitable. If governments or groups do wish to use Blockchain-based voting, it is likely they’ll 

partner with an already established technology company (e.g. IBM or Microsoft) to implement the 

system, rather than a start-up.  

 

Final Decision 

 

From the SWOTs undertaken, it is clear that there are vast amounts of uses for the technology, and 

many will have a significant and positive contribution to our future (such as internet voting). Despite 

this, it doesn’t make Blockchain solutions necessarily profitable. Companies often fail to offer 

convincing business models, such as start-ups that fall in the payment infrastructure category. 

 

Overall, there are several ways to make profits off the technology. Offering consultancy services, or 

project/product managers are examples of utilising human services to make profits, however this is 

no use to venture capitalists looking to invest in specific Blockchain applications. Investors need to 

find companies which can offer bespoke or complete solutions (for a fee) which will help customers 

cut costs and save money. By charging on-going maintenance and support fees (potentially 

Blockchain-as-a-Service), these start-ups can have viable business models.  

 

Although there will be many Blockchain applications (across all 8 categories) that will be profitable, 

the positives and negatives of each category need to be taken into account. Therefore, this report 

believes the 3 most profitable areas are: 

 

1. Verifiable Data 

2. Digital Assets 

3. Smart Contracts  
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For a smart contract platform to be profitable, they need to offer solutions that can work in a 

commercial manner. As already stated, smart contracts work well with the development of IoT (for 

example the Samsung/IBM washing machine collaboration), and this could be an area where start-

ups can prosper. A clever way for smart contract companies to make money, would be to dual-

license their software. This would mean they offer a restricted free version, as well as an enterprise 

edition. On top of this, they could offer other professional services such as paid support to 

customers. With the help of investor-backed capital, the company could grow until it reaches a big 

enough customer-base where they can survive on advertising and their enterprise software income.  

 

Digital asset companies will likely make their money by offering solutions to significant financial 

institutions, helping them advance the middle and back office processes (such as post-trade 

processing). In doing so, the Blockchain solution providers will save the financial organisations 

substantial amounts of money, allowing them to charge hefty amounts upfront.  

 

Although digital assets and smart contracts are likely to be a significant part of our future, as the UK-

based law firm Blake Morgan points out, Blockchain technology is being developed and 

implemented quicker than existing legal frameworks can be adapted[163]. Politicians may not want 

to restrict innovation by overregulating the technology, however eventually adaptations will need to 

be made to guarantee acts, regulations and laws are complied with. For now, venture capitalists 

should look elsewhere for investments to avoid legal obstructions. As a result the report will 

continue to look at Blockchain technology related to verifiable data.  

 

Verifiable data-related Blockchain applications will of course come up against regulatory problems at 

some point, nonetheless, live systems are already being put into place in a variety of industries. Not 

only this, there are various business models that can be used, and a broad range of problems that 

can be solved in this category.  

 

Admittedly companies like IBM are becoming dominant in this area, with Ginni Rometty (CEO) 

stating the company is currently working with over 400 clients on Blockchain initiatives (taken from 

the IBM annual letter, 2016)[164]. Therefore, now would be a good time for investors to put their 

money into businesses and technology (particularly start-ups) to reap maximum financial gains from 

investments before big companies buy out these profitable start-ups. 

 

The next section further analyses 3 industries within the verifiable data category that venture 

capitalists should seriously consider investing in. These 3 industries were singled out as good 

investment opportunities after conducting further research. 
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Venture Capitalist Summary 

 

With investor interest shifting from speculative to strategic, now is the time for venture capitalists to 

start picking out the next big companies and products. The verifiable data category should be 

particularly appealing in terms of financial gains. Below are 3 of the most prominent industries and 

applications that should be taken into account. The summary starts with 2 back-up investment areas 

(investment opportunities number 3 and 2) and finishes with the report’s suggested area of 

investment (opportunity number 1): 

 

Investment Opportunity #3 – Pharmaceutical Supply Chain Management 

 

The Industry: Background 

 

The global pharmaceutical industry is projected to be worth over $1 trillion in 5 years’ time[165]. 

However, it is estimated that $75 to $200 billion of the global market is made up of counterfeit 

drugs. In low income countries, half of all the drugs distributed can be counterfeit, and often 

dangerous. INTERPOL seized more than $53 million medicines in 2016, and suspended around 5,000 

websites selling these drugs[166]. 

 

How Blockchain Technology Will Help 

 

Deloitte’s Rubix Blockchain team identified 3 areas where the pharmaceutical supply chain will 

benefit from the technology: drug safety, drug channels, and public safety[167]. Below is an 

expanded explanation of each: 

 

- Drug safety. Blockchain solutions can track how drugs are manufactured via the traceability of the 

technology. Faulty drugs can be detected if they do not contain correct ingredients, and if a supply 

chain breaks down (anywhere between manufacturer and consumer), the point of failure can be 

identified. 

 

- Drug channels. Incompatible legacy systems can be a thing of the past, and the way drugs move 

through the supply chain can be tracked. Pharmacy retailers, third parties, and other members of 

the supply chain can use the single ledger of truth for their own benefit/research. 

 

- Publics safety. End-consumer issues can be addressed, with the Blockchain possibly being able to 

identify prescription abuse. Recall management can also be dealt with more easily. 

 

Research and Applications  

 

A Deloitte study of 308 senior executives highlighted that the life science industries (which includes 

pharmaceutical science) have the most aggressive deployment plans out of other industries. Over a 

third of respondents said their company will have Blockchain solutions within 2017[168]. 

 

Several companies (including many start-ups) have working prototypes or solutions already in this 

space. Blockverify, iSolve and Chronicled are all working in the drug counterfeit area, engaging in 

pharmaceutical supply chain solutions.   
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In a blog post by the Principal of one of the above companies, iSolve, 4 main opportunities were 

highlighted. These opportunities include: inventory management, regulatory submission, data 

management for 3rd parties, and clinical trial management[169]. 

 

Risks and Challenges  

 

The use of Blockchain in the pharmaceutical industry looks very promising, however it is only at the 

beginning of its journey. Oris Valiente, co-founder of Deloitte’s Rubix, believes supply chain 

problems need to “be tackled in a number of steps”[167]. Not every problem in the supply chain 

industry can be solved straight away, so focusing on following drug products from their ingredients 

down to the patient’s pillbox as a first step doesn’t make sense.  

 

Secondly, getting every manufacturer, and every ‘member’ of the supply chain to get on board with 

this new concept (in a widespread manner) will be a challenge. Several small pilots will need to be 

implemented to show the benefits to all participants, resulting in a gradual culture change. There’s 

also no guarantee that all legacy systems are easily replaceable, so compatibility issues with other 

systems could be a problem early on. 

 

Any US pharmaceutical company will also need to satisfy and adhere to the Drug Supply Chain 

Security Act (made by President Obama in 2013). This act relates to electronic systems tracing 

prescription drugs as they are distributed in the US[170]. There will inevitably be other 

protocols/acts which will also need to be complied with. 

 

Case Study – IBM and Hejia 

 

IBM have developed a partnership with Chinese supply chain management company Hejia. Using 

Hyperledger Fabric, the aim of the project is to focus on the financial aspects of the pharmaceutical 

supply chain.  

 

In China, it can take 60 – 90 days for small and medium sized pharmaceutical companies to receive 

money after delivering drugs and medicines to hospitals. To make matters worse, these companies 

often find it hard to get traditional loans. With a Blockchain solution that eliminates inefficiencies 

and speeds up transactions, it may be possible for banks to fund these retailers within 48 hours. 

 

As soon as July 2017, Hejia aim to expand the system to involve several pharmaceutical retailers, 

hospitals and banks. Although there hasn’t been many details released about how exactly nodes will 

be managed, the company believe the transparent, encrypted and innovative nature of the 

Blockchain will help build a “business model that will contribute to China’s economic 

development”[171]. 

 

Example Investments, Profitability and Justifications 

 

In one investment example, Chronicled appear to be a very investable company. In the last 12 

months the company have had an estimated revenue of $3.9 million[172]. They have also received 

$4.83 million in funding, with the latest round as recent as March 2017[173]. 

 

Chronicled offer a CryptoSeal solution, which involves Blockchain registered, tamper-evident 

adhesive strips that have a Near Field Communication (NFC) chip embedded. This chip is 



54 
 

customisable and can be placed in all shipments of pharmaceuticals, sealing individual 

cartons/containers. The serial number data can then be tracked creating an unbroken chain[174].  

 

Industry giants such as GlaxoKlineSmith, Pfizer, and Johnson & Johnson have all reportedly 

attempted to use RFID tags to trace drugs, however the cost in trialling these technologies 

outweighs benefits. Still having centralised computer systems can also cause problems[166]. With 

big companies needing solutions, a company like Chronicled can charge reasonable fees for their 

technology, infrastructures and APIs (making profit as a result). 

 

Chronicled announced they are opting for a phased development, and will prove that at least one 

pharmaceutical manufacture can comply with regulations, meeting 2017 and 2023 requirements. 

The upcoming phases will likely involve participants from all aspects of the chain including hospitals, 

and manufacturers[170].  

 

In the distant future, supply chain Blockchains may be able to automate the flow of goods, money, 

and documents, all whilst using smart contract technology. Investing at the start of the company’s 

journey will likely see an extremely good return on investment for a venture capitalist.  

 

Investment Opportunity #2 – Land Titling (Registering Property) 

 

The Industry: Background 

 

In many countries across the globe, land registries are badly kept, mismanaged or corrupt. Africa is 

an example of this, with the continent having a big social issue on their hands. With 54 countries, 

and 1.1 billion inhabitants speaking 3,000 languages, it’s often hard to link property rights and land 

ownership to individuals. The land registry problem is prevalent in Ghana, with the African Business 

Review explaining how Ghanaians often having to paint “This land is NOT for sale” on the side of 

their homes. With The Ghana Land Commission having all property information on paper, this can 

lead to long delays in land registering processes, or even worse – corruption. It is possible for 

fraudsters to sell land they do not own, causing ‘new owners’ to have mortgage obligations on 

something they do not own[175].  

 

The Economist also looked at an example of a land registry issue, this time in Honduras. Ms Izaguirre 

was evicted from her home after living inside it for 30 years. Ms Izaguirre even held documentation 

for the land. Despite this, Honduran police evicted the resident after claiming the country’s Property 

Institute showed a different owner registered to the property. Before the situation was sorted, the 

house was demolished[2]. 

 

How Blockchain Technology Will Help 

 

The implications of a Blockchain-based approach for registering properties, is that fraud can be 

prevented, and process efficiency can be increased. Although the system would still be centralised in 

terms of a governing body, costs and timings can greatly be reduced, and the system becomes fairer 

and more secure (disputes can easily be sorted out). This will be particularly helpful in developing 

countries. 

 

Property transactions can be handled in a similar way to digital currency payments. The only 

difference, is that each ‘coin’ in a transaction has the same value, but with associated information 
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added to it (the house or land). If all houses are on a ledger, it is easy to see the history of 

ownership, as well as the current owner. The actual deeds/documents can be hashed so that they do 

not have to be stored on the Blockchain. Property transactions could even incorporate smart 

contracts, which release money when a transaction goes through.  

 

Blockchain technology won’t just help in less developed countries though, with countries such as 

Sweden also trialling the technology (with the help of start-up ChromaWay). The CEO of ChromaWay 

believes using the technology in a country with high trust in public authorities will be “a great 

benefit” for the economy, and can influence other countries to follow in Sweden’s footsteps[176]. 

 

Research and Applications  

 

The World Bank estimates 70% of the global population lack access to land titling – making it difficult 

for the world’s population to agree on property ownership[177]. Furthermore, Peruvian economist 

Hernando DeSoto, believes that globally there is “dead capital” (assets informally held and not 

legally recognised) totalling $20 trillion[178]. 

  

There are many small and large-scale projects which are attempting to solve these problems. For 

example, 2 of the 5,570 Brazilian municipalities are trialling Blockchain technology. The company 

behind the trial, Ubiquity, hope to embed land ownership information into the Bitcoin Blockchain. 

Information such as: property address, owner, and zone classification will be hashed using the 

coloured coin protocol[179].   

 

In the Sweden/ChromaWay collaboration, consultancy firm Kairos Future estimate the Swedish 

taxpayer will save over €100 million. Land authorities and banks can see copies of records, with the 

system acting as a storage service for property transactions. However, a consultant from Kairos 

Future makes it clear there is no chance to lose land like you can bitcoins. The end goal is to have a 

fully digital system in place by 2019, with other public bodies (e.g. tax authorities) integrated[180]. 

 

Blockchain solutions for the UK land registry have also been researched. In a public sector research 

paper, Deloitte highlight that there were over 1.2 million residential property transactions 

completed in the 2014-15 financial year. With this amount of transactions comes a considerable 

amount of fraud. Current fraud prevention methods are thought to cost over £74 million, however, 

property fraud is notoriously difficult to identify[181]. A Blockchain solution may become a reality in 

the future as a way to reduce fraud prevention costs. 

 

Risks and Challenges  

 

Investing in land registry Blockchain solution providers also has its risks. Getting governments on 

board in the first place can be challenging. Even after this happens and a trial is in place, solid 

communication between companies and the government is needed.  

 

A proof-of-concept test in Honduras failed in 2015, with the government and supporting-company 

Factom allegedly having a breakdown in communication. There were also rumours that the 

Honduras/Factom project failed due to political issues[182]. Other legal aspects may disrupt 

progress. For instance, ChromaWay can’t currently fully digitise the land titling process in Sweden, as 

the law requires physical signatures on papers[176].  
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Venture capitalists also need to ensure they’re investing in profitable Blockchain start-ups, not 

companies which are non-profit (such as Bitland, who are helping with land titling in Africa).  

 

Case Study – Georgia and BitFury  

 

BitFury believe a secure Blockchain property registry has the potential to make a “significant social 

and economic impact globally”. By partnering with the Georgian government, the collaboration is 

currently the biggest (and most successful) land registry pilot so far.  

 

The Republic of Georgia already have a good software infrastructure in place, and according to the 

World Bank they are in the top three countries for ease of property registration via their National 

Agency of Public Registry (NAPR) service. This may seem like a country that doesn’t need the 

Blockchain for land titling, however having minimum obstacles to implement makes it the perfect 

pilot.  

 

The NAPR can verify/sign documents containing essential citizen property information, with the 

timestamping service allowing these citizens to ensure their documents are legitimate without 

exposing confidential information (made possible by providing citizens with a hash). 

 

The diagram below (Figure 17) shows the end-to-end process. Services and operations will still work 

in a similar way as before, with staff providing help through public service halls. The only difference 

is that software is used to help with the existing processes, and the Blockchain acts as a validator as 

well providing immutability and transparency[183].  

 

 

                                        

                                Figure 17: Blockchain Registry: How does it work?[183] 
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Example Investments, Profitability and Justifications 

 

Although at first it may not be clear how this will be profitable for investors, Governments are willing 

to pay these start-ups substantial sums of money for their services. In a 2017 blog post, ChromaWay 

spoke about how their product, as well as their participation in conferences and associations (with 

renowned companies) makes them a very “profitable start-up”[184]. 

 

Using BitFury as an example, the company first became profitable through making Bitcoin mining 

equipment, before branching out as a full-service company. They have also partnered with EY[185]. 

The company received $30 million in venture capital as recent as January 2017 ($90 million in total) 

showing their potential. Furthermore, it is estimated that BitFury had a revenue of around $6 - 15 

million in 2016[186]. 

 

According to Reuters, BitFury have since partnered with the Ukrainian government in what has been 

described as “by far the biggest government Blockchain deal ever”, however the costs have yet to be 

revealed. The partnership will involve moving all of Ukraine’s government’s electronic data onto the 

Blockchain, initially focusing on real estate. It is very possible that this project will branch out 

further, using the Blockchain for state registers, public services, energy tracking, social security and 

more[187].  

 

Therefore, not only can a land registry partnership with a government make money from the offset, 

it has the potential to create more business further down the line. Essentially, capturing the 

attention of a government can make an investor even richer. 

 

With a variety of land registry projects taking off around the globe, now would be a good time for 

investors to get involved. There are many start-ups offering these services, and as BitFury 

demonstrated with the Ukraine deal, land registry projects may lead to even bigger opportunities. 

 

Investment Opportunity #1 – Medical and Health Industry (Information Sharing) 

 

The Industry: Background 

 

Although every country will have a different method for storing patient medical data, the process 

will be vital nonetheless. In the US, Electronic Health Records (EHRs) are used to collect patient data, 

which can then be used by doctors (with the data being transferrable). However, the EHR system has 

a significant overhead with healthcare providers using complicated systems to ensure they stay 

compliant with the Health Insurance Portability and Accountability Act of 1996. Data formats are 

often not compatible with other providers, which can lead to duplicated results. Premier Healthcare 

Alliance believe a lack of interoperability can cost 150,000 lives, as well as $18.6 billion per 

year[188]. 

 

The current US Secretary of Health (Tom Price) is aware of this, and believes physicians and other 

important medical staff have been turned into “data entry clerks”, which “detracts greatly from their 

ability to provide quality care”[189].  
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How Blockchain Technology Will Help 

 

It is estimated that in the US, within one year (2015), over 112 million healthcare records were 

breached[190]. Another significant statistic is that medical fraud is thought to have cost around $30 

billion in the last 20 years[148]. This gives the health industry a problem, not only are healthcare 

record systems often made up of disconnected databases, there’s no guarantee they’re accurate, or 

have not been tampered with.  

 

Staying with the US EHR system as an example, Premier Healthcare Alliance believe that when they 

have successfully shared data over the last 4.5 years, 92,000 lives have been saved, as well as $9.1 

billion[191].  

 

Blockchain technology can continue to help with sharing data, as well as storing it securely and 

reducing unnecessary industry costs. Having one ledger of truth and hashing data onto the 

Blockchain means each healthcare provider (who will likely operate a node) can store a local copy of 

patient records, in a tamper-proof way. Each node will have an associated pair of keys, with patient’s 

also holding keys. A patient’s private key would be used to access relevant information (allowing 

patients to maintain control). If a patient’s key is compromised, only this record will be affected, 

with all other patient records remaining secure. 

 

Standardising data should solve incompatibility issues between software and records (across 

different healthcare providers), saving the industry money in the long-term. A sizable time-stamped 

chain also makes the system easy to audit.  

 

This technology isn’t only relevant to the US healthcare industry. In a NASDAQ article, Dr Stewart 

Southey (an NHS consultant) says the NHS “is a perfect example” of an area that Blockchain 

technology can help, and that many start-ups will get involved soon. Dr Southey believes within a 

year and half, UK health records will be a major area of change, with healthcare soon to be provided 

in an “efficient, cost-effective way”. In the same interview, Dr Southey mentions fraud can be 

reduced, and administration can become primarily automated to reduce unnecessary 

expenditures[192].  

 

Research and Applications 

 

There have been many research papers, surveys, and reports surrounding medical Blockchains, as 

well as proof-of–concepts and trial runs. In one example, the US Department of Health and Human 

Services ran a sponsored challenge to encourage white papers to be created on Blockchain 

applications in the healthcare industry. There were 15 winning papers, with ideas ranging from 

medical insurance claims processing, to health information exchange[148].  

 

IBM also created a report “Healthcare Rallies for Blockchains” which surveyed 200 healthcare 

executives. The survey identified the following positive statistics:  

 

- 16% of executives say trial phases have been completed and that they will have a scaled 

commercial solution in 2017 

- 90% of respondents will invest in Blockchain pilots by 2018 

- 70% expect the healthcare areas which will benefit most are: clinical trial records, regulatory 

compliance, and medical health records[193] 
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Tierion, a pioneer in the verifiable data category, also undertook research. Although they believe the 

technology is in it’s infancy, Blockchain has the potential to support new approaches to “health data 

interoperability, claims processing, medical records, physician-patient data sharing, and data 

security”[194]. Similar themes can be seen across the industry research conducted. 

 

In terms of recording patient data in an interoperable manner, MedRec (developed by graduate 

research students) are using the Ethereum Blockchain to act as an interface for healthcare 

institutions. IBM have also partnered with the US Food and Drug Administration (FDA) to identify 

methods for accessing electronic medical records. The partnership will also look at clinical trials and 

health data taken from wearable devices (using IBM Watson in the process)[145]. 

 

Risks and Challenges 

 

The IBM healthcare survey identified that executives believe the biggest barriers to adoption are the 

immature technology and insufficient skills in the industry (See Figure 18). In a survey by Deloitte, 

similar responses were gathered, with obstacles to adoption including a lack of technical standards 

for a still-immature technology, as well as regulatory uncertainties[148].  

 

              
Figure 18: IBM Survey results to the question: “name the 3 biggest barriers to Blockchain 

adoption”[193] 

 

Making significant changes to healthcare systems will also inevitably present challenges in terms of 

costs (both implementation and staff training), timings, and interoperability. However, any time a 

system is replaced in a business (Blockchain-related or not), these problems always need to be 

considered. Therefore, healthcare institutions will likely make these changes in the future, regardless 

of concerns. 

 

Issues of scalability also need to be considered (something companies will have already thought 

about). For example, a consensus mechanism which does not require large amounts of power will 

need to be used. Dataconomy (a technology and business news site) note that although Blockchain is 

good for storing data fields (such as age and gender), it may not be good for storing expansive 

medical notes (such as MRI scans). This may lead to the data requiring alternative storage, with 

integration layers being built to interoperate with the Blockchain system[188]. 
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Case Study – Gem Helth  

 

Start-up Gem are in a partnership with Philips to build a patient-focused approach to medical record 

sharing. In a white paper collaboration between Gem and Ark Invest, an example scenario where 

their Blockchain infrastructure can be used has been identified. The 13-page paper has been 

summarised below:  

 

Alice knocks her head while on a hiking trip away from home, and is taken to a local emergency 

doctor. The doctor believes it is only mild concussion but needs to see a full medical history before 

he can discharge her. Alice can add the doctor as a permissioned user (using Gem’s infrastructure), 

and he can temporarily view Alice’s EHR and append information (he can’t delete any history).  

 

Alice does this by looking up the doctor and adding him as a temporary viewer on a friendly user 

interface. If Alice was unconscious, a connected database could find a currently active provider that 

already has access to Alice’s information – allowing them to send over information to the doctor.  

 

The Blockchain used won’t store massive amounts of data, but instead it will act as a baseline 

protocol that connects data sources. Alice can also give access to her wearable device if this is 

necessary/useful. The doctor’s access would end at a predetermined window, and Alice’s primary 

doctor and insurance payer gets a complete verifiable record of the event.  

 

Data can be recorded and verified only through consensus of all parties (potentially similar to a 

round-robin approach). This means patients can also monitor the data entered into the EHR, 

approving, denying or sharing changes. This allows better privacy control and engagement, with the 

white paper referring to this as a “platform of trust”. 

 

All timestamped events that are added to the Blockchain are assigned a hash as a unique record 

identifier. If data inherent to the document changes, a different hash is produced by the algorithm. 

The contents of files are irreversible, although others can see the hash without the underlying 

information. 

 

Blocks will still be used for consensus (appended to the Blockchain at a predictable rate), and the 

block will also receive its own hash. Each node on the network will be managed by a healthcare 

institution and if one goes down, as with all Blockchain systems, this won’t affect the rest of the 

network. This guarantees integrity of records as well as ensuring that they’re tamper-proof. 

 

A key part of Gem’s Blockchain system is a Blockchain operating system ‘GemOS’. The Blockchain 

acts as a shared registry of events/information (in a chronological sequence), with GemOS providing 

layers of logic and privacy that leverage this information. It is the GemOS which allows information 

exchange amongst different parties, forming a network that connects all users (e.g. patients, 

healthcare providers, and insurance companies)[195]. Figure 19 shows how Gem’s system works. 



61 
 

 
 

  Figure 19: Gem’s Blockchain and GemOS system, enabling healthcare interoperability[195] 

 

Example Investments, Profitability and Justifications 

 

Following on from the case study, Gem are a company that can make a large profit on their 

products. For the company to make revenue, they can either offer a pre-built complete solution 

(Software-as-a-Service), or build custom Blockchains for enterprise clients (either with a one off fee, 

or with added maintenance costs). Gem have already had 24 investors (totalling $12.5 million of 

funding), which shows they’re open to investment opportunities[196]. 

 

With national healthcare expenditure in the US expected to rise 5.8% annually through to 2025, 

clients are likely to spend a lot of money for cutting-edge solutions (that can reduce costs)[197]. As 

identified earlier in the report, healthcare executives are already keen to make changes, with 

Deloitte highlighting 35% of healthcare representatives saying that their company will likely put 

Blockchains into production during 2017[168]. From a UK point-of-view, interest in Blockchain 

technology is also rising, with a government initiative (Connected Health Cities) putting forward £20 

million to improve data flows across the North of England[198]. 

 

In a final example, one of the more advanced start-ups in this industry, Patientory, have a clever 

approach to becoming profitable. The company have a similar mission to others in this space – 

connect digital medical records without compromising privacy. The company allow healthcare 

providers to rent storage space (for health information), and offer smart contract functionality.  

 

However, the new business model involves offering a token sale (ICO) for their token known as PTY. 

The start-up believe moving away from the fee-for-service model to the “current value-based 

model” will allow organisations to “link quality, value and effectiveness of medical interventions 
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through a reputable compensation model”[199]. Company developers believe coordinating patient 

care through a Blockchain-based system will reduce costs “by a factor of a million”[200]. 

 

Whether the company end up being big-players in the market or not, having the first-of-a-kind idea, 

combining a cryptocurrency with a medical system, will likely see them make a huge amount of 

initial revenue from their May (2017) token sale. Investors should think about investing in companies 

that have these unique ideas early on, or failing that, they could even buy the cryptocurrency and 

make a profit following methods outlined in the report’s ‘Currency’ section. 
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Future Work  

 

The constantly evolving technology makes it challenging to pinpoint a guaranteed area of 

profitability for investors. Therefore, continual research would be required to further develop this 

project. Carrying out a research project of this size (as the project currently stands) is likely not a 

one-off task, and would require substantial dedication if it were to be continued.  

 

The time constraints meant the project cold only focus on a few areas of research, yet the project 

deliverables still needed to change slightly: only 1 ‘category’ was assessed rather than the intended 

3. Within this one category, only the top 3 promising areas were also covered, which was a change 

from the original plan of 6.  

 

The generic nature of the project, generally assessing the technology and its applications, often 

made the report become ‘an ultimate guide to Blockchain’ instead of an investment guide. To 

develop the project further, and to stay on the topic of analysing the commercial exploitation, the 

following steps could take place: 

 

- Collect more quantitative figures, focusing on return on investments, revenues, profits, and 

company growth figures. The infancy of the technology made it hard to gather reliable and 

significant figures as of early 2017. The report currently often lacks solid figures to back up 

justifications. 

 

- If time allows, reassess the other 7 Blockchain ‘categories’. Whilst writing the report, daily news 

caused the report to change direction. For example, at one point cryptocurrencies looked like a 

clever investment opportunity with the volatility stabilising, but almost out of nowhere, the Bitcoin 

price temporarily crashed with debates over a possible fork in the chain.  

 

- Time constraints meant only 3 applications from 1 category (verifiable data) were researched in 

detail. In the future, it would be sensible to continue research on verifiable data, looking at other 

supply chain uses (for example oil supply chains). The digital asset and smart contract categories 

should also be looked into. Although they weren’t prioritised in this report due to the 

legal/regulatory uncertainties, they are still definitely promising areas.  

 

- Conduct more interviews with industry experts and respected Blockchain advocates. Although 

these interviews may lead to opinionated responses, it can give insights which were previously 

unattainable from online articles. By the time the report was in a good enough position to conduct 

several interviews, the project was coming to a close. At this point it was hard to find individuals 

willing to answer questions. 

 

- Keep an eye on promising research institutes that have recently been announced. One of these is 

the International Blockchain Research Institute, a partnership between the Canadian government, 

other government bodies, and private sector companies. Founding members include: IBM, 

Accenture, PepsiCo, NASDAQ, SAP and Digital Asset. Affiliate organisations also feature Hyperledger 

and the Enterprise Ethereum Alliance[201].  
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Alternatively, and probably the preferred approach, would be to tailor the project making it more 

problem-specific. The current format of the project attempts to generically assess every Blockchain 

opportunity. An approach that would be sensible, would be to narrow down the research to one 

specific industry.  

 

From this report, I would suggest researching Blockchains in the medical and healthcare industries 

(an area which genuinely looks profitable). Resources and time spent on the project could then go 

into relevant studies, rather than carrying out generic research. Local healthcare establishments 

(such as doctor surgeries) could also be worked with to understand if there is a need for the 

technology.  

 

Moreover, venture capitalists could be interviewed, gathering their current opinions and knowledge 

of the healthcare industry. This would allow research to be directed in a specific direction, with the 

outcome truly benefiting the investors as a result.  
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Conclusion 

 

To conclude, it is important to review the 3 primary aims that this report set out to cover (as stated 

in the initial plan). These were: 

 

1) Gain an understanding of how Blockchain technology works from a technical viewpoint 

 

2) Highlight current Blockchain uses, as well as promising areas of interest for Blockchain  

 

3) Produce a summary for a group of venture capitalists, highlighting potential Blockchain related 

areas that they can invest their money into (e.g. propose a ‘solution’ to their ‘problem’) 

 

To understand the fundamentals of how the technology works, the Bitcoin Blockchain was analysed. 

This showed how distributed nodes and cryptographic techniques ensure transactions are secure. 

Furthermore, consensus mechanisms (such as proof-of-work and proof-of-stake) were briefly 

explored. The challenge with this, is that consensus mechanisms and Blockchain permissions vary 

depending on the Blockchain in question’s purpose. However, I’m confident by achieving the 

deliverable “Complete the section ‘How Blockchain Technology Works’”, the reader can understand 

the basics of the technology from a technical viewpoint.  

 

To cover aim 2, highlighting current uses, the report split Blockchain uses into 8 categories: currency, 

payment infrastructure, smart contracts, digital assets, identify, verifiable data, file storage, and 

voting. Examples of current/promising companies and uses were then covered in a subsection for 

each of the categories. From this part of the report, the audience learnt that there are many possible 

Blockchain applications. It was difficult to narrow down the most successful and exciting 

companies/applications in each category, and present them in an easy-to-read and insightful 

manner. However, the report clearly demonstrates that there are a wide range of opportunities out 

there. 

 

Each of these 8 categories were then assessed via a SWOT analysis, which uncovered the top 3 

promising areas of investment: verifiable data, digital assets, and smart contracts. The verifiable data 

category was chosen to be further assessed as it is applicable to a wide variety of industries, it can 

reduce costs by solving plenty of problems, and it can greatly improve process efficiency (e.g. in 

supply chains). From the SWOT analysis, the threats and weaknesses identified weren’t unique to 

verifiable data and need to be considered regardless of the industry/application (such as training 

costs, resistance to change, and political pressures).  

 

To achieve the final aim, and to gain an understanding of promising investment options, further 

research was conducted and laid out in the report using clear headings. The report believes that 3 of 

the best areas of investments are within the: pharmaceutical industry, the land registry industry, and 

the healthcare industry.  

 

Although there has been major research undertaken regarding Blockchains, there are little resources 

that assist venture capitalists. This report admittedly does not give a definitive list of options out 

there, but it has achieved its intended goals/aims by suggesting investing in companies that are 

working in the 3 spaces identified above. 
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The healthcare industry appears to be the most profitable as there’s a demand for the technology 

from healthcare executives, live systems are already being put in place, healthcare record 

interoperability problems can be solved, lives can be saved, and costs can be reduced. Therefore, 

organisations and institutions are already willing to spend considerable amounts of money for a 

solution – and a Blockchain system can be the answer. 

 

Additional work is still needed, particularly with regards to financial figures. This lacked from the 

report mainly because of time constraints, the difficulty in obtaining these figures, and the infancy of 

the technology. Having a limited network of Blockchain advocates at my disposal also meant the 

report largely focused on online articles, journals and white papers. Towards the end of the project, 

Blockchain authors, experts, and industry professionals were contacted via email, social media, 

online article comment sections, and public forums. Disappointingly, response rates were very low. 

 

Nonetheless, all 7 of the original deliverables from the initial plan were delivered. The healthcare 

industry looks very promising, and it will most certainly use aspects of Blockchain technology in the 

near future. As one Blockchain website points out, investing in Blockchain technology today is like 

investing in the internet in 1994[202]. 
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Reflection on Learning 

 

Reflection on Methods Undertaken and Outcomes 

 

As stated in the conclusion, I believe the intended outcomes for the report were achieved. Despite 

this, there are aspects which could have been improved. Admittedly, although I was learning about 

Blockchain myself for the first time, when completing the ‘How Blockchain Technology Works’ 

section, the research was often regurgitated from other sources.  

 

The immaturity of the technology meant I was limited by a lack of sources other than online 

material. Having said that, e-books were available, and I should have reached out to interview 

experts in the field as soon as the project was underway. Alternatively, although surveys and 

questionnaires weren’t an obvious choice (due to the widespread lack of understanding surrounding 

the topic), this may have added some more originality to the report. Unfortunately, I was slow to 

realise that interviews could really benefit me, something I would like to do if the project were to 

continue. 

 

Looking back, the consensus section was also often blocks of text. Despite still completing the 

deliverable, it was a challenge to keep the report focused and concise when there are many 

consensus mechanisms used today. I probably spent too long trying to research and explain every 

type of consensus, rather than keeping it short, something venture capitalists would prefer to read. 

In the future, I will prioritise quality rather than quantity. 

 

The project description given to me by my supervisor stated that I should highlight “any promising 

prospects for commercial exploitation”. I believe the SWOT analysis was a good method for doing 

this, a method I learnt during the University module ‘Managing The Modern Organisation’. The 

SWOT analysis approach allowed me to identify potential applications, but gave me the opportunity 

to realistically assess the threats and weaknesses associated. Looking back, the SWOT analysis 

taught me how to appreciate different viewpoints.  

 

When completing one of the final deliverables, writing the venture capitalist summary, it was hard 

to give a solid justification as to why the healthcare industry was the best to invest in. Despite having 

information on how many healthcare executives want Blockchain solutions, and how much spending 

is increasing by in the industry, having no real investment figures made the justification extremely 

speculative. I often relied on crowdsourced websites such as Owler; the world’s largest community-

based business insights platform. It’s arguable that this site, along with Crunchbase (which I also 

used for investment figures), may not be the perfect sources of information. The objective was 

completed nonetheless, and I believe I completed the work to the best of my ability. 

 

Reflection on Module Learning Outcomes 

 

The following section assesses my performance against the University learning outcomes for the 

module “CM3203 - One Semester Individual Project”, as found on Cardiff University’s ‘Module 

Handbooks’ page[203]. 
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The module description mentions individuals should be able to practice “communication” and 

“management” skills, whilst executing the project “independently”. Reflecting on the project as a 

whole, I believe I demonstrated good communication by attending all of my fortnightly supervisor 

meetings. At certain point, the meetings were also weekly. If there were any questions I needed 

answering, I would leverage the University email system to contact my supervisor. I also believe my 

written communication skills within the report were of a high standard.  

 

With regards to the management skills, I believe this project taught me the importance of breaking 

down work into smaller chunks even when facing a daunting task. Originally, the 15 week project 

looked like a challenge, but by carefully planning, organising, and completing the tasks within the 

time constraints, I delivered a completed report within the deadline.  

 

Finally, on completion of the project the report’s author should be able to “exhibit a sound 

knowledge in the subject area related to the project”. Coming from a Business-oriented degree 

(Business Information Systems), it was a rewarding challenge to understand the technical aspects of 

an unfamiliar technology. Although I may not be an expert in the subject area, I believe the piece is 

well written, and I have certainly gained an interest in Blockchain technology. 

 

Reflection on the Project as a Whole  

 

From the beginning of the project I was aware of the amount of work required. I definitely put a 

great amount of effort into the project, almost treating it as a full-time job. Although I didn’t work 

with a traditional client or team, I still stuck to deadlines, and as a whole I managed my time well.  

 

I stayed open-minded throughout the project, coping well with the extensive research periods. I 

never went into the project with a ‘solution’ (the best area to invest in) already in mind, and this 

allowed me to be fair throughout.  

 

Unfortunately, after choosing the ‘profitability’ angle and focusing on this, I eventually realised it 

was a misconception that there is a lot of investment data available (as already mentioned). I was 

potentially naïve in thinking I could come up with a report which would become a vital guide to 

assist venture capitalists. On reflection, the reason that there is not ‘Investor Guides’ for Blockchain 

technologies, is because the required quantitative information just isn’t available. I still believe I 

produced a good summary, despite the justifications being rather speculative. 

 

One aspect which was briefly touched on in the future work section, was the generic nature of the 

project. Rather than having a problem in a specific industry, I had a wide scope which I narrowed 

down by categorising applications and then carrying out the SWOTs. The timescale was still sufficient 

for me to produce a report, but at times it potentially lacked clear direction. This was also 

mentioned in the initial plan feedback which was received at Week 6 of the project. At this point in 

the project it was too late to start fresh, and I continued to work long hours to produce the best 

report that I could. 

 

Overall, the last 3 – 4 months gave me a valuable experience of how to execute projects of this 

magnitude. As a result I believe I have become more independent. If I were to complete the project 

again, I believe I would narrow the scope – focusing on just one category, or one industry. 

Furthermore, although it would have been hard to arrange, it may have been beneficial to work 

alongside a real venture capitalist from the offset to give me guidance, and to act as a mentor. 
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Abbreviations  
 

AI – Artificial Intelligence  

 

API – Application Programming Interface 

 

ECDSA – Elliptical Curve Digital Signature Algorithm  

 

IBM – International Business Machines (Corporation)  

 

ICO – Initial Coin Offering  

 

IoT – Internet Of Things  

 

IPO – Initial Public Offering 

 

NFC – Near Field Communication 

 

RFID – Radio Frequency Identification 

 

SWOT – Strengths, Weaknesses, Opportunities and Threats 
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Glossary 
 

Artificial Intelligence – The development of computers being able to perform tasks that normally 

require human intelligence 

 

Application Programming Interface – An API is a set of commands, functions, tools, and protocols 

that specify how software components should interact 

 

Coloured Coin Protocol – A way of adding metadata to bitcoins. Coins are ‘coloured’ because they 

represent a specific asset 

 

Counterparty asset – A currency that has been created within the Bitcoin Blockchain. The currency is 

separate from the bitcoins themselves, however they exist inside bitcoin transactions 

 

Cryptocurrency – A digital currency that uses cryptography for security. 

 

Crypto-fuel – A token which is used to pay for computation. Although widely regarded as a 

cryptocurrency, it is not intended to be considered as a currency or asset 

 

Data Exfiltration – A malicious activity which entails unauthorised copying, transfer or retrieval of 

data from a computer/server  

 

Double-spending – Spending a coin in multiple transactions (often done by attempting more than 

one transaction at the same time) 

 

Elliptical Curve Digital Signature Algorithm – A cryptographic algorithm that attempts to stop users 

spending coins that don’t belong to them 

 

E-voting – A voting system that allows users to record votes electronically 

 

Fiat Currencies – Currencies that are declared a legal tender by order of the government 

 

FinTech – A portmanteau of financial technology – often used to describe companies that aim to 

make financial services more efficient via technology 

 

Frontier markets – Countries that have less established stock markets, often at an early stage of 

economic/political development 

 

Hard fork – A permanent and radical change to a protocol, requiring all users to upgrade to the 

latest version of the software. A hard fork often makes previously valid blocks invalid 

 

Hashing Function – A function that is used to transform a value into a (usually) shorter fixed-length 

random string of characters that represents the original value. Hashing if frequently used to 

index/retrieve items in a database; it has speed advantages.   

 

Initial Coin Offering – An unregulated method of raising funds for a new cryptocurrency. Early 

backers/investors often receive the new cryptocurrency as a result 
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Interoperability – The ability of computer systems and software to exchange information with one 

another. The term is often used in the healthcare industry to describe the communication and use of 

information from a different system 

 

Internet Of Things – The development of everyday objects becoming interconnected via the 

internet, allowing these devices to send/receive data 

  

Initial Public Offering – Offering a company stock on a public stock exchange for the first time. Often 

offered by smaller companies looking to expand via capital 

 

Land titling – The act of individuals/families being given the formal property rights for land or 

housing they have informally owned 

 

Municipalities – Districts with local governments 

 

Near Field Communication – A set of communication protocols that allows objects/devices to 

establish communication wirelessly 

 

Private equity – Capital that has not been noted on a public exchange. Often funds that have been 

invested directly into private companies. 

 

Quorum – A minimum number of members that must be present for something to take place (and 

be valid) 

 

Radio Frequency Identification – A technology that uses electromagnetic fields to identify and track 

tags attached to objects  

 

Securities (in finance) – A tradeable financial asset, can be categorised into debt securities (e.g. 

banknotes, bonds), equity securities (e.g. stocks), or derivatives  

 

Seed – Seed funding or seed capital is a form of investment in return for an equity stake in the 

company. Usually an early-stage type of funding used to cover initial operating expenses 

 

The Dark Web – A part of the World Wide Web that can’t be accessed without a special browser, 

theoretically allowing users to operate anonymously. The Dark Web is often associated with illegal 

activities (e.g. drug buying) 
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